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AHHOTALIA

Hacrosiuii  TOKyMEHT  COJEp)KUT OCHOBHBIE CBEJIEHHS O TPUMEHEHUU
nporpaMMmHoro wuznenusi «OnepannonHas cuctema Anet 8 CID» JIKHB.11100-01,
cokpaiieHHoe HaumeHoBanue — OC Anbt 8 CII, pean3 10 Ha mporeccopax apXHTEKTYp
64 out (x86_64), AArch64 (ARMvS).

Jlanee B JoKkyMeHTe OyAET MCIOJIb30BAaThCSl ajdbTepHATUBHOE HamMeHoBaHue [1U:
OC Anst CII.

Bepcus: 1.2.

Onucanue TPUMEHEHHUSI COCTOMT M3 4YEThIPEX OCHOBHBIX YacTed, B KOTOPBIX
PACKpBIBAIOTCS OCHOBHBIE BOMpPOCHl MpuMeHeHus: u ¢yHkuuonupoanus OC Anbt CII.
Taxke paccMaTpuBarOTCS OpraHU3allvs BXOJHBIX M BBIXOJIHBIX JAHHBIX B CHUCTEME M
KOH(UTYypalisi TEXHUYECKUX CPEACTB, HEOOXOAUMBIX JJIsi MPUMEHEHHUS OIepaluOHHON
CUCTEMBL.

B nepBom pazjene npuBoASTCS Ha3HAUYEHHE, OCHOBHBIC MPUHIIMIIBI OpPTraHU3alINH,
BO3MO>KHOCTH ONEPAIMOHHON CHUCTEMBI, €€ OCHOBHBIE XapaKTEPUCTUKH, OTPaHUYECHUS,
HaKJIaJbIBa€MbI€ Ha 00JIaCTh €€ MPUMEHEHUSI.

Bo BTOpOM paznesne yka3bIBalOTCS YCIOBUS, HEOOXOIUMbIE JJIs1 (DYHKIIMOHUPOBAHUS
ONEPAIMOHHON CHUCTEMBI, CTPYKTypa TEXHHUYECKUX U MPOTPAMMHBIX CpPEICTB H
TpeOOBaHUs K HUM, OOIIME XapaKTEPUCTUKN BXOJTHON M BBIXOJIHOW MH(GOPMAIIUU, a TAKKe
TpeOOBaHMUSI U YCJIOBUSI OPraHU3AIMOHHOTO, TEXHUYECKOTO M TEXHOJOTUYECKOTO
XapakTepa u T. II.

B TperbeM paznene yka3pIBaeTCs ONpENECICHHE 3aJaud U METOJAbl €€ pEIICHUs,
MIPUBOAUTCS 001Iast CTPYyKTypa U anroputmel pyHkimonupoBanus OC Anst CII.

B uerBepTOoM paznene NMpUBOASTCA CBEACHUS O BXOAHBIX U BBIXOJHBIX JAHHBIX.
VYka3pIBatOTCS X XapaKTep U OpraHU3allnsl, YacTOTa OOHOBJICHUS U TIP.

Onucanue npuMeHeHus pazpadorano B coorBeTcTBur ¢ ['OCT 19.502—78 «Enunas
cUCTeMa TporpaMMHOM jJokymeHTanmu. OnucaHue mnpuMeHeHus. TpeOoBaHus K

COJIEpKaHUIO U OPOPMIICHUION.
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1. HASHAYEHUE [TPOI'PAMMBbI

1.1. Haznauenue

OC Anst CII npegnazHadeHa Juisi TPYIIIOBOTO U KOPIIOPATUBHOTO MCIIOJIb30BaHUSA
B KauecTBe CpeACTBAa AaBTOMATHM3allUd HMH(DOPMAIMOHHBIX, KOHCTPYKTOPCKUX U

IPOU3BOCTBEHHBIX [IPOLIECCOB NPEANPUATUH (OpraHu3alui, YUpexKACHUN).
1.2. BO3MOXXHOCTH 1 OCHOBHBIE XapaKTEPUCTUKU

OC Aunbrt 8 CII npencrapisier co00il KOMIUIEKC MPOrpaMM, CO3/IaHHBIX HAa OCHOBE
OC Linux, u oOecrieuuBaer 00paOOTKy, XpaHEHHUE, Nepenauy HHGOpMaIMh, a TaKkKe
peanu3anuio (QYHKIHMA 3alUTBl OT HECAHKIIMOHUPOBAHHOTO JOCTyNa K HHGOpPMALNH,
oOpa0OaTeiBaéMOM Ha CpPEICTBAaX BBIYUCIUTEIBHOM TEXHHUKH, HaXOASIIMUXCS IOJ
YIPABJICHUEM JIAaHHOT'O KOMILIEKCA MPOTPaMM.
OC Aunpt CII o6nanaer cneayomuMi QyHKIMOHAIBHBIMU XapaKTEPUCTUKAMMU:
- obecrieunBaeT BO3MOXKHOCTh OOpabOTKH, XpaHEHUs W Nepenayd WHGOpMalnuu B
3aIMIIEHHON IPOrPaMMHOM CPEJIE;
- o0ecrieynBaeT BO3MOXXHOCTh  3aIllyCKa  IOJb30BATEIBCKOIO0  MPOrPAMMHOIO
obecrniedyeHus B cepTU(HULHPOBAHHOM OKPYKEHUU;
- obecrieunBaeT BO3MOXXKHOCTh (DYHKIIMOHUPOBAaHUS B MHOT03aJauHOM pEXHUME
(0OZTHOBPEMEHHOE BBITTOJIHEHHE MHOXECTBA MTPOLIECCOB);
- o0ecrieynBaeT  BO3MOXKHOCTh ~ MAacIITaOMpPOBaHUS ~ CUCTEMBI:  BO3MOXKHA
skcrryaranust OC kak Ha oxguoit [IOBM, Tak u B MH(POPMAIIMOHHBIX CHCTEMax

Pa3IMYHON apXUTEKTYPBHI;

o0ecreynBaeT MHOTOIOJIb30BATENbCKUN PEXXUM SKCIUTyaTallUN;

oOecreynBaeT MoAJIEPKKY MYJIbTUIIPOLIECCOPHBIX CUCTEM;

o0ecrnieunBaeT MOJJIEPKKY BUPTYAIbHOM MaMSITH;

o0ecrieuynBaeT ceTeByr0 00pabOTKy TaHHBIX, B TOM YHCIIC pa3TpaHUYCHHE TOCTyMa
K CETEBBIM IaKeTaM;
- IOAJICP)KUBACT MYJIbTUTCPMHUHAIBHBIN PEXKUM JJII CO3JAHUS JOMOJHUTEIBHBIX

pabouyux MECT Ha OJTHOM KOMIThIOTEPE.
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Jna noanep:kku BeimonHeHus onucaHHbix ¢yHkiuii B OC Anwst CII peanuzoBanbl
CIEAYIOIINE BO3MOKHOCTH:

- yIpaBJieHUE TIpolieccaMy U HH(POPMAITMOHHBIMU PECYPCaMHU;

- YIIpaBJIEHUE CUCTEMHBIMU pECYypCamu;

- YIIPaBJIEHUE MTAMSITHIO;

- ynpasieHue ¢aiiaMu ¥ BHEITHUMH YCTPOICTBaMH;

- yIpaBJieHHe JOCTYIIOM K oOpabaTsiBaeMoii HH(pOpMaInu;

- 3al[UTa XpPaHUMBIX, 0OpabaThiBa€MbIX U TepellaBaeMbIXx HHGOPMAIIMOHHBIX
pECypcoB KOMILIEKCOM cpencTB 3amuthl (qanee — KC3) onepaninoHHON CHCTEMBI
(manee — OC);

- aIMUHUCTPHUPOBAHUE;

- IOJIIEPKKa UHTep(deiica MPUKIaJHOTO IPOrPaMMHUPOBAHUS;

- IOJIEP>KKa MOJIb30BaTENILCKOrO HHTEpderica.

OC Anpr CII  monzepKvMBaeT  KIMEHT-CEPBEPHYIO  ApPXUTEKTYPY M MOXKET
oOCITy’)kMBaTh NPOLECCHl KaK B IMpelenax OJHOM KOMIBIOTEPHON CHCTEMBI, TaKk U
npoueccsl Ha apyrux [I9BM depes kaHambl lepeaadn JaHHBIX WIM CETEBBIE COCAMHEHUS.

Bapuantr wucnonnenuss OC Anbt CII Pabouas craHuus BKIIOYAaeT OQUCHBIE U
KJIMEHTCKUE MPUIIOKEHHS U 00€CTIEYMBACT BBIIIOJHEHUE CAEAYIOIUX (PYHKLIMI:

1) nepconasibHBIEC CpecTBa MH(DOPMALIMOHHOTO OOMEHa!

- IOJIyY€HUE U YTEHUE AJIEKTPOHHOM 1ouThl (1o npotokojam POP3, IMAP);
- OTIIpaBKa IOYTHI, B TOM YHCJIE U HAPSAMYIO Ha CEpBEp MOJIydaTes;
- BEJICHUE aJIPECHON KHUTH;
- BEJICHUE KOPOTKHUX 3aMETOK;
- INTAHWPOBAHUE BCTPEY U 3a/1ay C YBEIOMJIEHUEM 00 UX HACTYIUJICHUU;
2) ToJIe3HbIE BO3MOKHOCTH:
- IPOCMOTp KaJIeHAaps;
- apu(pMeTHUECKUI KaTbKyJISATOP;
- CJIOBaphb (CO BCTPOEHHBIM aHTJIO-PYCCKUM CIOBApEM);
3) pabota ¢ JOKyMEHTaMHU:

- [IpaBKa IMPOCTLIX TCKCTOBLIX JOKYMCHTOB,
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- MpaBKa JOKYMEHTOB CO CJIOKHBIM (JOPMATUPOBAHUEM;
- OJICYET B DJIEKTPOHHBIX Ta0JIMIIAX;
- IOJrOTOBKA U MPOBEACHUE MPE3CHTAIUH;
- IOCTPOCHHE PA3JIMUHBIX CXEM U3 MPEI0NPEICICHHBIX 1a0JI0HOB;
- ynpaBsieHue 0a3aMu JaHHbBIX;
- CKaHUPOBAHME;
- CO3/IaHHE apXHMBOB, YTCHUE U3 apXUBOB (rar, arj, zip, tar.bz2, tar.gz, 7z);
4) cpeactBa paboThl B ceTu MHTepuet/MaTpanerT:
- MPOCMOTpP BEO-CTPaHUII, BKIIIOUAsI THIIEPTEKCTOBBIC BEO-CTPAHUIIBI, aAYIHO U
BUJIEO;
- BOCIIPOM3BEICHNE TIOTOKOBOTO ayAUO U BHUIIEO;
- o01IeHne B ceTAX oOMEHa HEMEIJICHHBIMH COOOIIEHUSIMH (C MOIIEPIKKOM
XMPP);
- padota ¢ ¢aitnamu o nporokoiam FTP;
5) BBIBOJ MH(MOPMAITIH:
- mevyarthb Ha npuHrepe u MOY;
- coxpanenue B popmare PDF;
6) MyJIbTUMEUA:
- MpocMOTp u300pakeHuit (popmarsl netpbm 8 u 16 Owur, tiff 8 u 16 6ut (B
T. 4. MHOTOCTpaHu4HbI), geotiff, png (B T. u. 16-6ut), jpeg2000, djvu, jpeg,
svg, bmp, gif ¢ anumaruei, ico;
- peIaKTUPOBAHUE PACTPOBBIX N300PAKCHHIA,
- peIaKTUPOBAHUE BEKTOPHBIX N300paKEHU;
-3anmucb CD wu DVD (co3ganue HOBOro mpoeKTa U KOIMHUPOBaHUE
CYIIECTBYIOILETO JAUCKA);
- cOXpaHeHue B (haiiyiax COAEP>KUMOTO 3BYKOBBIX KOMIAKT-TUCKOB U BUJEO C
DVD;
- 3aITMCh 3BYKa C MUKPO(OHa;

- 3aITUCh BUJIEO C BEO-KaMephl;
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- mpocMOTp BHUeo (B popmarax avi, mpg, ogg, divx, xvid, mkv, flv, .wmv) c
cyotutpamu (.ssa, .srt, .ass);

- mpocyIMBaHKue 3BYKOBBIX (paitioB (B dhopmarax wav, flac, cue, mp3, ogg,
aac, ape);

- MPOCITYIIMBAHUE 3BYKOBBIX KOMITaKT-IUCKOB;

- BO3MOYKHOCTB IpocMoTpa DVD;

7) ALT CSP Kpunrollpo — rpaduueckuit unTepdeiic mias 3amycka KOMaHJ
KPHUIITOTPOBaii/iepa Ha MPOBEPKY U CO3/IaHHUE DJIEKTPOHHOU HMUGPOBON MOAIUCH
(BGUII T'OCT).

Bapuant uncnonnennss OC Anbt CII CepBep BKIIOYAET CIEAYIONIAE CEPBEPHBIC

KOMIIOHEHTHI:

- cuctemy ynpasieHus 6azamu qaHusix (CYBJ);

- B€0-CEpBUCHI;

- TIOYTOBBIE CEPBUCHI;

- ¢aiinossie cepBepa (Samba/NFS/FTP/TFTP);

- DNS cepsep;

- DHCP cepsep;

- cepBep rpynmnooi pabotrsl SOGO;

- cepBep KoHTposuiepa qomeHa Linux FreelPA;

- LDAP cepsgep;

- cepBep Kerberos;

- ceppep neuatu CUPS;

- CepBEpP BPEMEHU;

- IpOrpaMMHBIE CPEJICTBA BUPTYaAJIU3alIUH;

- IpOrpaMMHbIE CPEJICTBA KOHTEUHEPU3AIIUY;

- IPOrpaMMHBbIA KOMIUIEKC AJbT JJOMEH.
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OC Anbt CII peanusyer B COOTBETCTBUM C TpeOOBaHUAMU MO O€30MaCHOCTH
MH(POPMAILIUU K CPEJCTBAM BUPTYaTU3aIMK 4-I0 KJ1acca 3aluThl!  CIeayromue QyHKIUN
0€30MacHOCTH:

- JIOBEpEHHAas 3arpy3ka BUPTyalIbHBIX MAIlVH;

- KOHTPOJIb IIEJIOCTHOCTH;

- perucTparys COObITHI 0€30MMaCHOCTH;

- YIIpaBJIEHUE JOCTYIIOM;

- pe3epBHOE KOMMMPOBAHUE;

- YIpaBJIeHHE TOTOKaMu HH(POpMAIIH;

- 3alUTa NaMSITH;

- OrpaHUYEHHE MPOTPAMMHOM CPEJIbI;

- UACHTH(PUKALNS U ayTeHTU(UKAIUS TTOJIb30BATENECH;

- ICHTPAJIM30BAHHOE  YIpaBi€HHE  00pa3aMH  BHUPTYaJbHBIX  MallMH U

BUPTYaJIbHBIMUA MallTHHAMMU.

OC Anbtr CII peanuzyeT B COOTBETCTBUM C TpPEOOBaHUSAMHU IO O€30MACHOCTH

UH(OpPMAIMHK K CPEACTBAM KOHTEHHEepU3aIMu 4-ro Ki1acca 3alluThl> cleayonme GyHKIUI

0€30IacHOCTH:

M30JISI1USI KOHTEMHEPOB;

BBISIBJICHUE YSI3BUMOCTEN B 00pa3ax KOHTEHHEPOB;

IIPOBEpPKa KOPPEKTHOCTU KOH(UTypallud KOHTEHHEPOB;

KOHTPOJIb LIEJIOCTHOCTH KOHTEHHEPOB U UX 00pa30B;
- perucTpaiusi coobITU 0€30MacCHOCTH;

- YIIpaBJI€HUE AOCTYIIOM;

- UACHTHU(PUKALNS U ayTeHTU(UKAIUS TI0JIb30BaTENeH;

- IIEHTPaIM30BaHHOE YIIpaBJICHUE 00pa3aMu KOHTEHHEPOB U KOHTEHHEpaMH.

! B cooTrBeTcTBHE C AOKYMCHTOM ((Tpe60BaHI/I$I mo 0Oe30IMacHOCTH I/IH(I)OpMaI_II/II/I K CpcacTBamM

BUpTyalIu3auu», yreepxkaeHHbIM npukazoM @CTIK Poccun ot 27 okrsiOpst 2022 r. Nel87.
2 B cooTBercTBUM C J0KyMeHTOM «TpeGoBaHus MO 6e30MacHOCTH MH(OPMAIUM K CPEACTBAM
KOHTeHHepu3auumny», yreepxxaeHHbIM npukazomM @CTIOK Poccun ot 4 urons 2022 r. Nel18.
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OC Anbt 8 CII peanu3yeT B COOTBETCTBUU C TpeOOBaHUSIMU MO OE30MACHOCTH
MH(OPMAIMU K CHCTEMaM YIIpaBIeHHs 6a3aMy JaHHBIX 4-T0 Kilacca 3alluThl> CIETYIOIIHE
(hyHKIIUH 0€30MMacHOCTH:

- YIpaBJICHHUE JOCTYIIOM;

- uAeHTU(UKALUS U ayTeHTU(DHUKAIHS [T0JIb30BaTeNeH;

- KOHTPOJIb [IEJIOCTHOCTH;

- perucTparys COObITHI 0€30MMacCHOCTH;

PE3CPBHOC KOIMUPOBAHUC U BOCCTAHOBJICHHUC,

o0ecrnieueHne T0CTYITHOCTH;

OUUCTKY ITaMATH,

IMPOU3BOAUTCIBHOCTD,

OTpaHUYCHUE MPOTPAMMHOMN CPEIbI.

OC Anbt 8 CI1 obecrieunBaeT BBIMOJIHEHUE MPOrpaMM B 3alUIICHHOW Cpeje.
B cocra OC Anwt 8 CII BkitOueHsl TNporpaMmmHubie uHTeprnpetatopbl (php, perl, lua,
python, nodejs) u BeO-cepBep (nginx), MNPOMICANINE WCHBITAHUS IO BBISBICHUIO
YA3BUMOCTEH M HENEKIAPMPOBAHHBIX BO3MOKHOCTEH B COOTBETCTBUM ¢ MeTomukoii*

OCTIK Poccuu B moaHoM 00beMe.
1.2.1. CnenuanbHble XapaKTEPUCTUKHU

Cpenctna pazpabotku jist OC AnwT CII npenoctaBiisitoTcst OTEABHO IO 3aMpocy.

IMPEAYIIPEXXIEHUE

[IporpaMMHbIE KOMIIOHEHTHI KOMIAKT-AMCKAa CO CPEACTBaAMH pa3pabOTKU MOTYT HCIOJIb30BATHCA
TOJNBKO JUIsI pa3paboTKM CHEelMaldbHOro (MpHUKIAAHOro) mporpamMmHoro obecnedenus (CIIO),
npenHasHauyeHHoro ansi QyHkuuoHupoBanuss B cpene OC Anbt CII. B cnyuyae ecian HeoOXxoaumo
IpPUMEHEHHe TNpPOrpaMM M3 cocTaBa KoOMIakT-Aucka «CpeacTtBa pa3paboTKu» Uisl obecreueHus
¢ynxuonuposanust CI1O, atu mporpaMMmsbl JOJKHBI OBITH BKIIIOUEHBI B cocTaB pa3padaTtsiBaemoro CIIO,
B TOM 4YHCJI€ B COCTaB 3arpy304HOro MOAYJs (AUCTpUOYTHBA), U CEPTHU(PHUIMPOBAHBI HA COOTBETCTBUE
TpeOoBaHUsAM 0€30aCHOCTH UHPOPMALIUU B €0 COCTaBe.

3 B cooTBeTCTBUM ¢ JOKyMeHTOM «Tpe6GoBanus 1o 6e30macHOCTH HHPOPMAIMK K CUCTEMAM YHpPaBJIeHHUs!
0azamu 1aHHBIX», yTBepkAeHHbIM NprukazoM OCTOK Poccun ot 14 anpens 2023 r. Ne64.

* MeToka BBISBIEHHS YA3BUMOCTEHl M HeNEKJIapUpPOBAHHBIX BO3MOKHOCTEH B HPOrPaMMHOM
obecneuenuu, yreepkena @CTIK Poccun 25.12.2020 r.
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2. YCJIOBUA ITPUMEHEHMA

2.1. TpeGoBaHMs K TEXHUYECKUM CPEJICTBAM

Hns  pynkunonupoBanuss OC Anet CII  Heobxomuma ITIDBM, o6nanaromas
CJIEIYIOIIUMU XapaKTEPUCTUKAMMU:
- TIporieccop apXUTEKTyphl: 64 6uT (x86 64), AArch64 (ARMvS);
- 00beM onepatuBHOM mamstu — oT 1 ['GaiiT u Oonee;
- 00BEM JIOCTYITHOTO MPOCTPAHCTBA HAKOMUTENS Ha KECTKUX MAarHUTHBIX JTUCKaxX He
menee 50 ['6aiit (pexomenayercs 200 ['Gaiit u 6oiee);
- nepuQepuitHble yCTPONCTBAa BBOJIA/BBIBOJA — YCTPOMCTBO YTEHUS W 3alKCH
KOMITaKT-/IUCKOB (OMIIMOHAIBHO ISl MHCTAJUISIIUU AUCTPUOYTHUBA).
Js pyuxumonuposanust CYBJ[ B OC Anwt CII HeoOxonuma [I9BM, obnanaroias
CJIEIYIOLIUMU XapaKTEPUCTUKAMMU:
- mporueccop: 64 out (x86_64)/AArch64 (ARMvVS), 8 siaep;
- 00beM ornepaTuBHOM namMatu — 16 I'6aiiT;
- 00BeM JIOCTYITHOTO MPOCTPAHCTBA HAKOMUTEIS HA )KECTKUX MArHUTHBIX TUCKAX —
ot 100 I'6ariT SSD;
- U1 IOCTPOEHUS KJlacTepa:
a) MUHUMAaJIbHOE KOJIMYECTBO XOCTOB — 2;

0) mpomyckHasi CHocoOHOCTh ceTeBoro uHrepgdeiica — 10 ['out/c.
2.2. TpeOoBaHMS U YCIOBHS OPraHU3aLMOHHOIO M TEXHOJIOTMYECKOr0 Xapakrepa

Ko Bcem momnp3oBarensm OC Anbt CII mpeapsBisercs clieayromiee TpeOOBaHHUE:
6a3oBble HaBbIKK padboThl ¢ OC cemeiicTBa «Linuxy.
K apmunuctpatopy OC AnwT CII npeabsBastoTcst cleayronye TpeOoBaHus:
- 3HQaHUE TPUHIUIIOB TIOCTPOCHUS UM  (PYHKIMOHHPOBAHUS  COBPEMEHHBIX
BBIYUCIUTEIBHBIX CUCTEM, MEXaHU3MOB 3aIIUThl HHPOPMAIUH;

- HaBbIKK paboTel ¢ OC cemeiicTBa «Linux»;
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- HABBIKA QJIMUHUCTPUPOBAHUS OOMIECUCTEMHOTO M TPHUKJIATHOTO MPOrPAMMHOTO
oOecIieueHus,
- HaBBIKM HACTPOWKH CPEACTB 3allUThl M CPEJCTB DSJCKTPOHHOW ITOIIIHUCH,

ucnois3yembix B coctae OC Anbt CII.

2.3. OFpaHI/I‘IeHHH Ha HUCIIOJIB30BAHHUC TCXHUYCCKOT'O U IIPOTPAaMMHOI'0O XapaKTCpa

2.3.1. OrpannyeHus Ha UCIOIb30BaHHUE alMapaTHHIX MIaTGOpPM U 6A30BBIX CUCTEM

BBOJAa-BbIBOJA

He nomyckaeTcs ucrosnb30BaHKE alapaTHbIX M1aTGOPM U BEpcuil 0a30BbIX CUCTEM
BBoAa-BeiBoa U UEFI-npaiiBepoB, comep amux U3BECTHBIE YSI3BUMOCTH, ONMCAHHBIE B
OOLIEeIOCTYITHBIX UICTOYHUKAX MH(POpMaLIUK.

B cnyuae ecnu ncnonbsdyemas anmnapartHas miaaTdopma, Bepcusi 0a30BOM CHCTEMBI
BBOJA-BeIBOAA nin Bepcuss UEFI-apaiiBepa conep UT ysI3BUMOCTB, TO €€ HCIIOJIb30BaHUE
JOMyCKAeTCsl TOJIBKO TIOCIE€ MPUMEHEHHs IaTda, MPEACTABIEHHOTO pPa3pabOTYUKOM
JTAHHOM amnmapaTHOM MmiIaTgopmbl, Bepcuru 0a30BOM CHUCTEMbl BBOJIa-BBIBOJA WJIM BEPCUU
UEFI-gpaiiBepa (odurmaipsHOro narya).

[Ipu OTCYTCTBMHM Takoro naTda MCIOJIb30BaHUE amlmapaTHOW IUIaT(OpMbl, BEpCUU

0a30Boi1 cuctembl BBoJ1a BeiBoAa uiu Bepcuu UEFI-apaiiBepa He gomyckaercs.
2.3.2. OrpanuyeHus Ha ACUCTBUS IPU OOHAPYKEHUU YSI3BUMOCTEN

B cinywae oOHapyxeHust ysa3Bumocted B mporpammubix Moayisx OC Anst CII
HEOOXOAMMO  YCTPaHUTh  YSI3BUMOCTb MYTEM YCTAHOBKM  CEPTUPHUIMPOBAHHOIO
OOHOBJIEHUS, JMOO TMyTEM NPHUHATHS WHBIX OPraHU3aLMOHHO-TEXHUYECKUX MeEp,
HaIIpaBJICHHBIX HAa UCKIOYEHUE BO3MOKHOCTH YSI3BUMOCTH.

IIpy »TOM cCamMM Mepbl HOCAT BPEMEHHBIM XapakTep, a HMX MWCIOJb30BAHUE

JOMYCTUMO JI0 MOMEHTA BBIMTYCKa COOTBETCTBYIOIIETO OOHOBJICHUS.
2.3.3. OrpanuueHusi, HaKJIaJbIBAEMbIE HAa UCTIOJIb30BaHUE MexaHn3MoB KC3

OrpaHnueHus, HakJIaJblBaeMble Ha UCIOJb30BaHue MexaHu3MoB KC3, mpuBeacHbI

B I0OKyMeHTe «PykoBOACTBO o koMIuiekcy cpeacts 3ammThl. JIKHB.11100-01 99 03».
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3. OIIMCAHME 3AJJAYA

3.1. Onpenenenue 3agaun

OC Aunbt CII pemaet crnenyronue OCHOBHBIE 3a4a4u:

- OpraHu3anus TUCKPEIUOHHOTO TPUHITAIIA KOHTPOJISI TOCTYTa K HH(POPMAIIHH;

- uaeHTUGuKausa U ayTeHTUOUKAIKSI CyObEKTOB;

- pa3rpaHUYEHUE JIOCTyNMa K CETEBOMY B3aMMOJICHCTBHIO, (PIIIBTPAIIAS CETEBBIX
MIOTOKOB M cOOp CTaTUCTHUKH;

- yrpaBJieHue UH(HOPMAITMOHHBIMU MTOTOKAMU;

- KOHTPOJIb CO3JaHUs U YIAJIEHUS IMPOLECCOB;

- CUHXpOHH3alU MPOLIECCOB;

- yaajieHue OOBEKTOB (DaJIOBOM CHUCTEMBbl IYTEM MHOTOKPAaTHON Mepe3anucu
YHUYTOXAEMBIX (CTUPAEMBIX) 00BEKTOB (haliJIOBOM CUCTEMBI;

- pacnpeaeeHUE ONEPATUBHOM NaMITH MEXAY NMPUKIaJHBIMU 3a/1a4aMH;

- ouncTKa (0OHYJIEeHHE) 0CBOOOXKTaeMbIX 00acTeit onepatuBHOM namstu [19BM;

- KOHTPOJIb PACTIPEJEICHUS] CACTEMHBIX PECYPCOB;

- 33JlaHM€ TIPAaBWJI U KOHTPOJIb 3amycka KoMIoHeHToB 110, a Takke pearupoBaHus
Ha TMOIMBITKU €T0 3aIycKa, COBEPIICHHBIE B HAPYIICHUE YCTAaHOBJICHHBIX MPABUI;

- M30JISALMS MPOTPAMMHBIX MOAYJIEH MPOILIECCOB B IMpeJeaax ONEPaTUBHOW MaMSTH
[19BM;

- COIOCTAaBJIEHUE TI0JIb30BATEIISI C YCTPOHUCTBOM;

- IOCTYM K epu(pepuitHbIM YCTPOHUCTBAM;

- 3alllUTa BBOJIA U BBIBOJIA HA OTUYXKJIaeMblid (PU3MUECKU HOCUTENb HH(pOpMAIUH;

- Oy(bepuzanusi TaHHBIX;

- B3aUMOJICHCTBHE C YNPABJISIOMIUMH IPOrpaMMaMHy annapaTHBIX CPEJICTB;

- perucTparysi W OKypHAJIUpPOBaHUE COOBITHH, B TOM YHCJIE€ — COOBITHIA
0e30IacHOCTH;

- KOHTPOJIb IEJIOCTHOCTH TMporpamMmHbiX cpenctBs, KC3 wu oOpabarsiBacMoit

uH(OpMaIK, B TOM YUCJIE peaanu3aius 3aMKHYTON MPOTPaMMHOMN CPEJIbI;
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- pe€3epBHOE KOIMMPOBAaHUE M BOCCTAHOBJICHHE OOBEKTOB (HalJIOBOW CHCTEMBI,

BKJIIOYAs aCCOLIMMUPOBAHHBIE C HUMHU aTpUOyThl 0€30MacHOCTH.
3.2. Metoppsl penieHus

Jlist pemienust noctaBieHHbIX 3a1a4 B OC AnpT CII ncnonb3yrores:
1) cpencTBa ynpaBiieHHs MPOIECCAMU, B COCTaB KOTOPBIX BXOJIST:
- CITy»KOBI KOHTPOJIS CO3TaHMS U yIaJICHH MPOILIECCOB;

- CITy’KOBbI CHHXPOHHU3AIIUU TTPOIIECCOB;
- CITy>KOBbI KOHTPOJISI pacTIpeICICHHs] CUCTEMHBIX PECYPCOB;
- MOICUCTEMa MEXKITPOIIECCHOTO B3aUMOCHCTBHS,
2) cpencTBa ynpapieHUs MaMSIThIO;
3) cpenctBa paboThI ¢ dainamu;
4) cucteMa BBOAA-BBIBO/IA, B COCTAB KOTOPBIX BXOJISAT:
- cIry>kObI Oyepu3aliu 1aHHbIX;
- cITy>kOBI 10CTyna K NEpUPEPUIHBIM YCTPOHUCTBAM;
- CITy’KObI B3aMMOJICHCTBUSL C YHPABJISIIONIMMHU TMPOTPAaMMaMU amnmapaTHbIX
CPEIICTB;
- CITyKOBI yIIpaBJICHHUS IEYaThIO;
5) cpencTBa aAMUHUCTPUPOBAHMS;
6) KC3, xoTopblii peanusyeT cieayronme GyHKIuu 6€30MacHOCTH:
- UICHTU(DUKALMA U ayTeHTHU(PUKALINS;
- yIpaBleHUE TOCTYIIOM;
- peructpanus COObITHI 0€30IMacCHOCTH;
- OrpaHUYEHUE IPOrPaMMHOM Cpeibl;
- U30JISLIMSI POLECCOB;
- 3aIATa TTaMSITH,
- KOHTPOJIb 1IEIOCTHOCTH;
- obecrieueHne HaIeKHOTO (PYHKIIMOHUPOBAHMS;

- pubTpaLUs CETEeBOro MOTOKA.
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3.2.1. CpenctBa ynpaBieHUs! MaMsIThIO

CpenctBa  ympaBjieHMST NaMsITblO  OOECHEYMBAIOT  BBIMOJHEHUE  (PYHKIUH
pacmpenesieHUss ONEepaTUBHON MaMATH MEXAY MNPUKIATHBIMHU 3anadamu. OrnepaTuBHas
naMatb B OC Aunbt CII MMeeT CTpaHWYHYIO OpraHu3aliio, B OCHOBE KOTOPOH JIEKHT
OPUHIMI  JICJICHUs] BUPTYAJIbHOTO aJPECHOTO MPOCTPAHCTBA HA 4YacTH (CTpaHMIIbI).
Crpanunbl  Bcerga uMEIOT (GUKCHPOBAaHHBIN pasMmep. llepemaua maHHBIX MEXITY
ONEPAaTUBHOM MaMATHIO U IUCKOBBIM HAKOIIUTEIEM BCEI/la OCYUIECTBISETCS B CTPAHULAX.
[Ipu sTOM mpolecc paboTaeT C BUPTYaJbHBIMH aJpecaMu, a He ¢ (U3NYECKUMHU.
[IpeoOpazoBanrie MPOUCXOJUT TMOCPEJACTBOM  BBIUMCICHUH, UCHOIB3YSd TaOJHUIIbI
JECKPUIITOPOB U KaTaJIOTU TaOJIuUL.

OC Aunbt CII nogaepxuBaeT Tpy ypOBHS TAOJIHIL:

- karayior Tadsumi nepBoro ypoBHs PGD (Page Table Directory);

- karajor Tabsuil Broporo ypoBHsi PMD (Medium Page Table Directory);

- Tabmuua geckpuntopoB PTE (Page Table Entry).

[IpeoOpa3oBaHue BUPTYyaJIbHOTO ajapeca B (U3UYECKUH OCYIIECTBISIETCS B TpU
JTana:

1) ykazarens PGD, umeromuiicsi B CTPYKType, OMUCHIBAIOIICH KaxAblii MpoIiiecc,

npeobpaszyercs B ykazarenb 3anucu PMD;

2) ykazatensb 3anucu PMD mpeoOpasyercst B yka3aresib B TaOJIUIE ACCKPUIITOPOB

PTE;

3) K pea’lbHOMY ajpecy, YKa3bIBaloIleMy Ha Hauyajao CTPaHMULBI IpHUOaBISETCS

CMEUIEHHUE OT €€ HaJaia.

Bce nannbie 06 ucnosibzyemMoit mporeccom namsatu xpansates siapom OC Anet CII B
CHEeUUaIbHBIX CTPYKTYypax.

[Ipu oTkpeiTHM (aiina BBIMOJHIETCS €ro OToOpa)k€eHue B MaMsATh (4acTh (Qaiina,
JOYMTaHHasg A0 pa3Mepa CTpaHUllpl, Hampumep, A mpoueccopoB Intel mpu uTeHun
10 6aiiT Oyayt npountanbl 4096) u nobGaBiIeHUE B CTPAaHUYHBIN K311, PealibHbIH ke 3ampoc
Ha oToOpakeHue (haiiia TOIBKO BO3BpAIIAET aApec Ha yKe KIIIMPOBAHHbBIE CTPAHUIIBI.

Ha ypoBHe mpouiecca paboTa MOKET BECTUCH KaK CO CTPAaHHULIAMHU HAIPSIMYIO, TaK U

yepes CreluaibHble CTPYKTYPBI sapa.
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3.2.2. CpenctBa ynpaBieHUs MIPOIIECCaAMU

CpenctBa ynpasinenust nponeccamu OC Anbt CII  obecrnieunBaroT BBINIOJIHEHUE
clenyomux GyHKIUN:
1) ynpaBnenue npoueccamu:
- CO3/IaHHE TMPOIIECCOB;
- yIIpaBJ€HHUE NPOLECCAMU;
- YAQJIEHHE MPOIIECCOB;
- INIAHKPOBAHUE MPOILECCOPHOTO BPEMEHHU;
2) pacrpeelieHUe CUCTEMHBIX PECYPCOB;
3) cHHXpOHM3aLUs IIPOLIECCOB U OPTaHU3ALMS MEXKIIPOLECCHOTO B3aUMOICHCTBHUSA:
- COKETBI;
- CUTHAJIbL;
- KaHaJIbL;
- ouepeau COOOIIEHUIH;
- cemadophr;
- paznensieMas naMsTh.
3.2.2.1. YnpaBnenue npoueccaMmu
[Ipouieccom B OC Anbt CII Ha3zbiBaeTcsi t00asi BBITIOJHSIONIASCS MPOrpaMma.
OC Anpt CII, kak MHOro3aJladyHasl CUCTEMA, XAPAKTEPU3ZYETCA TEM, YTO OJHOBPEMEHHO
MOKET BBITIOJIHATHCS MHOKECTBO MPOLIECCOB, MPUHAIESKAIINUX OJHOMY MM HECKOJIBKUM
II0JIB30BATEISIM.
OOHOBpPEMEHHO B ONEPATUBHOM MaMATH MOKET HAXOJUTHCS HECKOJIBKO MPOLIECCOB,
IpU 3TOM KaXJIOMy paboTaromeMy MpoIeccy CHUCTeMa MPUCBaMBAeT YHUKalbHBIN PID
(process identificator). Kaxzaplii mpouecc BBIMOJHSETCS B COOCTBEHHOM BHPTYaJIbHOM
aJpECHOM IIPOCTPAHCTBE.
OC Anpr CII ympaBnsger oOpa3oMm Tporiecca B ONEPaTUBHOW TaAMATH WU
CEerMEHTaMU KOJIa U TaHHbIX, OTPEAEIISIIONINX Cpely BbloNIHEHUsl. CErMeHT K0/ia, B CBOIO
ouepeib, COJIEPKUT pealbHble HHCTPYKIHMHM LEHTPAJIBHOMY Iporeccopy. JlaHHbIE,

CBA3AaHHBIC C IIPOOCCCOM, TAKIXKC ABJIAIOTCA YaCTbIO 06pa3a nponecca, U XpaHATCA B
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peructpax. Jlyist omepaTuBHOTO XpaHEeHUs Pab0YNX JaHHBIX CYIIECTBYET 00JaCTh MaMsITH,
BbIICNIIeMasl JMHAMHYECKH, U CIOCOOBI €€ MCIOJb30BaHMS MEHSIOTCS OT Ipolecca K
nporeccy.

[Ipoueccrl pazpensiorcss Ha: GYHKIIMOHUPYIOIIME HA YPOBHE SApa ONEpanuoOHHON
cuctembl (kernel-space) W GyHKIMOHMpYIOIIME BHE SApa OINEPAIlMOHHON CHCTEMBI
(user-space). Ilpomecchl, (DYHKIMOHUPYIOLIME HA YpPOBHE Sapa, 3aMyCKalOTCs CaMUM
sapom OC, 1160 B BUAE MOATPYKAEMbIX Moayiel suapa. [Ipomeccsl, GyHKIIMOHUPYIOIINE
B CHCTEMHOM OKPYXXEHUH, 3amycKaroTcs ctaHaapTHbiM Juis npuioxeHuit OC Anwt CII
METO/IOM.

3.2.2.1.1. Co3nanue mporecca

[Ipouecc mopoxaaercs ¢ MOMOIIbIO CUCTEMHOIO BbI3oBa. llpu co3maHuu HOBOTO
MIPOILIECCA BBITIOJIHSIETCS CIIETYIOLIEE:

1) BeIIENISICTCS TAMSATD JIJIs ONKCATENIs HOBOTO MpoIecca B TaOJIUIIE MPOIIECCOB;

2) Ha3HayaeTCsl YHUKaIbHBIA uaeHTudukaTop npouecca PID;

3) co3maercs JorMYecKas KOIMHUSA TMpoliecca, KOTOPBIM  BBIMIOJHIET IOJHOE
KOIUPOBAHUE COJEPKUMOrO0 BUPTYAJIIBHOW MAMSTH POJUTENIBCKOIO IMpolecca,
KOMHUPOBAHUE COCTABISIONIMX SIAEPHOTO CTAaTUYECKOIO U JUHAMHYECKOIO
KOHTEKCTOB IPOIECCA-TIPEIKA;

4) yBeIMUMBAIOTCS CUETYUKHU OTKPBITUA  (HailyioB  (MOPOXKAEHHBIM  Ipoliecce
HacJIeyeT BCE OTKPBIThIE (haliJibl pOJUTEIHLCKOTO MIPpoIiecca);

5) Bo3Bpamaercs uaeHtudukatop nporecca PID B Touky Bo3Bpata U3 CUCTEMHOTO
BBI30BA B POJAUTENHCKOM Ipoliecce U 0 — B mponecce-noToMKe.

[Tpu mopoxaeHnu mpoiecca, Il HEro CO3/1aeTcsi CBOM OJIOK yNpaBlieHUs, KOTOPBIN
MOMEIIAETCs] B CUCTEMHYIO TaOIMIly mpolieccoB, Haxosmuxes B sape OC. DOra tadnuna
MPEACTABIISIET COOOM MAaCCUB CTPYKTYp OJOKOB YIIPaBJIEHUS MPOLIECCAMH.

B xaxmom 0510ke cozepkarcs Caeayromue JanHble, oTciexkuaembie sapom OC:

- CJIOBO COCTOSIHUSA IpolLiecca;

- IPUOPHUTET;

- BeJIMYMHA KBAHTA BPEMEHU, BBIJICTIEHHOTO CUCTEMHBIM TIAHUPOBIITHUKOM;

- CTCIICHDb MCITIOJIb30BaHUSA CUCTECMHLBIM ITPOLECCOPOM;
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- MpU3HAK JUCTIETYCPU3AITUY;

- UICHTU(PUKATOP MOJIH30BATENS, KOTOPOMY MPUHAJICKUT IIPOLIECC;

- 3¢ (EeKTUBHBIN UACHTU(DUKATOP MOJIb30BATEIS;

- peanbHbIN U 9)PEKTUBHBINA UACHTU(PHUKATOPHI TPYTIIIHI;

- TpyIIIa npoiiecca;

- uIeHTUPUKATOP TIpoIecca U UACHTHPHUKATOP POAUTEIHCKOTO MPOIIECCa;

- pazMep 00paza, pa3MeIaeMoro B 00J1aCTH MOIKAYKH;

- pa3Mep CEeTMEHTOB KOjla U JIaHHBIX;

- MACCHUB CHUTHAJIOB, OXKHUIAIOMINX 00paOOTKH.

3.2.2.1.2. YupaBieHue npoueccom

Hnsa ynpasnenuss nporeccamu OC AnpT CII ucnonb3yeT [1Ba OCHOBHBIX THIIA

WH()OPMAITMOHHBIX CTPYKTYD:

- IECKpUNTOp TMpoliecca — COACPKHUT HH(OPMALMIO O COCTOSIHMM IIpolecca,
pacnoJioKeHUH 00pasa mpoliecca B ONEPaTUBHOM MAMSITH U HAa JUCKE, O 3HAYECHUU
OTJICJIBHBIX COCTABJISIONIMX MPUOPUTETA, a TAKXKE€ €ro MTOrOBOE 3HAYCHUE —
rJI00QJIbHBIA TIPUOPUTET, UACHTU(GHUKATOP MOJIB30BATENsI, CO3/ABIIET0 IPOILECC,
uHGOpMAIUs O POACTBEHHBIX MPOIECCaX, O COOBITHSIX, OCYIIECTBICHUSI KOTOPBIX
OKHJIAeT JaHHBIN MPOIIECC U APYTYIO HHPOPMAIIHIO;

- KOHTEKCT Mpolecca — COJAEPKUT MHPOPMALMIO O MPOLEcce, HEOOXOAUMYIO IS
BO30OHOBJICHHSI BBINIOJIHEHUS MpOIEcca € MPEPBAHHOTO MeECTa: COAEPKUMOE
PErucTpOB IMpoLeccopa, KOJbl OIMIMOOK, BBIOIHAEMBIX MPOLECCOPOM CHCTEMHBIX
BBI30BOB, MH(OpMaIio 000 BCEX OTKPBITHIX JaHHBIM IporieccoM (aiiaoB u
HE3aBEPIICHHBIX ONEPAIMsIX BBOJIA-BbIBO/IA U JAPYTHE JAaHHBIC, XapaKTEPUIYIOIINE
COCTOSIHAE BBIYMCIIMTEILHOMN CPEIbl B MOMEHT MPEPHIBAHMS.

3.2.2.1.3. 3aBepiieHue npouecca

3aBeplieHHE TMpoIecca BBINOJHAECTCA C TIOMOIIbIO CHUCTEMHOIO BBI3OBA, IPHU

KOTOPOM OCBOOOXIAIOTCSI BCE UCIOIb3yeMbIe PECYPCHI, TaKWe KaK MaMsTh U CTPYKTYPHI
Tabnu sapa. KpoMe Toro, 3aBepliaroTcss U JOUYEpHUE TPOIIECCHI, MOPOKICHHBIE TaHHBIM
mpoieccoM. 3aTeM W3 TaMATH YAAISIOTCS CETMEHTHl KOJa M JIAHHBIX, IOCJE 3TOTO

POIMTEIBCKHUI MPOIECC OYHMIIIAET BCE PECYPChI, 3aHUMAEMbIE IOUEPHUMH TPOLIECCAMH.
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3.2.2.1.4. IlnanupoBanue

B OC Anbt CII peann3oBaHa BBITECHSAIONIAS MHOI033a/1a4HOCTh, OCHOBAaHHas Ha
UCIIOJIb30BAaHUU IPUOPUTETOB U KBAHTOBAHUSI.

Bce npoumecchl pa30MTBI HAa HECKOJBKO TpPYyNI, Ha3bIBAEMbIX KJlaccaMu
npuoputeToB. Kaxmas rpyrnima uMeeT cBOU XapakTEPUCTHKHU TIIaHUPOBAHUSI MPOIIECCOB.

JlouepHuil mpouecc HaciaeayeT XapaKTEePUCTUKH IUIAHWUPOBAHUS POJIUTEIBCKOIO
Ipolecca, KOTOpPbIE BKIIIOYAIOT KJIAcC MPUOPUTETA W BEIUYHMHY HPUOPUTETA B 3TOM
kiacce. Ilporecc ocraercst B TaHHOM Kjacce /0 TeX IOp, MOKa He OYyJeT BBINOJHEH
CUCTEMHBIN BBI30B, M3MEHSIOMUN ero kiacc. CylecTByeT TpU NMPUOPUTETHBIX Kiacca
IIPUOPUTETOB: KJIACC PEAJbHOTO BPEMEHM, KJIACC CHUCTEMHBIX IPOLECCOB M KJacc
MPOLIECCOB pa3zelieHus BpeMeHHu. [IpuopuTeTHOCTh mporecca TeM BbIlIE, YeM OOJIbIle
YHCIIO, BBIPAXKAIOIIEE TPUOPUTET.

[Ipoueccel  CUCTEMHOrO  Kjlacca HCIOJIB3YIOT — CTPAaTErui0  (PUKCHPOBAHHBIX
npuoputeToB. CHUCTEMHBIN KIIACC 3ape3€pBUPOBAH Uil IMPOLECCOB sapa. YPOBEHb
MIPUOPUTETA MIPOLIECCY HA3HAYAETCS SIAPOM U HUKOT/1a HE NU3MEHSIETCH.

[Iporiecchl pealbHOrO BPEMEHU TaKX e HCHIOJB3YIOT CTpPaTeruio (PUKCUPOBAHHBIX
MPUOPUTETOB, HO TMOJB30BATEIb MOXKET HMX M3MEHATh. [IpM HaIMYMM TOTOBBIX K
BBIIIOJIHEHHIO MIPOLECCOB PEAIBHOIO BPEMEHHU JPYTHE MPOLECCHl HE paCCMATPUBAKOTCS.

XapakTepUCTUKH TUJIAHUPOBAHMS MPOLIECCOB PEATBHOIO BPEMEHHU BKIIIOUAIOT JBE
BEJIMYMHBI: YPOBEHb TNIOOAIBHOTO MPUOPUTETA U KBAHT BpEMEHHU. [ KaXa0ro ypoBHs
MIPUOPUTETA YCTAHABIMBAETCS 110 YMOJIUYAHHUIO CBOSI BETMUMHA KBaHTa BpemeHu. [Iponeccy
pa3peniaeTcsi HCHONb30BaTh pECypchbl MpOIEccopa B TEYEHHE YKA3aHHOTO KBaHTa
BPEMEHHU, MO0 MCTEYEHUHU KOTOPOTO IUJIAHUPOBIIMK CHUMAET MAaHHBIM Mpolecc C
BBITIOJTHEHUSI.

B kmacce mnponeccoB pasieieHuss BpPEMEHM JJIA  PACTpPEACNICHHs] BpPEMEHU
rpoleccopa MeXAy NpoLeccaMyd MCHOJb3YETCs CTPAaTErusl JUHAMUYECKUX INPHUOPUTETOB,
KOTOpast aIallITUPYETCsl K ONEPAlMOHHBIM XapaKTepUCTUKAM Ipoliecca.

Bennunna npuopuTeTa, Ha3HA4Yae€MOro Mpoleccam  pa3lelieHHs] BpPEMEHH,
BBIYUCIISIETCS] MPONOPILIMOHANIBHO 3HAYEHUSM JBYX COCTABJISIONIMX: IOJIb30BATEIbCKON

YacTU U CUCTEMHOM JacTu. [lonp30BarenbCckas 4acTh IMPpHUOPUTETA MOIKET OBITh U3MEHEHA
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CYIIEpIIONIb30BaTEIEM TOOt U BIAAENIBLEM MPOLECCA, HO B MOCIEAHEM CIIydae TOJbKO B
CTOPOHY €r0 CHM>KCHUSI.

CucreMHasi cOCTaBIIAIONIAsl MO3BOJSET IUIAHUPOBIIUKY YIPABIATH MPOLECCAMH B
3aBUCUMOCTH OT JUIUTEIBHOCTH MCIIOJIb30BAaHUSA UMHU PECYpPCOB MPOLECCOpPA, HE YXOHs B
COCTOSIHUE OKUJaHUS.

3.2.2.2. Pacripenenenue CUCTEMHBIX PECYPCOB

Jlst 3amycka mponiecca, BoimoaHsieMoro B OC Anbt CII, HeoOXOAMMBI CUCTEMHBIC
pecypchl, TaKME€ KakK NaMsATh, MOPThl BBOJA-BbIBOAA, MaMsATh BBOAA-BbIBOAA, JWUHUU
NpephIBaHMs, a TakkKe KaHambl mamsatd npsimoro oOpamenus DMA (Direct Access
Memory).

CpenctBa ympaBienuss pecypcamu, peanuzoBanHbie B OC Anbt CII, moryt
YIOPABJISTh MPOU3BOJBHBIMU peCypcamMH, OOBEIHHSSI X B HUEPAPXUUYECKYIO CTPYKTYPY.
['moOGanbpHBIE pecypchbl CHCTEMbI (HampuMeEp, IOPThl BBOJA-BBIBOJA) MOTYT OBITh
pa3ziereHbl Ha TOJMHOXECTBA — HAlpUMEp, OTHOCSIIMECS K KaKOMY-JIMOO CIOTYy
annapaTHod mMHbL. OnpeneneHHble ApalBephl TAKXKE MPU KEJTAHUU MOTYT NOAPA3IEIATh
3aXBaTBIBAEMBIE PECYPCHI HA OCHOBE CBOEH JIOTHYECKOU CTPYKTYPHI.

O6mactp mamsATH, NpUHAANIEKam@As MnepudepuiHoOMy YCTPOICTBY, Ha3bIBAETCS
NaMsAThIO BBOJIa-BbIBOJIA, YTEHHE M 3allMCh MOPTOB M MaMsITH BBOJAA-BbIBOJA — paboTa
npaiiBepa. IlopTel M maMaTh BBOJA-BbIBOJA OOBEAMHEHBI OOUIMM HAa3BaHUEM — PETHUOH
(wu 00JacTh) BBOIA-BBIBOJIA.

JIngs  npenoTBpamieHusT  KOJUIM3UMM — MEXAY  Pa3jIMYHbIMH  YCTPOWCTBAMH
B OC Aunbt CII peann3zoBaH MEXaHHU3M 3alpoca/BbICBOOOKIECHUS PETHOHOB BBOJ1a-BBIBOA
(mopThl M MaMATh BBOJAA-BBIBOJAA). OJTOT MEXAaHHU3M NPEICTABISIET MPOrPaMMHYIO
a0CTpaKIIMIO U HE PACIIPOCTPAHAETCS HA allapaTHbIE BO3MOKHOCTH.

Nudopmanus o 3aperucTpupoOBaHHBIX pecypcax AOCTyIIHA B TEKCTOBOM (Gopme U
coaepkutcs B aitnax /proc/ioports M /proc/iomem. Kaxnas cTpoka maHHoro ¢aiina
0TOOpaXkaeT B IIECTHAALIATEPUYHOM BHJIE JUANa30H MMOPTOB, CBA3AHHBIX C ApailBEpOM WU

BJIQZIEITIBLIEM YCTPOMCTBA.
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3.2.2.3. CuHXpoHHM3aUusi  OPOLECCOB M OpPraHu3amus  MEXIPOLECCHOTO
B3aUMOJECHCTBUS

K cpenactBam nyist opranuzanuu memnpoueccHoro Bzaumoaenctsus B OC Anwt CII
OTHOCSATCS: COKEThI, CHTHAJIbI, KOMMYHUKAIITHOHHBIE © UMEHOBAHHBIC KaHAIIBI, COOOIICHUS
(ouepenu cooOlieHuit), cemadopsl U pasjaeseMas MamsTh.

3.2.2.3.1. Coxketbl

Coker gomena UNIX (Unix domain socket, UDS) wmm IPC-coker (coker
MEXIPOLIECCHOTO B3aMMOJCHCTBUSI) — KOHEYHAs TOYKAa OOMEHa JaHHBIMH MEXKIY
mpoleccamu, paboTarolUMH B 0THOU U ToM ke cucteme UNIX.

Jlomennbie coemuHeHuss UNIX  sBastoTCS, 1O CyTH, OaMTOBBIMH ITOTOKaMH,
CXOKMMHU C CETEBBIMU COCTUHEHUSIMU, HO TIPU ATOM BCE€ JJAHHBIE OCTAIOTCS BHYTPHU OJIHOTO
KOMITbIOTEPA (TO €CTh OOMEH JaHHBIMH IMPOUCXOAUT JIOKAJIBHO).

UDS ucnone3ytot (aityioByr0 CUCTEMY KaK aJpecHOe MPOCTPAHCTBO UMEH, TO €CTh
OHM TIPEJCTABIIAIOTCA MpolieccaMu Kak MHOJBI B (DailioBol cucteMe (CUCTEMOM CO3/1aeTCst
crenuaibHbld (halil CoKeTa MO 3aJaHHOMY MYTH). OJTO IO3BOJIAECT JABYM pPa3IUYHBIM
mpolileccaM OTKPBIBATh OJIMH U TOT K€ COKET JJIsi B3aUMOJCHCTBUSI MEXKIY co00il (uepes
(aiin cokera J1I0ObIE JJOKAIbHBIE MPOLECCH CMOTYT COOOIIATHCS IMyTEM YTEHUS/3aMUCU U3
Hero). OgHaKo KOHKPETHOE B3aUMOJIEHCTBHE, 0OMEH JIaHHBIMU, HE UCTIONB3YeT (hailsIoByIO
CUCTEMY, a TOJIbKO Oy(ephl mamsITu sjipa.

HecmoTpst Ha TO, 4TO ApyrUe MPOIECChl paclo3HAIOT (haJIbl COKETOB KaK 3JIEMEHTHI
KaTajora, 4YTeHHE W 3amuch (aijoB COKETa MOTYT OCYIIECTBIATH TOJILKO TE€ MPOIIECCHI,
MEXK]1y KOTOPHIMH YCTAaHOBJICHO COOTBETCTBYIOIIEE COSTUMHEHHUE.

B3anmopneiicTBUe, OCHOBAaHHOE HAa HCIIOJIb30BAHUU COKETOB, SIBIISIETCSI OCHOBHBIM
MEXaHM3MOM MEKCUCTEMHON M MeEXMIpoliecCHOM cBsizu. COKEThl MPEACTaBISIOT COOOM
MporpaMMHBIN HHTEpdenc sl oOecneyeHusl IBYCTOPOHHEW CBSI3U TUIA «TOYKA-TOYKA»
MEXIy JIByMs mporieccamu. HWHTepdelc COKEeTOB TMO3BOJIAET SIBHO Pa3ACliUuTh BO

B3aMMO/ICHCTBUU JABYX MPOIIECCOB CEPBEPHYIO U KIIMEHTCKYIO YacCTh.
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B3anmoneiicTBrE MPOIIECCOB MOCPEICTBOM COKETOB MOXKET OBITh MPE/ICTABICHO B
o0111eM BU/JIE CIEYIOUM aJITOPUTMOM:

- CEpBEpPHBI  NPOLIECC HMHUIMATU3UPYET COKET W NPUBA3BIBAET €ro K
ONPENEICHHOMY afpecy U (WIH) MOPTY, MOCJE 3TOr0 MEPEKIIIOYAET COKET B PEXKHUM
O’KHMJIAHUS TTOAKIIFOUEHHS OT KIMEHTCKOrO IPOoILiecca;

- KJIMEHTCKUA  MpOLleCC HMHHULIMAIA3UPYET COKET M MPUBI3bIBAET €ro K
OMPENICICHHOMY aJIpecy U (WJIN) MOPTY;

- KIIMEHTCKUW MPOLECC NUHUITMUPYET MOJKIIOYEHNE K COKETY CEPBEPHOTO MPOIECCa.

[locne yctaHoBKHM coequHeHHs WHGOPMAIMOHHBIH OOMEH MEXIy MpoleccaMu
MO>KET OBITh OCYILIECTBJIEH B IBYCTOPOHHEM HAIPABJICHUU.

3.2.2.3.2. Curnansl

OC Anpt CII Takxke obOecrneurBaeT BO3MOXKHOCTb OPTaHU3AlMH MEXIPOIIECCHOTO
B3aUMOJIEUCTBUS C IOMOLIBIO CUTHAJIOB.

CurHanbsl TpPEACTABISIIOT COOOM MpPOrpaMMHBIE TPEPHIBAHUS W TO3BOJISIOT
YBEIOMJISITh MPOLECC WM TPYHIy MPOLECCOB O HACTYIUIEHHH HEKOTOPOIO COOBITHS.
Koraa curnan nocian nponeccy, OC npepbIBaeT €ro BBIITOJIHEHHE. FICTOUHUKOM CUTHAJIA
MOKET BBICTYIIATh KaK JPyrou npouecc, Tak u cama OC.

Curnansl, noceutaeMbie OC, yBeIOMJISIIOT O HACTYIUIEHMM HEKOTOPBIX CTPOTO
MpEAOIPEACIICHHbIX CUTyalui (Hampumep, 3aBEpIICHUE TOYEPHEro IMpoliecca, MOMbITKa
BBITIOJTHUTH HEJOMYCTUMYIO0 MAIIMHHYIO UHCTPYKIIUIO, MOMBITKA HEIOMYCTUMOMN 3aiCH B
KaHaJl U JpYrue), Mpu 3TOM KaXJI0MYy COOBITHIO COMOCTaBJeH CBOM cUrHall. CyllecTBYIOT
TaK)K€ 3ape3epBUPOBAHHbIE HOMEpPA CHUTHAJIOB, CEMAaHTHUKA KOTOPBIX OIpeAeNseTcs
MOJIb30BATENBCKUMHU MPOLECCAMU 110 CBOEMY YCMOTPEHHUIO (HampuMep, MPoLecChl MOTYT
MOCBUIATh APYT IPYTy CUTHAJIBI C 1IETBI0 CHHXPOHU3AINH).

CurHamnsl ABJISIFOTCS MEXaHU3MOM aCUHXPOHHOIO B3auMozeicTBus. [Ipu nonyuenun
CUTHAaJIa IPOILIECCOM BO3MOKHBI TPU BapUaHTa PEAKIIUU Ha MTOTYYECHHbIA CUTHAIL:

- IpoIlecC pearupyeT Ha CHUTHaJl CTaHJApTHBIM 00pa3oM, YCTaHOBJIEHHBIM IIO

yMOJYaHuio (uisi OOJBIIMHCTBA CUTHAJIOB JEHCTBHUE M0 YMOJYaHUID — 3TO

3aBepIIICHUE Mpoliecca);



22
JIKHB.11100-01 31 03

- MPOIIECC MOXKET YCTAaHOBUTH CIIELUATIbHYI0 00pabOTKy CUTHAJIA, B TOM CIy4yae 1o
IPUXOJly CUTHAJIA BBI3bIBACTCS (PYHKIMA-00paOOTUMK, ONIPEIEICHHAS IPOLIECCOM;

- TIPOLIECC MOKET POUTHOPUPOBATH CUTHAI.

3.2.2.3.3. Kanansl

B OC Anst CII B3auMOIEHCTBHE MEXKIY IPOLIECCAMU OCYLIECTBIISIETCS TaKXKeE C
MIOMOILIbI0 HEMMEHOBAaHHBIX M MMEHOBAaHHBIX KaHanoB. Daiijbpl JaHHOTO TUIA MOJIOOHBI
COKETaM, IIOCKOJIBKY TOXK€ HCIIOIB3YIOTCS ISl B3aUMOJEUCTBUS MEXKIY INPOLECCAMM,
OJIHAaKO, B OTJINYME OT COKETOB, B HEMMEHOBAHHBIX KaHAJIaX JaHHBIE IIEPEIAIOTCS TOIBKO B
OJTHOM HAIpPaBJICHUU.

B3auMozeiicTBue MeXIAy PpPOIOUTENBCKUM IPOLECCOM M JO4YepHUM (IIporecc,
MOPOXKACHHBIA POAUTEIBCKUM MPOLECCOM) OCYHIECTBISETCS IO HEMMEHOBAaHHOMY
KaHally, KOTOpPbIA MpEACTaBIseT CO0OM MPOrpaMMHBIM OJHOHAIPABICHHBIM KaHAJ
neperay JaHHBIX MEXAY JBYMs POACTBEHHBIMHU MPOIECCAMU (POAUTEIEM U IOTOMKOM).
[Ipy HEOOXOIMMOCTH JABYHANPABICHHOIO HWH(DOPMAMOHHOTO OOMEHa pPOIUTENbCKUN
npouecc co3aaeT aBa kaHana. [loctopoHHUI CyOBEKT BMEIIAThCsl B OOMEH JTaHHBIMHM HE
MOJKET, TaK KaK OOpalleHue K HEMMEHOBAHHBIM KaHajaM OCYILIECTBIISIETCS TOJBKO Yepe3
MeXaHu3M (alIoBbIX AECKPUITOPOB, KOTOPbIE HACIEAYIOTCS MPU MOPOKIEHUU HOBOTO
rporuecca.

B3anmoneiictBue MexXay HE3aBUCUMBIMU IPOLIECCAMH  OCYIIECTBISIETCA IO
MMEHOBAaHHOMY KaHaly. FIMEHOBaHHbIE KaHaJbl SBISIIOTCA OJHMM M3 CHOCOOOB OOMEHa
JaHHBIMU MEXIY H30JMPOBAaHHBIMU mpoueccamu. VIMeHOBaHHBI KaHal 0OecreyrBaeT
BO3MOKHOCTh B3aUMOJICMCTBHUS MPOILIECCOB, BBIMOJHSIOIMIMXCA KaK Ha OJHOW, TaK W Ha
pasubix [I9BM, 00beTMHEHHBIX B JIOKAJIBHYIO CETh.

VIMEeHOBaHHBIN KaHaJI CO3/Ja€Tcsl SIBHO C IIOMOIIBKD KOMAaHIbl mkfifo, W JBa
pa3IMYHBIX IPOIECcca MOTYT OOpPaTUTHCA K HEMY 110 UMEHH.

3.2.2.3.4. Ouepeau cooOuIeHn

Ouepenb cooOlIeHUI MpeAcTaBIseT cOO0W MEXaHHU3M, MO3BOJISIIOIIMM Ipoleccam
ACUHXPOHHO MOChUIaTh cO00IIeHHs ApyT apyry. Korga cooOuieHue nojiy4eHo mporeccoMm,
OHO yaansieTcst u3 ouepean. Ouepenb COOOIIEHUH CYIIECTBYET HE3aBUCUMO OT Ipoliecca-

HCTOYHHKA M IIPpOHCCCA-IIPUCMHHUKA: ITPOLCCC-UCTOYHHUK MOKCT OTIIPABHUTDH COO6IH€HI/IC B
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ouepenb W 3aBEPIIUTHCS, a COOOIICHHWE, TEM HE MeHee, OyAeT MOJYyYeHO IMPOIeCCOM-
nprueMHUKOM. CooOIIEeHNAM MOTYT ObITh HA3HAYEHBI PUOPUTETHI. BhICOKOTIPHOPUTETHDIE
COOOIIeHUST BCErja MPUHUMAIOTCA TEPBBIMHU, HE3aBUCUMO OT KOJIMYECTBa COOOIIECHUN B
ouepenu.

3.2.2.3.5. Cemadopsnr

Hst  cuaxporm3aruu  nporieccoB B OC Anpt CIT  mpumensitorest  cemadophl.
Cemadopbl UCTIONIB3YIOTCS KaK OJOKUPYIOMINI MEXaHW3M, MO3BOJISIONINNA Pa3rpaHUINTh
JOCTYIl TapajyieibHO pPabOTAaIOMUX MPOIECCOB K KPUTHYECKUM HHOOPMAIMOHHBIM
pecypcaMd M HCKIIOYHUTh BO3MOXKHOCTH MCIIOJIB30BaHUSI CETMEHTA NaMSITH JABYMS
MPOLECCAMH OJTHOBPEMEHHO.

3.2.2.3.6. Pazgensemast maMATh

PaznensiemMas mamMsiTh UCTONB3YETCS AJI TOTO, YTOOBI YBEJIMYHUTH CKOPOCTH OOMEHa
JAHHBIMH MEXAY TpolieccaMu. B OonblmHCTBE ciiydaeB oOMeH uHMOpMmaiuen Mexmay
MPOIECCaMH OCYIIECTBIISIETCSL Yepe3 sIAPO, B TO BPEeMsl KaKk MEXaHU3M B3aUMOJICHCTBUS
MPOIIECCOB  MOCPEACTBOM  PA3AeisieMOM TMaMsTH IO3BOJSIET OCYIIECTBUTH OOMEH
uH(popmaIuen, UCHOoIb3ysd HEKOTOPYI0 YacTh BUPTYAJIBbHOTO aJpECHOrO IMPOCTPAHCTBA,
KyJla TOMEIIATCA U OTKYyJla CUMTHIBaIOTCA JaHHble. [locne noOaBieHust pasnenseMoro
CEerMEeHTa TaMsTH K COOCTBEHHOMY BHUPTYaJIbHOMY MPOCTPAHCTBY TOJIb30BATEIbCKUIN

MPOIIECC MOXKET paboTaTh C HUM KaK ¢ OOBIYHBIM CETMEHTOM TIaMSITH.
3.2.3. CpenctBa paboThI ¢ paiinamu

CpenctBa pa6otsl ¢ daitnamu OC AnwsT CII oOecrieunBarOT BO3MOKHOCTh paOOTHI €
daiinamMu, cChIJIKaMU, KaTaJloTaMy M pa3feliaMy U MOAJICPKUBACT Cleayrommue (haiaoBbie
CUCTEMBI:

1) o6mmii uatepdeiic k gainossiM cucreMam VFES (Virtual File System);

2) (aiimoBbie CUCTEMBI, MOAACPKUBAIOIINE AUCKPEIIMOHHBIA KOHTPOJIb JOCTyMa K

uHpopmaIuu:
- ceteBas ¢aiinosas cuctema NFS (Network File System);
- paitnoBas cuctema ReiserFS;

- paitnoBas cuctema ext2 (Second Extended File System);
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- paitnoBas cuctema ext3 (Third Extended File System);
- paitnoBas cuctema ext4 (Fourth Extended File System);
- paitnoBas cucrema XFS;
- paitnoBas cucrema JFS (Journaled File System);
- pactipesienienHas ceteBas ¢aiopas cuctema CEPH;
- pactipeiesieHHas ceteBas ¢aiopas cuctema GlusterFS.
OC Anbt CII m03BOJSET BBHIMOIHATH CIEIYIOIINE ONepaluu ¢ (aiinamu:
- CO37laHKle U MPOCMOTp (haiina;
- KopoBaHue (aiina;
- IEpEeMMEHOBaHNE U TIepeMelIeHHe (Paiisios;
- 3aIlyCK HUCIIOIHSIEMBIX (HaiIIOB;
- ynanenue ¢Ghaisios;
- Iouck ¢aios;
- U3BMEHEHHUE MPaB J0CTyIA K ¢aiiam.
[Ilpumeuvanue. na kaxnoro daitna B OC Anwt CII ycTaHaBnmBaroTcsi mpaBa
J0CTyIa.
XKecTkas cchlika MpeACTaBIIET COOON JOMOJHUTEIBHOE UMS JIJIs UCXOAHOTO (paitna
U CCbUIa€TCd Ha HOMEp MHJEKCHOTO JIECKpUITOpa HMCXOIHOro (aiina, cieaoBaTeibHO,
TaKMe CChUIKM MOTYT YKa3bIBaTh TOJIbKO Ha (pailyibl, pacnoiokeHHbIE B TOM ke (aiioBon
CUCTEME, 4YTO U JKecTKas ccbuika. I[Ipu wu3MeHeHum (Qaiina KECTKOM CCBUIKH,
aBTOMATUYECKU M3MEHSETCS U OOBbIYHBIN (aitn. [lpu ymanenun >xecTkol CChUIKU (haiin
yAaJIAeTCsl TOJbKO B TOM Cllydae, €Clid Ha HEero OOJIbIIe HE CChUIAIOTCS IPYTUe KECTKHUE
CCBUIKU. B MpOTHBHOM cily4ae ynaisieTcsi TOJIbKO caMa CChLIKA.
CumBoaMYeCcKas CChUIKA MPECTABISET co00M (hails, mpu 0OpalleHuu K KOTOPOMY
OC oOpamaercs k apyromy ¢ainy. B oTinuue OT KECTKHX CCBhUIOK, CUMBOJIMYECKUE
CCBUIKM MOTYT yKa3blBaTh Ha (hailjibl, pacmoJio’KEHHbIE B ApPYroil QailiioBoil cucrteme,
HalpuMep, Ha MOHTHPYEMOM HOCHTENIE WU JPYyroM KomibloTepe. B ciyuae, ecnu
UCXONIHBIN (alin ynajaeH, CHUMBOJMYECKAs CChUIKA HE YAAISIeTCs, HO CTaHOBUTCS
Oecrone3Hoi. CHUMBOJIMYECKas CCbUIKa HE MMEET IpaB JOCTYyINa, OHa HacleayeT IpaBa

JocTyma ot (paitia, Ha KOTOPBIN CChIIAETCH.
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OC Aunbt CII m03BOISIE€T BBINOIHATD CIEIYIONINUE ONEPAlUK C KaTaJoTaMu:

- IPOCMOTP COACPKUMOI'O KaTalJiora,

BBIBOJ HMCHHU TCKYIICTO KaTaJlora,

CO3JJaHHC U YIAJICHHUC KaTajiora,

CMCHA KaTraJiora,

W3MEHEHUE MPAB JIOCTYIA K KaTajory.

B cayuae, eciiu quckoBeId HakomuTeNnb U3 coctaBa [IDBM pa3but Ha pasnensl, Ha
Ka)KJIOM pasjielie OpraHu3yeTcs OTAeNbHas (pailioBas cuctema ¢ COOCTBEHHOUM CTPYKTYpOi
karamoroB. [[ns monb3oBaTens ¢aiioBas cUCTEMa MPEACTABISICT COOOW €IMHOE IETIoe.
B neiicTBuTenbHOCTH, pa3Hbie YacTU (aiioBOM CHCTEMBbI MOTYT HaXOJUTHCS Ha PAa3HBIX
YCTPOMCTBAX: pa3liesiax JUCKOBOTO HAKOIUTEIISI, CbeMHBIX HOCUTEIAX HH(POpMAITIH.

OC Anpt CII n0o3BOJISIET BBINOJHATH CICAYIOIIME ONEPALUU C Pa3ACIaMH:

- CO3J/aHME pa3Jiena;

- MOHTHPOBAaHHUE, PA3MOHTUPOBAHUE Pa3/Iena;

- hopmatrpoBaHue pa3fena;

- IpoBepKa (paitIoBoM CHCTEMBI pa3jena.
3.2.4. CuctemMa BBOJIa-BbIBOIA

Cucrema BBO/1a-BbIBOJIa 00ECIIEUUBAET BHIMIOJHEHHUE CIACAYIOMIMNX (QYHKIUI:

- JOCTYII K BHEIIHUM YCTPOKCTBAM;

- Oy(depuzanus JaHHBIX;

- B3aUMOJIEHCTBHUE C IPOrpaMMaMH YIIPaBJICHUSI BHEIIHUMU ycTpoiictBamu [[DBM;

- CIIy>KObl yIIpaBIICHUS M1€YATHIO.

3.2.4.1. JlocTyn K BHEUIHUM YCTPOMCTBAM

B OC Anbt CII noctyn k pu3n4eckoMy yCTPOMCTBY OCYIIECTBIISIETCS C MOMOIIBIO
cnenuaibHoro ¢aina ycrpoiictBa. [Ipu BeImosHeHHUU ¢ (ailioM yCTpoHCTBa orepanui
OTKpBITHSI, YTEHUS WM 3aldCU OCYLIECTBISIETCA OOMEH JaHHBIMHU C (PU3UYECKUM
ycTporcTBOM. Dailsibl yCTPOUCTB XPAHATCS B KaTallore /dev.

B OC Aunbt CII ncnonb3yroTes CTaHAapTHBIE IMEHA YCTPOWCTB:

- ttyN — KOHCOIB;
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- MOUSe — MAHUITYJISITOP TUTIA «MBIIIIbY;
- audio — 3ByKOBas KapTa;

- modem — MoJieM;

- ttySN — nmocnenoBarenbHbIN HOPT;

- IpN — napayuienpHbIN TIOPT;

cuaN — MOT'YT 0003Ha4YaTh IMOCJICA0BATCIIbHBIC IIOPTHI;

sdXxN — HaKOIHUTEb Ha )KECTKUX MarHUTHBIX JUCKax,

fd0 — mepBBIi AUCKOBO, AJ1sI THOKUX JTUCKOB;

stN — ctpumep ¢ unrepdeiicom SCSI;

- nrtfN — 3amomuHaromiee yCTpOWCTBO Ha MPUHIMIIE MAarHUTHOW 3allicd  Ha
JICHTOYHOM HOCHTEJIE, C TIOCIIEA0BaTEIbHBIM JOCTYIIOM K JaHHBIM ¢ HHTepdeicoM
FDC,;

- mdN — maccuB RAID;

- ethN — ceTeBad 1m1ara;

- null — mycroe ycTponcTBO.

[Ipumeuvanue.N—HOMEp ycTpolicTBa (Harpumep, ttyl — repBas KOHCOJIb).

3.2.4.2. bydepuzanus qaHHBIX

CpenctBa Oydepusanuy BBITOIHAIOT (YHKIHIO KAII-MTAMATH IO OTHOIICHUIO K
JTMCKOBOMY Hakomurtemno. KaImmpoBaHue AMCKOBOTO HAKOMHTENS YMEHBIIAET CpPElIHEee
BpeMs JOCTyHa K JaHHBIM, XpaHAIMUMCS Ha HeM. JIr0Ooi 3ampoc Ha BBOJ/BBIBOA K
(hu3nyecKoMy yCTpOMCTBY ITpeoOpaszyeTcs B 3ampoc K nojcucreme 0ydepuzannu, KoTopast
MPEACTABIISIET CO00M OyPepHBIN Myl U KOMILJIEKC MPOTpaMM YIIPABICHHUS MTYJIOM.

Bbydepnbiii myn coctoutr u3z OydepoB, Haxomsmmxcs B obnactu sapa. Pasmep
oTnensHOTo Oydepa paBeH pazmepy 0JI0Ka TaHHBIX HAa TUCKOBOM HAKOIUTETIE.

C xaxnaeiM OydepoM cCBsi3aHa crienUaibHas CTPYKTypa — 3arojoBok Oydepa,
B KOTOPOM COJCPKHUTCS CeAyIomias HHpOopMaIus:

1) nannbie o cocTostHNM Oydepa:

- 3aHAT/CBOOOCH,;

- YTeHUE/3aIHCh;
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- MPU3HAK OTJIOKEHHOU 3aITUCH;
- omrnOKa BBOJIa-BbIBO/IA;
2) naHHble 00 YCTpOWCTBE — HCTOYHHMKE HH(POpMALMM, HAXOASUICHCS B STOM
oydepe:
- TUI YCTPOWCTBA,
- HOMED YCTpPOMCTBA,
- HOMep OJI0Ka Ha yCTPOMCTBE;
- anpec Oydepa;
3) ccpuika Ha cienyromuil Oydep B ouepenu CBOOOIHBIX OydepoB, Ha3HAUYCHHBIX
JUTSI BBO/IA-BBIBOJIa KAKOMY-JTHOO YCTPOMCTRY.

3anpoc k moacucteMe Oydepu3aluu BBIMONTHIETCS C MOMOIIBIO CIETYIOIINX
OCHOBHBIX (DyHKIIMH:

- GYyHKIIUUA CUHXPOHHOM 3aInCH;

- GYHKIINA aCHHXPOHHOM 3aITHCH;

- GYHKIUU OTJIOKEHHOU 3aIUCH;

- GbyHKUUN MOTydeHus: 0JI0Ka TaHHBIX.

B pesynbrare BeIMoONHEHWS ~(YHKIMM CUHXPOHHOW 3amMCH  HEMEIJICHHO
UHULUUpYeTCsl (pu3nmyeckuii OOMEH ¢ BHEIIHUM YCTPOWMCTBOM, MPOIIECC, BBIIABIINMA
3ampoc, 0KUIACT Pe3ybTaT BBHIIOJHEHHUS OTEpallii BBOAA-BhIBOJA. B maHHOM ciydae B
MPOIIECCE MOXKET ObITh MPEAYCMOTPEHA COOCTBEHHAS PEAKIINS HA OUTMOOUYHYIO CUTYALIHIO.
Takolt TWUI 3amUCU  HKCHONB3YeTCs, KOIJa HEoOXOoIWMa TapaHTUsl MPABWILHOTO
3aBEpIICHHSI ONEPallii BBOIAa-BBIBO/IA.

B pesynbraTe BbINMOMHEHUS (PYHKIIMM aCMHXPOHHOM 3amUCH TakKe HEMEJICHHO
WHULUUAPYETCsl (pu3ndeckuii OOMEH C YCTPOWCTBOM, OJIHAKO 3aBEPIICHUS OIeparuu
BBOJIa-BBIBOJIA TPOIIECC HE JOXKUAAETCA. B 3TOM cilydae BO3MOJXKHBIC OIIMOKH BBOJIA-
BBIBOJIAa HE MOTYT OBITh TIEPEIaHbI B MPOIIECC, BRIIABIINHN 3ampoc. Takas oneparus 3arnicu
nenecoodbpasHa Mpu MOTOYHOM 00paboTke (hailyioB, Korjga OXUAaHUE 3aBEpIICHUS
omepanuyd BBOJA-BBIBOJA HE 00S3aTEIBHO, HO €CTh YBEPEHHOCTh B IMOBTOPEHUH 3TOU

omeparum.
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B pesynbrare BhIMOTHEHUS (DYHKIIMM OTIOKCHHOW 3aIllMCH Tepefada JTaHHBIX U3
cucteMHoro Oydepa He npousBogutcs. B 3aronoBke Oydepa co3gaercs oTMETKa O TOM,
410 Oydep 3amoJIHEH U MOXKET OBITh BBITPYKEH, €CIIM MOTPEOYyeTCs €ro 0CBOOOUTH.

Kaxnas u3 dyaknmii momydeHus: 6j0ka JaHHBIX UIIeT B OydepHoM myne Oydep,
coliepKalluii ykazaHHbI OJIOK JaHHBIX. B ciydae, ecinu Takoi 0ok B OypepHOM myne
OTCYTCTBYET, OCYIIECTBIISICTCS] TIOUCK JIFOOOTO CBOOOMHOTO Oydepa (Ipu 3TOM BO3MOXKHA
BBI'PY3Ka Ha JHCKOBBIM HAaKomHUTENb Oydepa, coaepik aliero B 3arojiOBKE NpPU3HAK
OTJIO)KCHHOW 3amucH), JTUO0O OpPraHu3yeTcsl ero 3arpy3ka B KakOW-HUOyIb CBOOOJHBIN
Ooydep. B cmyuae, ecnmu cBoOOmHBIE Oydephl OTCYTCTBYIOT, MPOHW3BOIAUTCS BBHITPY3Ka
Oydepa ¢ OTII0KEHHOH 3aMHChIO.

3.2.4.3. B3aumMoaeCTBHE C MPOrpaMMaMH YIIPABICHHSI BHEIIHUMH YCTPOMCTBAMH
[15BM

[Iporpammel ynpaBieHusi BHEIIHUMH ycTporictBamu [IOBM npenHa3zHaueHbl Jis
yIpaBJlieHUs Tiepefadyeii JaHHBIX MEXy BHEIIHUM YCTPOUCTBOM U OMEPATUBHOMN MaMSTHIO
I[I9BM.

Cesa3p sapa OC ¢ TakuMU TporpaMmamMu 00ECIeuHMBAETCS C TOMOIIBIO JBYX
CUCTEMHBIX TaOIUIIL;

- Tabnuiia OJIOK-OPUEHTUPOBAHHBIX YCTPOUCTB (YCTPOMCTBA, HAIIPUMED, AUCKOBBIC
HAKOINUTENU, MH(OpManus Ha KOTOPBIX XpAaHUTCS B OJIOKax (PUKCHPOBAHHOTO
pa3mepa, UMEIOIINX CBOM COOCTBEHHBIN aipec);

- Tabnmuiia  OalT-OpPUEHTUPOBAHHBIX  YCTPOMCTB  (YCTpOMCTBA,  HampuMmep,
TEPMUHAJbI, CETEBOE OOOpPYJOBAHHME, TEHEPUPYIOUIUE WIM MNOTPEOISIOIe
MOCJIEIOBATEIHLHOCTh OAHTOB).

JUist cBSI3U MCTIOJNB3YEeTCs cleAyromas nHpopManus U3 UHIEKCHBIX JECKPUIITOPOB

CIIeUAIIBHBIX (DAMIIOB:

- KJ1acC yCTpoicTBa (0alT-OpUEHTUPOBAHHOE HIIH 0JI0K-OPUECHTUPOBAHHOE);

- TUTl YCTPOMCTBA (JICHTOYHBIM HOCHTEJb, HAKOMUTEIbh Ha THOKOM MarHUTHOM
JTMCKE, HAKOTIUTEIIb Ha )KECTKOM MarHUTHOM JIMCKE, YCTPONCTBO MeYaTH, JUCILUICH,
KaHaJ CBSA3U U APYTHUE);

- HOMEpP YCTpPOWCTBA.
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Kracc ycTpoticTBa onpenensieT BEIOOP TabIUIIbl OJI0K- Wil 0alT-OpUEHTHPOBAHHBIX
YCTPOUCTB. DTHU TaONHUIBI COJAEpXKAT ajpeca MPOTPAaMMHBIX CEKIUi npaiiBepoB. Tum
yCTPOMCTBA OMpeieNsieT BEIOOp apaiiBepa.

3.2.4.4. CnyxObl yripaBiaeHUS TIEYATHIO

B OC Anbt CII oCHOBHOW cucTeMOM medartu sBisieTcss cepep nedatd Common
UNIX Printing System (nanee — CUPS).

CepBep meuatm CUPS ¢dyHKOHOHHpPYET B BHJE OTACIBHON CIIY’)KOBI M MOXKET
YOPABJISATHCS aAMUHUCTPATOPOM (TIPEyCMOTPEHAa BO3MOKHOCTh YAaCTUYHO IEpPEIaBaTh
npaBa Mo YIPABJICHUIO 33JJaHUSIMHU M0JIH30BATENS ).

B cocraB ceprepa newatu CUPS BXOIAT cinegyrommue KOMIOHEHTHI:

- IUCTIETYEp OUepeu rnevatu (TUIaHUPOBIIHK);

- cpencTBa PUIIbTpaIUK;

- Back-end-cucrema.

Cepsep neuatu CUPS paboTaet B COOTBETCTBUU CO CIETYIOIINM aJITOPUTMOM:

- CepBep IMeYaTH TPUHUMACT 3aJlaHWE€ Ha TedaTh OT NPOrpamMMbl (AaKTHBHOTO
mpoliecca) U mepeacT ero JUCTIeTuepy OUepeIu MeuaT Win TUTaHUPOBIIUKY;

- IUCTIETUEp Ouepear NevaTu J00aBJseT 3aJlaHhe Ha MeYaTh B COOTBETCTBYIOIIYIO
o4epenp;

- IUCTIETUEp OdYepeau MedaTh TepelnaeT 3aJjaHue Ha TedyaTh B COOTBETCTBUHU C
ouepesiblo cucteMe (hUIbTpaluy;

- cpeacTBa GUIbTpalK 00padaTHIBAIOT JTaHHBIC: OCYIIECTBISET BCE HEOOXOAMMBIE
npeoOpa3oBaHus JaHHBIX B COOTBETCTBUU C MPUMEHSIEMBIMH ISl STOTO 3aJaHUS

(buIbTpaMH U MEPEBOAUT UX B (pOpMAT, MOHATHBIN PUHTEPY.
3.2.5. CpencrBa aAMUHUACTPUPOBAHUS

CpenctBa  aIMUHUCTPUPOBAHUS  OOECIEUMBAIOT  BO3MOXKHOCTh  HACTPOUKH
koHpurypauuu OC, B 4aCTHOCTHU:

- ycranoBka OC Anbt CII 1 Ha3HaUeHNE TapaMEeTPOB CUCTEMBI;

- CO3JJaHMe 3arpPy304HbIX JTHCKOB;

- KOH(UTYpUPOBAHUE TTAPAMETPOB JaThl U BpEMEHH, TpaduuecKoi Cpebl, CPEIICTB

BBOJIa U BBIBOJIA;
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- HACTpOWKa W  yNpaBIEHWE CUCTEMHBIMH CEPBHCAMH U  CIYKECOHBIMH
porpaMMaMu;

- HACTpOIKa W ynpaBjieHUE cucTeMou yrpaieHus nakeramu Advanced Packaging
Tool (mamee — APT);

- oonosiieane OC u npuknagHoro I10 u3 ee cocrtasa;

- HACTpOWKa W yNpaBleHWE YYETHBIMH 3alUCAMH UM TpaBaMH  JIOCTyIIa
MOJIL30BaTEIICH;

- KOH(UTYPUPOBAHHUE CETH /etc/net U MPOBEPKA €€ pabOTOCTIOCOOHOCTH;

- HacTporka FTP-cepBepos;

HacTpoiika ciryx0 DNS;

HACTPOMKAa U YIIPABICHHE KAIIUPYIOIIMMU [TPOKCH-CEPBEPAMU;

HACTpOMKa CEpBEPOB JICKTPOHHOU MOUTHI postfix;

HacTpomKa cepBepHOro u kimenrckoro [10;

HaCTpOﬁKa " YIIPpABJICHHUC 0azamMu JaHHBIX,

HAaCTpOMKA U YIIPABIICHUE E€YATHIO;

- HaCTpOﬁKa IIOAKJIIOYaCMBbIX HOCHTGHCﬁ;

YIIPaBJIEHUE BCTPOEHHBIM MEXCETEBBIM KPAaHOM;

HaCTpPOMKA U YIIPABJICHUE BUPTYAJIbHBIMU MAllIMHAMH;

HACTPOMKA U YIIPABJIICHUE CPEICTBAMU KOHTEHUHEPHU3ALINY;

HACTpOMKa U yIpaBJICHUE CUCTEMOM yrnpaBieHUs 0a3aMu JaHHBIX;

HacTpoiika PHP;

HACTpOWKa M yIpaBJeHUE YJaICHHBIM JOCTYIIOM 1O Ssh;

HACTpoWiKa u ynpasiaeHue NTP.

[Ilpumeuyanue. 3ammra OT OMMOOYHBIX JCUCTBUN  aJIMHHHCTpPATOpa
mpeaycMaTpuBaeT UX OOHapyXeHHE M OTOOpaK€HHE KOMIIOHEHTAMH OIepaliOHHOM
CHUCTEMBI.

3.2.6. KoMIuiekc cpeACTB 3allUThI

KC3 npennaznaden mist obecriedeHus: 6€30macHOCTH MHPOPMAIIUU, XPaHSIIEHCS U

obpabatbeiBaemoii B [I9BM.
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KC3 obecnieunBaeT BBIOJIHEHUE CIEAYIOMUX (PYHKIIMH 0€30acCHOCTH:
- UICHTUPUKALUS U ayTeHTUDUKAIIHS;
- YIIpaBJI€HUE JOCTYIIOM;
- perucTpanus COOBITHII 0€30MMaCHOCTH;
- OrpaHUYEeHHE TTPOTPAMMHOI CpeIbl;
- U30JISILIMS TIPOIIECCOB;
- 3alIUTa NaMsITH;
- KOHTPOJIb IIEIOCTHOCTH;
- obecrieueHue HaIeKHOTO (HYHKITMOHUPOBAHHS,
- puibTpalMs CeTeBOro MOTOKa.
3.2.6.1. Peructpanust coObITHI1 0€3011aCHOCTH
MexaHu3M ayAuTa COCTOUT U3 HECKOJIBKUX KOMIIOHEHTOB:
1) Moaynb siipa — TEpeXBaThIBA€T CHUCTEMHBIE BBI3OBBI (syscalls) W BBIMOTHSIET
pPErHCTPaLrIO COOBITU;
2) ciyx0a auditd — 3anuMChIBaeT 3aperuCTPUPOBAaHHOE COOBITHE B (paii;
3) cnyxk6a audispd — ocCyIecTBIsIET MEPECHUIKY COOOIIECHUM (BBICTYIAET B POJH
JHUCIETYEPA) K APYrOMy MPHIOKEHUIO;
4) psil BCHOMOTATEIbHBIX MPOTPAMM:
-auditctl — mporpamma, ympaBisitolias MOBEAECHUEM CHUCTEMbI ayauTa U
MO3BOJISAIOIAsE KOHTPOJUPOBATh TEKYIEE COCTOSHHUE CHCTEMBI, CO3JaBaTh
WIH YAQJISTh PaBUIIA;
- aureport — MporpaMMa, TEHEpHPYIOIIas CyMMapHbIE OTUeThl O paboTe
CUCTEMBI ayJUTa,
-ausearch — mporpamma, IO3BOJISIFOIIAS MPOU3BOAUTH IOMCK COOBITHHA B
KYPHAIBHBIX (paiimax;
-autrace — TporpaMMa, BBHITIOJHSIONIAS ayOUT COOBITHH, MOPOKTAEMBIX
yKa3aHHBIM MPOIIECCOM.
[IporpamMmMbl  OTCHUTAIOT 3alyCH, TMPEAHA3HAYEHHBIC [JI1 TPOTOKOJIMPOBAHUSA,
cucteMHoMY JieMoHy auditd, KOTOpbIM HASHTUPUIUPYET TUI KAKI0M NpUILIEIIeH 3aucu

1 00pabaThIBaeT 3aIUCh CIOCOOOM, OTIPENEIIEHHBIM /I JAHHOTO THIIA.
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JUis KaXJI0TO U3 PErHCTPUPYEMBIX COOBITUN B JKypHajaX (yHKIHMH 0€30MacHOCTH
COOHMPAIOT CIEAYIONIYI0 HHPOPMALIHUIO:
- laTa U BpeMs;
- CyOBEKT, OCYIIECTBIIAIOMINN PETUCTPUPYEMOE JICHCTBUE;
- TUT COOBITHS (€CJIM PETUCTPUPYETCS 3allPOC Ha JOCTYII, TO YKAa3bIBAIOTCSA OOBEKT U
THII OCTYyTA);
- YCHEIIHOCTh OCYIIECTBICHHS COOBITHS (00CTy>KEH 3alpoc Ha TOCTYI WU HET).

OC Aust CII oOecrieunBaer:

BO3MOXKHOCTh IPOCMOTpA KypHasia ayJIuTa TOJIbKO aIMUHUCTPATOPY CUCTEMBI;

BO3MOKHOCTH ITOMCKa COOBITHI B KYPHAJIC ayJUTa,

BO3MOKHOCTb BBIOOPA COBOKYITHOCTH COOBITHH, MOJBEPTAIOIINXCS AYAUTY;

o0OecrieynBaeT MNPEJOTBPAILCHUE MOTEPU JAHHBIX ayauTa MpU MEPErnoJIHEHUU
KypHaJIa PETUCTPAllUM 3a CUeT 3allMCU COOBITUH IOBEPX CTapbIX XPAHUMBIX
3amMcel ayauTa, a TaKXKe 3a CYEeT MepeAauyd AaHHBbIX ayauTa sl BHEIIHEro
XpaHEHHS.

Oynkiuu 6e3onacHoctt OC AnbT CII ciocoOHBI reHepUpOBATh 3aNTUCh AyAUTA JIJIs
CJIEIYIOLIUX COOBITH, MOTEHIMATBHO MOABEPTraeMbIX ayJUTY:

- 3aIyCK U 3aBEepUICHHE BBINOJHEHUS QYHKIUM ayanuTa;

- IEUCTBUS, MPETPUHIMAEMBbIE B OTBET Ha BO3MOKHbIE HAPYIIEHUS 0€30MacHOCTH;

- Bc€ Mou(pUKaInU KOH(PUTYypaLlK ayauTa;

- yTeHUe UH(POPMAILIUK U3 3aliCcel ayInTa;

- HEYCIICIIHbIE MOMBITKA YUTaTh HHPOPMALIMIO U3 3aUCEl ayuTa;

- IpeANpUHUMAaEMble AEUCTBUSI TPU cO0€ XPAHEHUS KypHaJa ay/IuTa;

-BCE 3alpochl Ha BBINOJIHEHHE oONepauuid Ha O0O0bEKTe, Ha KOTOPBIU

pacpoOCTPaHSAIOTCS MOTUTHKHA PYHKIIHN 0€30MaCHOCTH;

- BCE MOMNBITKH SKCIIOPTUPOBATH HH()OPMALINIO;

- BCE pEILIeHHUs 10 3arpocaM Ha HHPOPMALIMOHHBIE TOTOKH;

- IOCTI)KEHUE  OTPAaHUYEHUS] HEYCIEHIHBIX TIONBITOK  ayTeHTHQUKAIUU U
OpEeINpUHATBIE JIEHCTBUS, a TakXke, MpH HEOOXOAWMOCTH, MOCIeaylolee

BOCCTAaHOBJICHHE HOPMAJBHOTO COCTOSHHUS (OJOKMPOBAHHE YYETHOW 3amucu B
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pe3ysbTaTe MPEBBIICHUS] MAKCUMAIBHOTO YHCIIa HEYCIEIIHBIX MOMBITOK BXOJa B
CUCTEMY);

- OTKJIOHEHUE WJIM TMpPUHATHE (QYHKIUU O€30MaCHOCTU JIOOOT0 IMPOBEPEHHOIO
CEeKpeTa;

- BCE CJIy4au MCMOJb30BaHUS MEXaHU3Ma ayTeHTU(UKALINH;

- pe3ynbTaT AeWCTBUS KaXKIOTO aKTHBU3MPOBAHHOTO MEXaHM3Ma ayTeHTU(HKAIIH
BMECTE C UTOTOBBIM PEIICHUEM;

- BCE CJIy4au HMCMOJb30BAHUS MEXaHU3Ma UACHTU(GUKAIIMK TOJb30BaTelIs, BKIIOYAas
MPEICTaBICHHBIN HIEHTU(DUKATOP MOJIb30BATENS;

- YCHEIIHOE UM HEYCHEIIHOE CBSI3bIBaHHE aTpUOYTOB OE30MaCHOCTH MOJIb30BATENS
C CyOBEKTOM;

-BC€ MOJM(PUKALMM pEXKUMa BBINOJHEHHS (QYHKUMA U3 uuciaa (QyHKIHH
0e30I1aCHOCTH;

-BC€ MoAM(UKAUUM 3HAYEHHM aTpuOyTOB O€30MacHOCTH  (BKJIOYas BCe
Moau(UKalMU 3HAYeHUH aTpuOyTOB O€30MaCHOCTH, HCIIOJIb3YEMBIX IJISi CMEHBI
HAYaJbHOW ayTeHTHU(PUKAUUMOHHON uHpopManuu mnoas3oBatens OC mocne
OJTHOKPATHOTO MCTIOJIb30BAHMS);

- MO (UKALUK HACTPOMKH MO YMOIUYAHUIO PAa3pelIalOINX WM OTPaHUYUTEIbHbBIX
TIPaBUIL;

- Bce MOJU(UKaIMKU HaYaIbHBIX 3HAYEHUN aTpuOyTOB 0€30MaCHOCTH;

-Bce Moau(UKalMKd 3HAYCHUN JaHHBIX (YHKIHH O€30MacHOCTH (BKJIIOYasi BCE
MOAM(PUKALNH ayTEHTU(UKAITMOHHON HH(OPMAIUN);

- Bce Moau(UKaluyu OTPaHUYCHUN TaHHBIX (PYHKIIUN O€30MaCHOCTH;

-Bce  MoauUKanuKd ~ JOEHCTBUHM, TNPEANPUHAMAEMBIX TPH  HAPYIIECHUSIX
OTpaHUYCHUN;

- Ha3HauUEHUE CpOKa JAeUCTBUA I aTprOyTa;

- IEUCTBUS, PEANPUHSATHIC 110 HCTCUYCHUH HA3HAYEHHOTO CPOKa,

-3alUCh ayauTa sl COOBITHH, CBSI3aHHBIX C HCTEYEHHEM YCTaHOBJIEHHOTO

aAMUHUCTPATOPOM CpOKa JACHCTBUS NapOJIs;
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-3aMiCh ayauTa ISl COOBITHH, CBSI3aHHBIX C HWCTEYCHUEM YCTaHOBJICHHOTO
aJIMUHUCTPATOPOM CpOKa AecTBuUs uaeHTUGuKaropa noiaszopareins OC;

- ICTIONIb30BaHKe (PYHKIUHN yIIPaBICHUS;

- Mot (DUKAITUS TPYIIIBI TOJIH30BaTEIICH;

- BBITMIOJTHEHUE U PE3YyJIbTaThl CAMOTECTUPOBaHUS (DYHKIIMK O0€301aCHOCTH;

- Ti cOO0S WK TIPEPBIBaHUS 00CTYKUBAHMS;

- I3MEHEHUS BHYTPEHHETO MPE/ICTABICHUSI BPEMEHU;

- Bce onepanuu OC Anbt CII, npepBanHbIe U3-3a cO05;

- BCE TMOIBITKA WCIOJb30BaHUS (YHKIUUA PACTIPEICICHUS PECypCOB C YUYETOM
MPUOPUTETHOCTH OOCITYKUBAHUS,

- Bce oOpaleHust K PYHKIUSIM pacrpeiesieHus] pecypcoB, YIPaBiIsIeMbIX (YHKIIMU
0e301acHOCTH;

- OTKJIOHEHUE HOBOT'O CEaHCa, OCHOBAaHHOE HA OTPAHMYECHUM YHKCIIa TapajuiebHBIX
CEaHCOB;

- BCE TOMBITKH Pa30JIOKUPOBAHUS MHTEPAKTUBHOTO CEAHCA;

- 3aBEpIICHUE UHTEPAKTUBHOTO CEaHCAa MEXaHM3MOM OJIOKMPOBAHUS CEAHCa;

- BCE TMOIBITKU OTKPBITUSI CEaHCa MOJIb30BaTEs;

- IOJTHOTEKCTOBAsI 3alUCh MPUBUJIECTHPOBAHHBIX KOMaHI (KOMaHJ, YIPaBIISIONINX
CUCTEMHBIMHU (PYHKIUSMH);

- IPUMEHEHHE MeXaHU3Ma BOCCTAHOBIICHUS MH(DOPMALINH;

- I3MEHEHUE HACTPOCK MEXAaHNU3MOB YHUUTOXKEHUS (CTUPAHUS) TAHHBIX;

- cOou B paboTe MexaHH3Ma U30JISLUU TPOLIECCOB;

- TIOTIBITKA YCTAHOBKM BHEIIHMX MOJYJEH YypOBHA siipa, HE TPOBEPEHHBIX
pa3pabOTYMKOM (MIPOU3BOAMUTENEM), WJIM BHEUIHUX MOAYJeH YpOBHA sapa ¢
HapyLICHHOU L[EJIOCTHOCTBIO;

- TIOTIBITKU 3aIycKa KOMIIOHEHTOB MPOTPAMMHOTO O00eCIeYeHUsI, TPOU3BECHHBIX B
HapylIeHUE YCTAaHOBJIEHHBIX TMPAaBUJ 3alyCcka KOMIIOHEHTOB MPOrpPaMMHOIO
o0ecrniedeHusl.

[Ipu oOnHapyxeHun moTeHIMaNbHOTO HapymeHus Oe3zonacHoctu OC Anwt CII

HUMECT BOSMOXXHOCTD HH(l)OpMI/IPOBaTB AIMHUHUCTpATOPa CUCTCMBEI.
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OC Anbr CII criocoben mepenaBaTh JaHHBIE ayaWTa IO MPOTOKONY syslog u
3alUIIATh OT HECAHKIMOHUPOBAHHOTO pACKpBITUS, 3a CUET IepeJadyd JaHHbIX B
HEYUTAEMOM BH/JIE.

3.2.6.2. Unentudukanus 1 ayTeHTUPUKAIUSI

B OC Anpt CII 1151 ipeoTBpallieH!s] HECaHKLIMOHUPOBAHHOIO JIOCTyIa CyOBbeKTa
goctymna  (MOJb30BaTeNsi) B  NPOrPaMMHYIO  Cpely  HCHOJB3YIOTCS  MEXaHU3MBbI
uaeHTuukanuu (orpeneacHue Mojb30BaTeNsl M0 UMEHU — JIOTHMHY) U ayTeHTH(PHUKAIIUU
(moaTBEp)KAEHHUE MOATMHHOCTA UMEHH IOJIb30BATENs C TIOMOIIBIO NTApOJIsl) MOIb30BaTENS.
[Ipouenypsl UACHTHPUKAMN U ayTCHTH(PHUKAIUU TOJIH30BATEN BBIMOIHAIOTCA MPH
Kaxo# nonbiTke goctyna B OC.

®yukuun 6e3onacHoctd OC Anbt CII oOecrieunBaroT, yToObI BCE MOJIB30BATENN
OC ObUIM yCHEMHO UAESHTU(DUIIMPOBAHBI U ayTEHTU(ULIHUPOBAHBI 10 pa3peuieHus JII0O0ro
JEeMCTBUS, BBINOIHIEMOIO IpU NOCpeIHNYECTBE (DYHKIIMU 0€30IaCHOCTU OT UMEHHU 3TOr0
nonb3oBatenst OC, TpeOyroT NpeAbSIBICHHUS YHUKAILHOTO HACHTU(UKATOPA U MapoJisd WA
ayTeHTU(UKAIMOHHON MH(POPMALIMU U3 3JIEKTPOHHOTO UIEHTU(UKATOPA.

AJMUHHUCTPATOP CUCTEMbI YCTaHABJIMBAECT:

- TpeOOBaHUSA K CJOXHOCTH TMaposiei, (QyHKuuu Oe30MacHOCTH CHOCOOHBI

BEPUPUIIMPOBATH, YTO MAPOJIb OTBEYAET YCTAHOBICHHBIM TPEOOBAHUSIM;

- MAKCUMAJIbHOE KOJHMYECTBO HEYCIENIHBIX MOMBITOK ayTeHTH(PHUKAIUHN, (YHKIHIH
0€30MacHOCTH CHOCOOHBI 3a0JIOKMPOBATh YYETHYIO 3alUCh IPU MPEBBILICHUU
HEYCIEUTHBIX MONBITOK ayTeHTU(UKALINH.

OC Anbt CII xpanut creayrouryto HHGOPMAaIKIO O MOJIb30BaTelNe:

- M1 TIOJIB30BATENS — PETUCTPALIMOHHOE UMS CYOBEKTa I0CTYIIA;

- UIeHTU(UKATOP TOIH30BATENI — WHAMBHUIYAIbHBIM YHCIOBOW WACHTU(UKATOD
CyOBEKTa TOCTYIIA, UCTIONB3YEMbIN MPH BBIMOJHEHUU MPOLEAYPHI UACHTH(DUKAIIIH
B OC (3amaercs wu3 paumanazoHa «0..65535», wuymcio «0» COOTBETCTBYET
MOJI30BATEIIIO T00t);

- UIEHTU(UKATOP TPYNIbl — YHCIOBOM HICHTU(PHUKATOP TMEPBUYHON TPYIIIIBI
noJib30BateNst (MOMHUMO TEPBUYHON TPYIIBI IMOJIb30BATEIh MOXKET BXOJIUThH B

COCTaB JIPYTUX IpymM, uaeHTuduKaTop rpynmsl 0 COOTBETCTBYET IpyImIie root);
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- IapOJIb — MAPOJIb MOJIH30BATENS;

- CpOK JiericTBUS UIeHTU(PUKATOPOB (YUeTHBIX 3amnuceil) nons3zoBareneit OC;

- IOMAIllHUM KaTaJor TOJIb30BaTelid — B KayeCcTBE JOMAIIHEro KaTajuora
UCIIOJIb3YETCSl KATaJIor /home/<uMsa NOJb30BaTeNs >;

- obonmouka cyOBeKTa JOCTyNMa — KOMAHIHBIM HWHTEPIPETATOP IMOJIb30BATES,
KOTOPBIN UCIOJIb3YETCS UM 110 YMOJYaHUIO (3allyCKaeTCs MPU BXOJI€ MOIb30BaTENS
B OC).

Nudopmanus o mnonp3oBaresie XpaHuTcs B (ailie /etc/passwd, Hapoiud B

3amuppoOBaHHOM BHJIE XpaHATCS B (pailyie /etc/tcb/<uma nosszosBaTens >/shadow.
[TonpzoBatento OC mnpemoCTaBISIIOTCS TOJBKO YCIOBHBIE 3HAaKM BO BpeMs
BbINOJHEHMs ayTeHTUGuKauuu. OyHkiun 6e3onacHoctd OC mpenoTBpalaloT XpaHEHUe
Y YTEHHE ayTeHTU(UKATMOHHOW HH(POPMALIU B OTKPHITOM BHU/IE.

[Iponienypa wunenTudukanun u ayreHTUukanumum cyobekta B OC Anwt CII
BBIIIOJIHSIETCSI B COOTBETCTBHHM CO CIEAYIOIIUM aJITOPUTMOM:

- IOJIB30BATEIb MOChIIAeT 3anpoc Ha goctyn B OC Anst CII;

- aBTOMAaTUYECKU CHCTEMOM BbI3bIBaeTCa Mporpamma login, (ucmonb3yercs is
3alyCcKa HOBOI'O CeaHca B CHCTEME), KOTopas BBIBOAMUT NpuriameHue login Ha
TEPMUHAJ [10JIb30BATENIS;

- MIOJIb30BATENIb MPEABSABISET CBOE PErHMCTPALlMOHHOE MM (lajgee — JIOTUH) U
napoJb;

- MOyJIM Tiepekitouaress ciyx6 mmen Name Service Switch (mamee — NSS)
NepexXBaThIBAIOT JIOTUH TMOJIb30BATENsl W OCYLIECTBIISIIOT €ro MOUCK B (Qaiinax
BUPTyaJIbHOM 0a3bl JaHHBIX MOJb30BaTeNe cHUCTeMbl (Il KOH(PUTYypanuu
UCTOYHUKOB  BupTyanbHoW  BJl  momb3oBareneit  ucmosnb3dyercs  dain
/etc/nsswitch.conf): B ¢paliax /etc/passwd, /etc/shadow, /etc/group;

-ecnmu monynau NSS HaxosdT JIOTMH TMojb3oBaTens B (ailnax /etc/passwd,
/etc/shadow, /etc/group, CHCTeMa OOpalIaeTcsl K MOJKIIOYAEMbIM MOIYJISM
ayrentudukanuu, Pluggable Authentication Modules (manee — PAM) wu

3aImyCKaeTcs MPOIEcC ayTeHTU(PUKAIINN;
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- monynu PAM cpaBHHBAIOT JIOTHH M NapoJib, NPEIbSBICHHBIE MOJIB30BATEIEM CO
3HAYCHUSAMHM, XpaHAIIMMHUCS B Oa3ze [OaHHbIX: B (aillax /etc/passwd,
/etc/shadow, /etc/group;

- €CIM BBEJICHHbIE HMS M Tapojb CyObEeKTa COOTBETCTBYIOT 3HAUCHHUSIM,
xpansmuMest B 6a3e ganHbix, KC3 mnpenocraBisier goctyn cyowsekry B OC,
uHbOpMaIIUs O pe3yNbTaTe MOMBITKU JOCTYIa COXPAHIETCS B CHCTEMHOM >KypHae
/var/log/,

- €CJIM BBEJICHHBIE UMSI U MAPOJIb CYObEKTa HE UJACHTUYHBI 3HAYCHUSIM, XPAHSIIIUMCS
B 0Oasze manHbiX, KC3 otkionser 3ampoc jgoctyma cyobekta B OC  (ms
BBIIIOJIHEHHUS ~ MOBTOPHOM  MONBITKA  ayTeHTU(PUKAUUU CYOBEKT  JOJKEH
MHUIIMUPOBATh HOBBIM 3alpoc JocTyna), WH(OpMalus O pe3yJbTaTe MOIBITKH
JIOCTYIIa COXPAHSAETCSA B CHCTEMHOM YKYypHaJe.

B xondurypauuu @aitna /etc/nsswitch.conf MOXHO YKa3aTh HECKOJIbKO
MCTOYHUKOB (paiiyioB 0a3bl JAHHBIX MOJb30BaTENeH, HApUMEP, B KAaueCTBE MCTOYHMKA
yka3aTh jaepeBo katanoroB LDAP. B ciyuae, eciau J0ruH U naposb 1osib3oBaress OyayT
OTCYTCTBOBaTh B (paitnax /etc/passwd, /etc/shadow, /etc/group, Moayiau NSS
OCYILECTBIISIIOT MOUCK B iepeBe katanoroB LDAP, mocrie 4ero cooTBeTcTByronme MOIyJIu
PAM BBINOJHSIOT ayTEHTU(UKALMIO TMOJb30BaTeNs (WM ONOBEIlalT 00 omuoOke B
clly4ae HECOOTBETCTBHUSI JIOTUHA U MAPOJIs).

B ciayuae HeoOX0aUMOCTH peanu3aliuy CeTeBON ayTeHTU(UKAIIMU MOoJIb30BaTeNeH B
CUCTEME NpPEeIyCMOTPEHa BO3MOXKHOCTh ayTeHTH(uKauuu c nomoulplo Kerberos c
XpaHeHHeM MH(pOpMaluu O Mojb3oBarelsix B aepese katanoroB LDAP (Kerberos moxer
MCIIOJIb30BAThCS U JIJIS1 OCYILIECTBIICHUS JIOKAIbHON ayTeHTU(UKALIUN TOJIb30BaTENeH).

3.2.6.3. YnpaBneHue JOCTYIIOM

OC Aunpt CII peanusyet TUCKPEIIMOHHOE YIIPABIECHUE TOCTYTIOM.

JIMCKpEMOHHOE pa3rpaHMYeHUE JOCTYIA OCYIECTBISAECTCS IS
1) cyOBekToB gocTyma (MpoieccoB, MopoxaaemMbIx nojszoateassmu OC);

2) o0BekToB foctyna (¢aiaoB, KaTaIOrOB, YCTPOHCTB);
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3) omeparuii  CyOBEKTOB JOCTyNa Haa OOBEKTaMH JOCTyna (YTCHHE, 3aIluCh,
BBITIOJIHEHUE), OCHOBBIBASICh Ha:

- arpubyTtax cyowsekroB noctymna: GID, UID, SUID, SGID;

- arpubyTax 00wekToB aoctymna: GID Bmangensua, UID Branensbua;

- arpubyTax 0e30MacHOCTH KOHTPOJI JOCTyMa: CIHUCOK KOHTPOJIS JOCTyma
st onpeneneHHbix UID, cnmcok KOHTpoist AocTyna Juisi ONPEAESTICHHBIX
GID, nmpaBa noctyna [uisl Bilagenbla oObeKTa (€CIH UCHOJIb3YETCs CIIUCOK
koHTpodsi noctynma ACL, To mpaBa jocTtyna naisi Biajaenblla OO0BEKTa,
ykazannble B ACL), mpaBa moctyna amst Tpymnnsl Biajenbiia 00bekTa (eciu
UCIIOJIb3yeTCcsl COUCOK KoHTposs aoctyna ACL, To mpaBa noctyna s
rpynnsl Biajenblia o0bekTa, ykazaHHble B ACL), spdekTuBHas Mmacka,
mpaBa JIOCTyna Jjisi TIOJB30BaTelsl «BCE OCTajbHBIC», IpaBa JAOCTYIIA,
STICKY BIT, IMMUTABLE, APPEND.

Oyukuun  6ezonacHoctd  OC  mpeAoCTaBiIsIOT — aAMHHHUCTPATOPY  CHUCTEMBI
BO3MOKHOCTh Ha3HayaTh HayalibHbIE 3HAYCHHUS MO YMOJYaHUIO aTpUOYyTOB OOBEKTOB
JOCTYTIA MIPH CO3/ITaHUU O0BEKTA.

B cooTBercTBUM € JMCKPEUMOHHBIM TPHUHIIMIIOM YIIPABICHUS JOCTYIOM JJis
kaxnaoro daina u karagora B OC Anbt CII ycraHaBiauBaroTCS MpaBa JOCTYIIA,
OTPENIEIISIONMEe BO3MOXKHOCTh JOCTyMa TOJIb30BaTeNss K OOBEKTy jJocTyma (dai,
KaTajor), a TaK)Ke BO3MOXXHBIC OTIepAIlH HAJl HUM.

[IpaBa ngocTyma yCTaHAaBIWBAIOTCS OTIEIBHO JJIsI  Pa3IUYHBIX KaTeropui
ITOJIb30BATENEH:

- BIAJEJeI] — IOJIb30BaTellb, cO3AaBIIMKA (ain (s Toro 4roObl co31aTh Qaii
HE0OXOJIMMO HMMETh MPABO 3aMKMCH B KaTajor, B KOTOPOM co3naercsa (aitn, mpu
3TOM I BJajejblla YCTAaHABIMBAIOTCS IpaBa HA YTEHHE W 3aIUCh, JUISI BCEX
OCTaJIbHBIX MOJIH30BATENICH — TOJIBKO HA YTEHUE);

- rpymnmna — Habop moibp30BaTeNlel, OpPraHW30BAHHBIX, HAMPUMEp, IS PabOTHI C
ompeieSICHHbIM Ha0opoM (haityioB (Biafesiel] MOXKET pa3peliuTh WIH 3alpeTUTh
JOCTYTI K (paitiam Jj1st 4iICHOB TPYIIIIBI);

- IIPOYHUC — BCC OCTAJILHBIC ITOJIb30BATCIIN.
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OCHOBHBIMH  OTIE€paIlMsSIMH,  BBIIOJHSIEMBIMH  HaJ  OOBEKTAaMH  JOCTyNa
B OC Aunbt CII, ABISIOTCA CIIEAYIOIIUE:

- urenue (read, r);

- 3amuck (write, w);

- UCTIOJTHEHUE (execution, X).

Urenne s (Qaita o3HaA4aeT MPaBO TOJMydYaTh COACPKUMOE IO HHIACKCHOMY
neckpunrtopy. s karajgora — O3HAYaeT MPaBO MOJy4yaTh CIHUCOK HMEH OOBEKTOB,
coJiepKalmxcs B HeM. B ciydae, eciu JOCTYIT HA UTEHHE K KaTajlory 3alpelieH, Ipoiecc
HE CMOXET TIOJyYUTh CHHUCOK HWMEH, OJHAKO JOCTYIl HEMOCPEICTBEHHO K daiy,
HaxoAsAIIEMYyCsl B KaTajore, peryjaupyercss MpaBOM HCIOJIb30BaHUS (UCIIOJTHEHUS)
KaTajuora, a He IPaBOM YTECHUS.

3anuck A Qaitna o3HavaeT npaBo MOAUGUIIMPOBATH COJIEPKUMOE 10 UHJIEKCHOMY
neckpuntopy. Jyis katamora — o3Ha4yaeT mpaBo MoAudUIIMPOBaTh CHUCOK ¢aiiioB. bes
MpaBa Ha WCIOJIb30BaHWE (UCIIOJIHEHWE) KaTajora MpaBO Ha 3alUCh MPAKTUYECKHU
HETPUMEHUMO.

Ucnonb3oBanue 11s (aiisia 03HavaeT MpaBo 3alyCKaTh €ro B KAYECTBE MPOTPaMMBI.
Paznuyaror OuHapHbIe HCTOJHSIEMBIE (aliiibl, KOTOPhIE HETIOCPEICTBEHHO 3arpy KaroTcs B
naMsaTh B BHUAE mpolecca (BO3MOXHO, MOCPEACTBOM JIUHAMUYECKOM KOMIIOHOBKH C
paszensieMbIMU OMOJIMOTEKaMHU) W CIICHApUU, JIJIST BBITIOJIHEHMSI KOTOPBIX 3aIlyCKaeTcs
mpoiiecc U3 Apyroro daina, a Tekymuid Qaitn oTgaeTcs eMy B KauecTBe MapaMerpa
KOMaHJAHOW CTpPOKHU (CIeq0BaTeNbHO, JJIsi pa0dOThl 3allyCKaeMOTO CIIeHapusi TpedyeTcs
TaK)Xe TOCTYIl Ha YTEHUE).

Jlnst  katayjiora JOCTYIl Ha HCIOJb30BaHUE (HMCIOJHEHWE) O3HadaeT MpaBo
npeoOpa3oBbIBaTh HMMEHAa OO0BEKTOB, HAXOMAIIMXCSI B KaTajore, B WHJIACKCHbBIC
neckpuntopbl. Criucok uMeH ¢GaiioB B KaTajaore, JOCTYITHOM MPOIIECCY HA UTCHHUE, HO HE
Ha UCIOJIb30BaHue, OyAeT BUACH, HO caMu (alibl OCTaHYTCS HEIOCTYITHBI.

Jnst pabGoTbl C OJOYHBIMH M CHMBOJIbBHBIMU ycTpoiictBamu B OC mpu
MOHTHUPOBAHUM CO3JIAIOTCS CHElUalIbHbIe (haliiibl, 00€CTIeYMBAIOIINE MPOU3BOIHHBIN WU
MOCJEAOBaTEIbHBIA  JTOCTYI COOTBETCTBEHHO THUIy YCTPOMCTBAa, KOTOPOMY OHHU
Ha3HayaroTcs. [IpaBa nmoctynma sl y4eTHBIX 3alMCeil TMOJIb30BaTeNi M BBI3BIBAEMBIX

MPOLIECCOB Ha3HAUAIOTCSA HA COOTBETCTBYIOIIMI CO3/IaHHBIN (aii.
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[IpaBa mocTyma K JOKAJIBHBIM COKETaM Ha3HAYAIOTCS HA CTICIIMABHBIN (Dailsl cokeTa
0 3aJaHHOMY IMYTH, Y€pe3 KOTOPBIA K COKETy OYyIyT coOOIIaThCs JIOObIE JIOKAJIbHbBIE
IpoLecChl MyTeM YTEeHUus/3amucu W3 Hero. lIpM HCMOIb30BaHMM CETEBOTO COKETa,
co3maercs aOCTPaKTHBIA OOBEKT, MPUBA3AHHBIN K CIIYIIAIOIMIEMY MOPTY OINEPAIMOHHOM
CHUCTeMBI U ceTeBOMYy HHTepdeiicy, 3arem emy mnpucBauBaercs INET-aapec, xoTopsliii
UMeeT aJipec uHTepdeiica U CIyIIaoIero Mopra, u fanee odpaiieHrue OyAeT NPOUCXOIUTh
K a0CTpakKTHOMY OOBEKTY COTJIACHO Ha3HAUCHHBIM IIpaBaM.

[IpaBa mocTyma MMEHOBAHHOTO KaHajla aHAJIOTHYHBI MpaBaM JOCTynma K (aiimy.
OOparieHne K IMEHOBAaHHOMY KaHaITy OCYILIECTBIISIETCS TaKKe, KaK U K OOBIYHOMY (ailiry.
B cBs3u ¢ atuM, mnig pa®oThl ¢ MMEHOBAHHBIMU KaHajaMH IpoileccaM HeoO0XOIUMO
MPEIOCTaBIIATh IIpaBa JOCTYyIA i uTeHus (3amucu) u3 (B) kanai. [Ipu co3manuu kanaia
HEOOXOJMMO YYMTHIBATh, YTO KaHaJbl CO3JAl0TCS C TpaBamMu jgoctyna «0666,
MoAUGUIIMPOBAaHHBIMA MAcKOM mpaB aocTyna umask(2) Bei3bIBatoiiero npoiecca. Takxke,
YTUINTA CO3/IJaHUs KaHalla TpeOyeT MPaBo Ha 3aMKCh B POJUTEIbCKUN KaTaJor.

IIpaBa nocTyma K CHMBOJIBHBIM CCBUIKAM BCETAA BBINVIIAAT KaK «TWXIWXIWX)»,
MIOCKOJIBKY TPU HUCIOJIb30BAaHUU CCBUIKH JpaiiBep (aillioBOM CUCTEMBI MEPECUUTHIBAET
peanbHbId MyTh K (paiily M MPUMEHSAET IMpaBa JOCTYIA, ONPEJEIEHHBIE NIl PEaJbHOrO
MyTH yXke 0e3 yueTa caMOil CUMBOJIBHOM CCBUIKH.

[Ipy BbIUMCIIEHHHM TIpaB JOCTyNa MPUHUMAETCS BO BHUMAHHE YPOBEHb JOCTYIIA
npoiiecca K gaiiny, KOTOPbIi BRIYUCISAETCA CIAEAYIOINUM 00pa3oM:

- eciiu UID ¢aitna u akryansubiii UID mporecca coBmanarT, mpoiece CUUTaeTCs

BIIaJIeTbleM daiina;
- B IpOTUBHOM ciy4ae, ecnu GID ¢aitna coBnagaer ¢ aktyansHsiM GID mpouecca
WJIU BXOJUT B CIIUCOK IPYMI, IPOLIECC CUYUTAETCS YIEHOM TPYIIIIbL;

- ecii 00a YCJIOBUSI HE BBINIOJIHEHBI, MPOLECC CYUTAETCS UyKUM MO OTHOIICHHIO K

daitny.

IIpaBa nocTyma BKJIIOYAOT CIOMCOK W3 JEBATH aTpuOyToB (O6uTOB) (aiina,
3aMHChIBAEMBIX B (POpME «TWXIWXIWX»: MO0 TpH BUAA JocTyna (ureHue — read, 3amuch —
write, UCTIOJTHEHUE — execute) I TpexX TPYNN — MOoJIb30BaTesI-BiIaaenbia (u), TpYyibi-
BJIaJIeNbla (g) U BCEX OCTAIbHBIX (0) COOTBETCTBEHHO. KaXK/Iblii MyHKT B 3TOM CIIHCKE

MOKET ObITh JMOO paspemieH, auO0 3ampemen (paBen 1 umu 0). B cmydae, ecnu



41
JIKHB.11100-01 31 03

HEKOTOPBIN AOCTYI 3allpelieH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA TUIIETCS 3HAK «-».
ATpuOyThl HEOTTOPXKUMBI OT (pailyia, TaKk Kak XpaHATCS B €ro METaJaHHBIX (MHIEKCHOM
JIECKPUIITOPE), U HE 3aBUCT OT KOJIMYECTBA UMEH (CChUIOK Ha (Daiisl) U UX PaCHOIOKEHUS
B JIEpEBE KATaJIOrOB.

[IpaBa noctymna (aitzioBoro o0beKTa MOTYT OBITh U3MEHEHBI, €CIIM 3TO Pa3pelieHo
TEKYIIUMHU TpaBujaMu (CaHKIMOHUPOBaHO). MoauduimpoBaTh mpaBa JOCTyla MOXET
TOJIBKO poliecc-Baaeel] (mosb30BaTENb-BIIAJIEIICIT) daiina, 1100
CYTIEpIIONIb30BATEIbCKUM (3aMyIIeHHBIH OT MMEHHM MoJsib3oBatTens root) mponecc (UID
nporiecca = 0).

OnucaHHble BBHIIIE MIpaBa BBICTABISAIOTCSA ¢ noMolnplo GyHkiuu umask (user file
creation mode mask). Umask oamHakoBeIM oOpa3oMm paboTaeT I BCeX OOBEKTOB:
KaXJIbld yCTAaHOBJIEHHBIM OUT umask 3ampeniaer BHICTABICHHE COOTBETCTBYIOIIEIO OUTA
npaB. VckitoueHneM U3 3TOTO 3ampera SBIAETCS OUT MCHOJHSEMOCTH, KOTOPBIN s
OObIYHBIX (halJIOB 3aBUCUT OT CO3JAIONICH MporpaMMmbl (TPAHCIAATOPHI CTaBIT OUT
HCIIOJHSAEMOCTH Ha co3JaBaemblie (aiiibl, Ipyrue MporpaMMbl — HET), COOTBETCTBEHHO,
WCKJIIOYEHHUEM SIBIIIIOTCA COKEThl M KaHajbl MEXKIIPOLECCHOIO B3aUMOJACHCTBUS U
MOHTHUpYEMBIE anmnapaTHbie ycTpoilicTBa. B cinydae kartanoroB umask ciemyer oOiemy
MpaBUILY.

IIpu obpamennn mporecca K 00BEKTY (C 3aIIPOCOM JIOCTYIa ONMPEISICHHOTO BUA)
CHUCTEeMa MPOBEPSIET COBIAJICHUE UACHTU(UKATOPOB BIAJEIBIIEB Mpoliecca U BIaJCIbIICB
(aiina B ONMpeneIeHHOM TOpPSIKE, U B 3aBUCHMOCTU OT PE3yJIbTaTa, MPUMEHSET Ty WU
HHYIO TPy MpaB.

B cnydae, ecnu TekymMMHU MOpaBUiaMU pa3penieHo (CaHKIMOHWPOBAHO), IMpaBa
nocTyma ¢GpanoBoro 00beKTa MOTyT OBITh H3MCHCHBI.

Kpome obmieit cxemsl pazrpanundenust goctyna OC Anwst CII noanep:kuBaeT Takxe
ACL, ¢ moMoOmpl0 KOTOPBIX MOXHO [JIsi KaXIOTO OOBEKTa 3aJaBaTh TpaBa BCEX
CyOBEKTOB Ha JOCTYT K HEMY.

MexaHu3M JUCKPEIIMOHHOTO pa3rpaHUYeHUs JOCTyNna 00eClneunBaeT BO3MOKHOCTD
CAHKIIMOHUPOBAHHOTO M3MEHEHHUsI CIIMCKA TMOJIb30BaTEIEd M CIHCKA 3alUIIAEMbIX

(hailyIoBBIX OOBEKTOB.
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[Ipu ocymiecTBiIeHUH PE3EPBHOTO KOMUPOBaHMS (PailioB M KaTanoros (GpyHKIUU
6e3onacHocTr OC 3KCMOPTUPYIOT AaHHBIE MOJIB30BATENS C aTpUOyTaMu 0€30MaCHOCTH.

Oynkiuu 6e3onacHocty OC 3anpeniaroT nojab30BaTeIsIM MOIUMDUIIMPOBATD SAPO U
€ro JIpaiiBepbl/MOTYIIH, KyPHAIIBI ayauTa 0€30MacHOCTH, 00IIHe OMOINOTEKH, CUCTEMHBIE
ucrnoyiHgemble Gaiiabl, ¢Galasl  KOHPUTypalMu CHUCTEMbI, a TakkKe 3ampeniaror
MOJIb30BATENSIM YATATh JaHHbIE ayauTa coObITHil Oe3omacHocty OC.

@ynkuun  Oe3omacHocth  OC  mpeAoCTaBIAIOT  BO3MOYKHOCTH — OFPAHHYUTH
MaKCUMAJIbHOE YHUCJO IMapajulelIbHbIX CEAHCOB, MPEAOCTABISEMBIX OJHOMY M TOMY K€
nosb3oBatento OC.

AJIMUHHCTpPATOpP UMEET BO3MOKHOCTh YCTAHOBKHM MHTEpBajia BpEMEHU 0e3/1eHCTBUS
nonb3oBatenst OC, 1o uUCTEYeHHE KOTOpOro (yHKUHUU O€30MaCHOCTU OJOKUPYIOT
MHTEpakTUBHbIA ceaHc mnonb3oBatens OC. Ilpm stom mnome3oBarento OC  Takxke
MPEJIOCTaBI€HA BO3MOXKHOCTh HMHHIMALMM  OJOKUPOBAHMS CBOErO0 COOCTBEHHOIO
MHTEPaKTUBHOIO CEaHCA.

[Ipu GnoxupoBaHMM ceaHCa MPOU3BOJIUTCS OYHMCTKA WJIM TEPE3aluch YCTPOUCTB
O0TOOpaKeHMsI, NPUJIAHUE HX TEKYLIEMY COJEp)KaHWI0O HEUYUTAeMOro BHJA, a TaKXKe
OJIOKMpOBaHUE JIOOBIX JAEUCTBUN MO JOCTYIY K JAaHHBIM MOJb30Bareis (YCTpOHCTBaM)
OTOOpaKEHUS, KpOME HEOOXOAMMBIX JUIsl pa3diokupoBaHus ceanca. Jjisi pa30oIoKUpOBKU
TpebyeTcs moBTOpHAs ayTeHTUduKaius mosib3oBatens OC.

Oynkiuu 6e3onacHocT OC cnocoOHbI 0TKa3aTh B OTKPHITUH CEAHCA, OCHOBBIBASICh
Ha uaeHTHuukarope noaszoBarenss OC, cpoke AeCTBUS UAECHTU(HUKATOPA MOJIb30BATENs
OC, ayreHTH(UKAIMOHHON MH(GOpPMALIMK, aTpUOyTax, CBI3aHHBIX C BPEMEHEM JIOCTyIa B
OC.

Buemnsss nmamsate, ucnosb3zyemas OC, pacnosaraetcs Ha OTIAEIBHOM pas3feie
JIMCKa, TIPEICTAaBICHHOM B (halJIoOBOM CHUCTEME CIEeUUANbHBIM (alaoM, JOCTyln K
KOTOPOMY HETOCPEACTBEHHO M3 MPOTrpaMMbl KOHTPOIUPYETCA AucKpeurnoHHbiMu [IP/].
[To ymomuaHuIO TOCTYN K pa3jienaM JUCKa UMEET TOJIBKO TIOBEPEHHBIN CyOBEKT WMIIH 4iIeH
rpynnsl «disk».

IIpu nmepBoHa4YaIbHOM HAa3HAYEHUH WM IPH NEpEepaclpeaesICcHH BHEIIHEN TaMATH
KC3 moxeTr orpaHnumBath A0CTyn cyObekTa K octarounor HDD-undopmaruu ugepes

MeXaHu3M «0e30macHOTO  yhajeHus» (QaiaoB (crnenuaibHBIM  aTpuOyT (aiina,
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YKa3bIBAIOIIMI HAa HEOOXOAMMOCTh Tepe3anucu (PU3UIECKON 00JIaCTH HOCHTENS JUCKa
nociie ygajacHus Qaitma). Eme ogHuM crocoOoM SBIISETCS HCIOJIB30BAaHUE KOMAHJIbI
shred, oGecrieunBaroleii 6e3omacHoe yaaaeHue paiios.

3.2.6.4. OrpannyeHue MporpaMMHOI Cpebl

Oynakuun 6e3onacHocty OC:

- IPEIOCTABJISIOT BO3MOKHOCTh YCTaHOBKH 110 TOJIBKO aMUHUACTPATOPY CUCTEMBI;

- 00ecreynBalOT BO3MOXKHOCTh 3a/IaHMsI TMEPEYHS KOMIIOHEHTOB MPOTPAMMHOIO
oOecrieueHus1, pa3pelIeHHbIX U 3alpelIeHHBIX JIi aBTOMAaTHYECKOTO 3aIlycKa mpu
3arpyske OC;

- 00€ecreynBalOT BO3MOXKHOCTh 3a/JIaHHsl TEpPEYHS KOMIIOHEHTOB IPOrPaMMHOTO
oOecrieueHusi, pa3pelieHHbIX M 3alpelleHHbIX [JIs 3allycka B IpoIecce
GyHKIHMOHUPOBAHUS oC 3a cyer HCIIOJIb30BaHUs TEXHOJIOTUU
NOT EXECUTE BIT (6ut 3anpera ucrnoiaHeHHUs). Y CTaHOBKAa OUTa MCHOJHEHUS
M03BOJIEHA TOJIBKO aIMUHUCTPATOPY CUCTEMBI;

- KOHTPOJUPYET 3armyck KOMIoHEeHTOB 1O u mpu oOHapy EHUU TOMBITKH 3aIlycKa
koMrnoHeHTOB [IO, mpousBefeHHBIX B HapyUIEHHE YCTAHOBJEHHBIX IPaBUII
3anycka komrnoHeHTOB I1O, oOecrieunBaeT OJIOKMpOBAaHUE MOMBITKU 3alycka, a
TaKXe€ OIOBEILICHHE MOJIb30BATEINS], BHIMOIHSIOMIETO 3aMyCK, U aJIMUHUCTpATOpa
CUCTEMBI.

3.2.6.5. N3onsuus npoueccos

OC Anpr CII mpenoctaBisieT Juisl KaXIoro Tpoliecca B CHCTEME COOCTBEHHOE

M30JJMPOBAHHOE aJpECHOE MpocTpaHcTBO. Kaxaplii mporecc paboTaeT coO CBOMMHU
BUPTYaJbHBIMU aJIpecaMt (B CBOEM BHUPTYyaJIbHOM aJAPECHOM MPOCTPAHCTBE), TPAHCIIALMSA
KOTOPBIX B (PU3MUYECKHE BBIMOIHSAETCS HA allapaTHOM ypoBHE ¢ momolibko sapa OC.

[Tonb30oBaTENbCKUM MPOIECC JIUIIEH BO3MOXXHOCTH HAMpsIMyl0 OOpaTUThCA K

CTpaHWIIAM OCHOBHOW TaMATH, 3aHATHIM HH(POpPMAIUCH, OTHOCSIICHCS K JIpyruMm
npoiieccaM. B pe3ynbrare mpouecchl CTaHOBSTCS H30JUPOBAHHBIMHU JPYr OT Apyra.
@usnyeckass NaMsITh pacHpeiesieTcss HE3aBUCUMO OT paclpe/ieNieHus BHUPTYalbHOUN
naMaTi OTAenbHOro mpouecca. [ns Bcex mponeccoB OC BbIAeNseT ciiydailHble 00JacTH

OIIEPATUBHOM MAMSITH.
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Oynkiun  6ezomacHoct OC g W30JSIMHM  TAPAJUICNIBHBIX  TIPOIECCOB
OCYIIECTBJISIOT YMNPABJICHUE BPEMEHEM MCIOJIB30BAHMS MPOIECCaMU OOIIUX PECypCoB,
UMEHOBAaHUE TPOIECCOB, MPEJOCTABICHUE IMPOIECCY BUPTYAIbHOIO  aJpPECHOT0
MPOCTPAHCTBA, OJOKUPYIOT MOMBITKU yaajdeHus (HailyioB, HAXOIANUXCS B CHEIUATbHBIX
KaTajorax, Ha KOTOpble YyCTaHOBJ€HAa (YHKIMUS OJOKUPOBAHMS, €CIM B MOMEHT
oOparteHus K (ailiry mporecca OH UCTOIb3YETCs JPYTUM MIPOLIECCOM.

3.2.6.6. 3amura namsTu

[To 3aBepmienuto pabotel aktuBHOrO mnponecca OC Anbt CII ocymiecTBiser
OunuCTKy onepatuBHOM mnamsatu (RAM-namMsT), HOpeaocTaBisieMOl 3TOMY MpOILEcCy.
Ouuctka oOnepaTHUBHON MaMSATH OCYIIECTBISIETCA ITOCPEACTBOM 3alUCU HYJEW WU
MacKUpYyouel nHPopMaIuu B MaMsITh MIPU €€ OCBOOOXKICHUH (TIEpepaclpe/ieSICHUN ).

Ouucrtka 0CBOOOXK1aeMbIX 00JIaCTEN ONEPaTUBHOM MaMSATU MPOUCXOAUT B MPOIECCE
nepeBoja sapoM OC KakI0M CTpaHUIIBI MAMSITH B pa3psii «HEUCTOIb3yeMbIX» (free). DT1o
O3HayaeT, B YKUCJIEC MPOYETO, UTO HU OJ[HA CTPaHUIIA U3 YUCJIA HEUCIIOIb3YEMBIX HE OyaeT
coJiepKaTh JTaHHBIX, KOTOpbIe TaM pasMmeriana OC Wi NPUIOKEHUs B Mpoiecce padoThl
CUCTEMBI. SIIpo BBICBOOOKIAET CTPAHHUIIBI, HAYMHAIOUIMECS C YKa3aHHOM, pasMepa
[pasmep ctpanuipl * (2 ~ kpatHOcTh)]. OONacTh BO3BpAIacTCs B MAacCHUB CBOOOIHBIX
oOnacTeii B COOTBETCTBYIOIIYIO TIO3UIMIO U TIOCIHE OTOrO TMPOUCXOJIUT TOMBITKA
00bEIMHUTH HECKOJIBKO 00J1acTel JIsl CO3/IaHusl OJTHOM OOJIbIIIETo pa3Mepa.

B paGortaromieit cucrteme wunHdopmaius 00 OUYHMCTKE OCBOOOXKIAEMBIX 0OsacTeit
maMaTH JIOCTYyIIHA B KaTaJore BUPTYalbHOM CIy)KeOHOW (haljioBOM  CHCTEMBI
/sys/kernel/mm/sanitize memory/. 31ech ¢ailin level COHCPKUT 3HAUYCHUE
napameTpa smem, a (aili count — KOJIMYECTBO MamsATH B OaiiTax, 00paOOTaHHOM
nojcucTeMo  ouuctku.  OuucTka  OCBOOOXKIAaeMbIX  oOJlacTel  maMsiTH  He
pacrpocTpaHsieTcsl Ha swap.

OC Anbt CII mopnmep:kuBaeT MexaHH3M «0€30MacHOro yjaneHusn» (ainiios.
Jlns HajmexxHoro ynajaeHus HHGOPMAIMU MCIOJIB3YeTCs YTUIUTAa KOMaHIHOM CTPOKHU
shred, koTopas cmocoOHa MHOTOKpPAaTHO II€pPE3aNUChIBaTh YHUYTOKAEMBICE OOBEKTHI

CIiciuaJIbHbIMHA OUTOBBIMH IIOCJIEA0OBATCIIbHOCTAMMU.
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B OC Aunbt CII peanuzoBana texHosorus ASLR, kotopas o0ecnedrBaeT 3aliUTy
OT BBINOJHEHUSI TMPOU3BOJBLHOIO KOJa BCIEACTBUE IepernosiHeHus Oydepa myTem
paHAOMM3AIUMU Pa3MEIICHUS aPECHOTO MTPOCTPAHCTBRA.

3.2.6.7. KoHTpOJIb 11€JIOCTHOCTH

[Tog 1ENOCTHOCTHIO MOJpa3yMeBaETCS CBOMCTBO HEU3MEHHOCTH HCIOJIHSIEMOIO
MPOrpaMMHOr0 Koja M HacTpoek. [lo mepeuHro mapaMeTpoB, ONpEAEIsiEMOMY B
KoH(urypanmoHHoMm (aiine, co3gaercs 0aza JaHHBIX, B KOTOPOH COACPIKUTCSA
ONpeNeeHHbIA Ha0Op TMapamMeTpoB, OMNMUCHIBAIOUIUX COCTaB W KOH(UTYpAIUIO
IpOrpaMMHOTro kKoaa. CuuTaeTcsi, 4To 3TH MapaMeTphl JOHKHBI OCTaBaThCs HEU3MEHHBIMU
B Iporiecce (PyHKIMOHUPOBAHUS CUCTEMBI, a JII000€ U3MEHEHUE OJHOIO U3 HUX SIBISETCS
CUTHAJIOM O TOM, 4YTO ObUIa MPOM3BEAECHA MOMBITKA HEJIErajJbHOTO JIOCTyma. Takxke Ha
OCHOBE pAa3JMYHBIX aJITOPUTMOB CO3JAETCS KOHTPOJIbHAs CymMMa, KOTOpas JOJDKHA
OCTaBaTbCsid HEUW3MEHHOH. ba3za mpaHHBIX, cO374aHHas B YCJIOBUAX, KOrJa IOIBITKA
HEJIETATBbHOTO JIOCTYNla HEBO3MOXKHA, CUYUTAETCA HTATOHHOW. BhIOpaHHBIE OOBEKTHI
CUCTEMBI C MapaMeTpaMH{, 3aHECEHHbIMH B JSTAJOHHYIO 0a3y JaHHBIX, XPAHATCI B HX
TEKYIIEM COCTOSIHUU B KaYECTBE 3TAJIOHHBIX.

Cozpannas B mpoiiecce paboThl 0aza AaHHBIX cuMTaeTcsi paboueil. Pabouas 6aza
JaHHBIX CPaBHUBAETCS C STAJIOHHOW BO Bpems 3arpy3ku OC, nanee mepuoguvyecku B
mpoiecce paboThl, a TakkKe M0 3alpocy aJMHHHUCTparopa cucteMmbl. I[lapamerpsl
CpaBHEHHSI ONpeACISItOTCsT KoHPurypandoHHeiM (Qaiiiom. B ciydae coBmajgeHust 0a3
JaHHBIX CUMTAETCS, YTO LIEJIOCTHOCTh CHUCTEMbI HE HapylleHa. B ciyyae BOSHUKHOBEHHUS
COOBITHSI HECOOTBETCTBUSI paboyell M ATalOHHOM 0a3 JaHHbIX, UH(pOpPMAIUs O COOBITUU
3aHOCHUTCSI B CHCTEMHBIN KYpHaJI IIPU MOMOIY CPEACTB MPOTOKOIUPOBAHMSL.

@yHKIMK 0€30MaCHOCTH KOHTPOJUPYIOT LEIOCTHOCTH!

- komrnoneHToB [1O, pa3pemieHHOTO A7s 3allycKa, W MPU OOHAPYKCHHUH TOMBITKH
3aIycKa KOMIIOHEHTOB MPOrPaMMHOTO O0ecTeueH s, eJI0CTHOCTh KOTOPBIX Obliia
HapylleHa, 00eCleynBalOT OMOBEUICHUE aJIMUHUCTPATOPA CUCTEMBI U OJIOKUPYIOT
HOTIBITKY 3aITyCKa;

- KOMIIOHEHTOB, KPUTHYECKHM BaXHBIX JUI1  (QYHKIMOHUPOBAHUSA  CPENCTB

BUPTYAJIU3alH, 1 JaHHBIX CPEACTB BUPTYAJIU3allH.
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3.2.6.8. O6ecneuenne HaIeKHOTO (PYHKIIMOHUPOBAHUS

B OC Aunbt CII peann3oBaHa KIMEHT-CEPBEPHAsl CUCTEMA CO3/IaHUS U YIIPABIICHHUS
PE3EPBHBIMU KONUSAMM JAHHBIX, & TAKKE€ UX PE3EPBHOTO BOCCTAHOBIICHHs. B TOM umcie
pEe3epBHOE KONMMPOBAHWE BUPTYAJIbHBIX MaIIMH (KOHTEHHEPOB), JAHHBIX CpPEJICTB
BUPTYaIU3ALMH.

Oynkunu 6e3onacHoct OC MO3BOJIAIOT CO3/1aBaTh OTKAa30yCTOMYMBBIN KIlacTep,
o0ecrneunBaroIUi OCTYITHOCTh CEPBUCOB U MH(OPMAILINU, TIPU BBIXOJIE U3 CTPOS OJTHOTO
U3 TEXHUYECKUX CPEJICTB.

[Ipu HemocTymHOCTM WM  TOBpexAeHUWH  (aiima  ayTeHTH(DUKALUOHHON
undopmanuu pynkuuu 6ezonacHocTd OC GIOKUPYIOT BCE MOMBITKY ayTeHTU(PUKALIUH.

Kaxnomy cyObeKTy JOCTyIa yCTAHABIMBAETCS MIPHUOPUTET IOCTYIA K MPOILECCOPY.
[IpeaycMoTpeHa BO3MOXKHOCTb pe€alu3aldd MAKCUMaJbHBIX KBOT IPOLIECCOB H
ONEpPAaTUBHON IaMSTH, KOTOpbIE OTHENbHBbIE Mojb30Bareau OC MOTyT HCIIOJIB30BaTh
OJIHOBPEMEHHO.

I'eHeprpoBaHuEe BPEMEHHBIX METOK M CHHXPOHHM3alUsl CUCTEMHOro BpeMeH:n B OC
oOecneunBaroTcst cpencrsamu openntpd. [IpegycMorpeHa BO3MOKHOCTh CUHXPOHU3ALUU
JIOKAJIBHOTO CUCTEMHOTO BpeMeHH ¢ yaaneHHbiMu NTP cepepamu.

3.2.6.9. ®unbTpalys CETEBOro MOTOKa

OC Anwt CII ocymiecTBisieT (QUIbTpallMi0 CETEBOTO MOTOKA JJIsl OTIPABUTENICH
uHopmaiuu, Tmodydarened wuHdOpMalUM, CETEBOro Tpaduka W BCeX Omeparui
nepeMeleHuss kontpoiupyemoid OC wuHpopManuu cereBoro Tpaduka K y3jiam
MH()OPMAIIMOHHOW CHCTEMbl M OT HHUX, Ha KOTOpbIE pacmpocTpaHsieTcs (QuibTpanus
CETEBOT0 NOTOKA.

Paszrpannuenue nocryma k cereBomy B3aumoneucTtButo B OC  BBIOIHSAETCS
MOCPEJICTBOM MakeTa iptables, B paMKax BBINOJHEHUS CAEAYIOMNUX (QYHKIIUA:

- cOOp CTATUCTUKH 110 CETeBOMY TpaduKy (ydeTa CTaTUCTUKH ITaKETOB);

- pa3rpaHuyeHus JOCTyNa K CETU OT/IEIbHBIM MPUIIOKEHUSIM;

- pa3rpaHWYEHUsl JIOCTYNAa K CETU Uil OINPEACIICHHBIX ITOJIb30BATENIEH CHUCTEMBI

(xpome ICMP-niakeToB, 111 KOTOPBIX HEBO3MOKHO ONPEACIIUTh BIAACbIA);

- (UIBTpALIMM TTAKETOB JIJIsI BXOSIINX U UCXOISAIINX COSTUHECHUM;



47
JIKHB.11100-01 31 03

- (pUIbTpaIMK NMAKEeTOB O JaTe\BPEMEHU;

- (uIIbTpaK MPOTOKOJIOB IPUKIIATHOTO YPOBHS.

Oynkuun Oe3onacHocTh OC  BBINONHAIOT aHaIW3 aTpuOyTOB 0€30IacHOCTH
CyObekTOB (OTHmpaBHUTENs, TMoOJydyaTenss) u  HHPOpMAIMH  (CETeBOrO  Tpaduka).
Ha atpubyrax 6e3omacHocTH hopMmupyeTcs Habop mpaBuil PUIBTpALMK, OCHOBBIBAsICh Ha
KOTOPBIX MPOUCXOAUT SIBHBIH 3alpeT WIK pa3peiieHne HHPOPMAIIMOHHOTO MTOTOKA.

OtnpaBuTenh ©  TOJyYaTelb HWMEIOT TUN  aTpulyTa: CETeBOM  ajapec
y3na ornpaButens/monaydarens. CereBol  TpaduK ~HMMEET  CIEAYIOIIUE  THIIbI
aTpuOyTOB:

- CETEBOM MPOTOKOJI, KOTOPBIM HCIOIB3YETCS ISl B3AUMOECHCTBUS;

- TPAHCTIOPTHBIN IMPOTOKOJ, KOTOPBIN UCIIOIB3YETCS I B3aUMOICVCTBYS,

- IOPTHI UICTOYHMKA U TIOJIyYaTelisd B paMKax ceaHca (Ceccun);

- pa3p€H1€HHI>IC/ 3allpCIICHHBIC ITIPOTOKOJIBI ITPHUKJIIAHOT'O YPOBHA.
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4. BXOAHBIE U BBIXOJHBIE JAHHBIE

4.1. BxoaHble faHHbBIE

O6men wunpopmarmeit  mexay OC Anbt CIIT ¥ BHEHIHUMH — HMCTOYHHKAMU
OCYIIECTBJISIETCS. C  TOMOIIbI0  MH(GOPMAIMOHHBIX  COOOUIEHUH MO  JIOKAJIbHOM
BBIYHUCIUTENLHOM ceTH min cetu Internet ¢ ucnonpzoBanuem mnporokosnoB TCP/IP, ICMP,
FTP, HTTP, POP, SMTP, IMAP, SLIP, PPP, RIP, IPX u NetBIOS.

Takke BXOAHBIMU JTaHHBIMU SIBJISIIOTCS YIIPABJISIONIME KOMaHIbI MOJb30BaTENEH U
aamuHucTparopoB [IOBM, BBejneHHBIE € HCIOIB30BAHUEM KJIaBUATYpbl W (WJIK)
MaHUITYJISITOPA THIIA «MBITITB):

- oOpaieHre cyOnekToB jaocrtymna (mporeccoB U komana CYBJl) k 3amuiiaeMbiM
MMEHOBAaHHBIM 00beKTaM joctyna — (aiiam (mporpammam, OHOIHOTEKaM,
daiimaMm ¢ TMOJIB30BATENBLCKOM H  CIy)XKeOHOM uHopMalueil), Kartajaoram,
crienualibHbIM (haitsiam (ycTpoiicTtBaM, cebuikaM, kaHanaMm FIFO), 6azam gaHHbIX U
X dJeMeHTaM (Tabiauuam, 3amMcsM, MOJsM 3aluceld, TPUITEpaM), a TaKKe
cpenctBam [PC (mopram, coketam, cemadopam);

- aTpuOyTHI, OMPENEISAIONIME TMOJHOMOYHMS CYOBEKTOB JOCTyNa U IpaBuia

pasrpaHUueHUsl 10CTyna K 00beKTaM JOCTyIIa.
4.2. BeixogHble JaHHBIE

Boixonueimu  ganabiMu 1t OC Anet CII siBRsitoTcst  pe3yabTaThl  00paboTKU
YIPaBISIONIMX KOMaHJ CO CTOPOHBI MOJIB30BATENIECH, aAMUHUCTPATOPA U aIMUHHUCTPATOPA
Oe3omacHoCcTH, pe3ysibTathl oOMeHa uHdpopmainuend mexay OC AnsT CII u BHEMIHUMU
WCTOYHUKAMU TIO JIOKAIBHOM BBIYMCIWTEIBHOM CeTH Wik cetu HMHTepHeT ¢
ucnoias3oBanueMm nporokojoB TCP/IP, ICMP, FTP, HTTP, POP, SMTP, IMAP, SLIP,
PPP, RIP, IPX u NetBIOS.

Tak)ke BBIXOJHBIMH JAHHBIMU SIBJISFOTCS PE3YJIbTaThl UCMOJb30BAHUSI CYOBEKTOM
J0CTyna  3alluIaeMoro OObEeKTa, TMPEAOCTABICHHOTO €My B COOTBETCTBHH C
YCTAHOBJICHHBIMHM TpaBWIAMHM pa3rpaHuueHuss jpoctyna. K Takum pesynbTaTaM MOTYT
OTHOCUTBCS: 3allyCK TMPOTpamMMbl, pelakTHpoBaHue ¢aiiaa, CO3JaHUE COKETOB,

no0aBlieHNEe JaHHBIX B 0a3bl TAHHBIX U JIPYTHE JCHCTBUA.
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ITEPEYEHb COKPAILIEHUIA

— KOMILJIEKC CPEACTB 3alIUThl UHPOPMALIUK;

— MHOTO()YHKIIMOHAJILHOE YCTPOUCTBO;

— OlepallOHHAsl CUCTEMA;

— IpOrpaMMHOE 00ecTeueHNIE;

— MIepCOHaIbHAs AJICKTPOHHAS BEIYUCIIUTEIbHAS MAIIIUHA;

— CHUCTeMa YIpaBJICHUs] 0a3aMu JaHHBIX.
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