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AHHOTALIA

JlaHHBIN JOKYMEHT omuchiBaeT komruiekc cpeAcTB 3ammThl (KC3) nmporpammHoro
wznenust (ITN) «Omnepammonnas cucrema Anbt 8 CII» JIKHB.11102-01, cokpamienHoe
HauMeHoBanne — OC Anbt 8 CII, penams3 10 s nponeccopoB VLIW  apXutekTypsl
daboOpyc.

Jlanee B 1oOKyMeHTe OyZET MCHOJb30BAThCS AIbTE€pHATUBHOE HammeHoBaHue [1U:
OC Anst CII.

Bepcus: 1.1.

PykoBonctBo mo KC3 coCcTOMT W3 TMSATH OCHOBHBIX YacTed, B KOTOPBIX
PACKpBIBAIOTCSI OCHOBHBIE BOMPOCHI MPUMEHEHHUS, CTPYKTYpPhl U (PYHKIIMOHUPOBAHUS
komruiekca cpencts 3amutel OC Anbt CILL

B nepBom paznene mpuBoauTcs Kpatkuid 0030p BozmoxkHocTel OC Anwt CII mo
3aIUTE TAHHBIX.

Bo BTOpOoM paszgene NpUBOAUTCS OMUCAHUE MOJAENIM 3alUThl. ONUCHIBAIOTCS
MIPUHLHNIBI 31U ThL, Ucnoiab3yembie B OC AnbT CII.

B Tpethem pasnmene mnpuBOAATCS THUMOBBIE (YHKIMH W 3a7aud  O€30MaCHOCTH
aIMUHUCTPATOPA, a TAKXKE OMHUCHIBAIOTCS KOHKPETHBIC MHCTPYMEHTHI ISl BBIMOJHEHUS
9TUX (HYHKIUH 1 3a/1a4.

B uerBeproM paznene NpUBOAATCA YKa3aHUA IO DSKCIUTyaTalldd W IPOBEPKE
L[EJIOCTHOCTH KOMILJIEKCA CPEACTB 3aLUTHI.

[Iaterit pazaen conepxut uHbopmanmio o ooHosiennro OC Anpt CII.
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1. OBIIME CBEJEHUA

OC Aunbt CII npenHazHaueHa sl TPYIIIOBOTO M KOPIOPATUBHOTO UCITIOJIB30BaHNUS B
KauyecTBe CpEACTBA  aBTOMATU3allUM  HMHPOPMALMOHHBIX, KOHCTPYKTOPCKUX U
IIPOU3BOICTBEHHBIX MIPOLIECCOB MPEANPHUITHI (OpraHu3auil, yapexIeHumn).

OC At CII  monzepKuMBaeT  KIHWEHT-CEPBEPHYIO  ApXUTEKTYPy M MOXKET
00CITy’KMBaTh MPOLECCHl KaK B MpeJieNiax OJHOMN 3JIEKTPOHHOW BBIYUCIUTEILHON MalIUHBI
(ITSBM), Tak u mponeccel Ha Apyrux [I9BM uyepe3 kaHanel nepegauyd JAaHHBIX WU

CCTCBBIC COCAMHCHUA.
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2. CTPYKTVYPA KC3

2.1. Jloruueckas CTpyKTypa

KC3 npencrasisier co0oil crnienralibHble MaKeThl MPOrpaMM OTNEPALIMOHHON CpPefibl,
Bxojsmue B coctaB sapa OC U CUCTEMHBIX OMOJINOTEK.

OcHoBnble Jornueckue komnonentsl KC3 (puc. 1):

- CpPEICTBA YIPABICHUS TIOCTYIIOM;

- CpEICTBA PETUCTPALIMU U yUETa;

- CpEACTBA KOHTPOJIS LETOCTHOCTH;

- CPECTBA YIPABJIECHUS MAMSATHIO.
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KC3 obecneunBaeT BBITIOJHEHUE CICAYIOMUX QYHKIIUNA 0€30MaCHOCTH:
- WACHTH(UKALNS U ayTCHTUDUKAITHS;

- yIIpaBJIEHUE JOCTYIIOM;

- perucTparys COObITHI 0€30MMacHOCTH;

- OTpaHUYCHHE MPOTPAMMHOMN CPEJIbI;

- U30JISIUS TIPOIIECCOB;

- 3alllATa [TaMATH;

- KOHTPOJIb IIEJIOCTHOCTH;

- obecrieueHne HAACKHOTO (DYHKITMOHUPOBAHUS,

- (puibTpaIys CETEBOr0 MOTOKA.
2.2. Aaroput™m pabdotsl KC3

®yukiuonupoBanne KC3 ocymecTBiasieTcs B COOTBETCTBHHM CO  CIEAYOIIUM
AITOPUTMOM:

1) BemmonHsiercss  3amyck  [IOBM, mno 3aBepmieHun 3amycka (opmupyercs
COOTBETCTBYIOILIEE cooO1eHne U nepenaercs MEXaHU3MaM
ayauTa/’KypHATUPOBAHUS;

2) nocne 3anycka [I9BM mnosb3oBareneM OCYIIECTBISETCS 3alpoc Ha JIOCTYyH B
OC Anpt CII, nonb3oBaTellb YKa3blBa€T CBOWM YHUKAJIbHBIA HIECHTU(UKATOP
(manmee — NOTMH) ¥ apOJIb, HAUUHAETCA MPOIeAypa UICHTUPUKALNY;

3) MexaHu3Mbl UACHTU(DUKAIMKM BBIIOJHSIIOT TOUCK JIOTMHA YYETHOW 3allucu B
BUpPTyaJdbHbIX 0Oa3ax pgaHHbIX (manmee — bJl) momb3oBarenei, W, eciud JIOTUH
OTCYTCTBYET B BHPTyaJlbHbIX bJI, TO cCe€aHC COEIMHEHHS C CHCTEMOM
peKpalaeTcs;

4) ecni MEXaHU3MbI UJIEHTU(DUKAIIMN HAXOISAT JOTHUH MOJIb30BATENS B BUPTYaJIbHBIX
BJl, To nnenTuduKanus cuuTaeTCs MPONICHHON YCTIEITHO U HAYMHAETCS TTPOIIece
ayTeHTU(UKALINH;

5) ecnu ykazaHHbIA TApoOJb HE COOTBETCTBYET JIOTMHY, TO CEAaHC COEIUHEHHS C

CUCTEMOU MpeKpalaeTcs;
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6) ecnmu  yKa3aHHBIM MOJB30BATENIEM IAapOJIb COOTBETCTBYET €ro JIOTHHY, TO
ayTeHTU(UKALUAg  CUMUTAETCSl NPOMJEHHOM  YCHEIIHO U  I0JIb30BATEIIO
IPEIOCTABIISAETCS TOCTYIl B CUCTEMY;

7)Bce cBedgeHuss 00  WCMHOJIB30BAaHUM  MEXAaHU3MOB  WJCHTUPUKAUUU |
ayTeHTU(UKALUY NEPEJAIOTC MEXaHU3MaM ayIuTa/)KypHaIUpOBaHMUS;

8) mocTynm ToOnB30BaTeNs K OOBEKTAM CaHKIIMOHUPYETCS  JUCKPEIMOHHBIM
MEXaHU3MOM pa3rpaHUYEHHUs IOCTYIIA;

9) Bce 3ampochl MOIb30BATENS HA JOCTYN K 00bEKTaM (PUKCHPYIOTCS CPEJCTBaMU
perucrpauuu coObITUM;

10) xaxapIil 3apoc MOJB30BaTENsl K OOBEKTY JOCTyIa BBINOIHIETCS HEKOTOPBIM
MIPOLIECCOM;

11) cpenctBa ynpaBinenus mnamsatbio (Haxomsarca B anpe OC)  BbILAETAIOT
HEOOXOAUMBIH MHUHHUMYM CBOOOJHOW ONEpaTMBHOW NaMSATH JUIsl 3TOTO
npoliecca;

12) npu 3TOM JuUcHeTYep JOCTyNa pa3rpaHUYMBAET JAOCTYNl K MaMsiTH 3TOTrO
IIPOLIECCA B COOTBETCTBUU C TUCKpenoHHbIMU [1P/;

13) mo 3aBepuieHun pabOTHI Mpoliecca MaMmsATh, 3aHUMaeMasi UM, OYMIIACTCA U
nepepacnpezenseTcs CpeICTBAMU YIIPaBICHUS TaMAThIO;

14) Bce oneparuu no usmenenuto [P/, cicka nosib3oBaTene, crucka 0ObEKTOB
(haiiyioBOM CHCTEMBI, 3aMPOCHl HA JIOCTYN K 3allUIaeMbiM 00bekTaM (paitoBoi
CUCTEMBI, a TaKXKE BCE MOMBITKU UIEHTU(PUKALNN U ayTCHTU(PUKAIIUN B CUCTEME
PEruCTpUPYIOTCS MEXaHU3MaMHU CpEICTB perucrpauuu COOBITHI
(CKypHAJIUpOBAHUE, AYIUT);

15) mporpaMmHBIii KOMIUIEKC KOHTpoJiA LenocTHocTu osec (mamee — IIK osec)
o0ecreynBaeT KOHTPOJIb COCTOSIHUS BCEX KIIFOUEBBIX 3JIEMEHTOB CUCTEMBI (sApa,
mexanu3moB KC3, cBefeHmii 0 cyObeKkTax U 00BEKTaX CUCTEMbI) — (PUKCHUPYET
COCTOSIHUE CHUCTEMbl B MOMEHT OTCYTCTBHUSI HECAHKIMOHHMPOBAHHOI'O JOCTYyIa

(HCH) B OC u coxpansier cBenenus B (paitnbt b/1.
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2.3. Onucanme MOaeIu 3aIUThI

[TokazaTenu 3aMIIEHHOCTA OT HECAHKIIMOHUPOBAHHOIO I0CTyNa K HHGOpMALIK U
oOmass MoOJeNb 3alllUThl CTPOSATCA Ha 0a3ze pacHIMPEHHON AMCKPEIMOHHOW MOJAENU
3aIUThl, MOJICTTU UACHTHU(DHUKAIIMN U ayTeHTU(DUKAIIMHU, MOJEIN KOHTPOJS LEIOCTHOCTH,
MOJIENTM TTPOTOKOIMPOBAHUS COOBITUM, a TAKKE HA MOJICTH YIIPABICHUS MAMATHIO.

2.3.1. CyObekTsl octyna

CyObektamu noctyma sBisitorcest mosib3oBaTenmn  OC Anet CII:  momb3oBaTedb,
aIMUHUCTPATOP (M0IB30BATEIh C UMEHEM root U uaeHTuduraropom — 0).

OyHKIMY, 3aJa4d  TOJIb30BATENs, a TaKXKE KIACChl KOMAaHJ, HCIOJIb3YEeMbIX
MOJIb30BATENIEM, U UX ONMCAHUE MPHUBEIAEHBI B JOKyMEHTE «PyKOBOICTBO IMOJIb30BATENS.
JIKHB.11102-01 91 01».

OO0mme ¢yHKUMM, 3a7a4d  AAMUHUCTpATOpa, a TaKXKe KJIacChl KOMAaH],
UCIIOJIb3YEMbIX ~ AMUHUCTPATOPOM, W HUX OINHCAHUE TMPUBEIEHbI B JIOKYMEHTE
«PyxoBoactBo anmuanctpartopa. JIKHB.11102-01 90 01».

2.3.2. OOBeKTHI goCcTyna

OObekTaMu JoCTyna SIBISIOTCS:

- paiinbl (MpeTHa3HAYEHBI I XPAHEHHS] CAMBOJIBHBIX M JIBOUYHBIX JTAHHBIX );

- KaTaJiory (MpeIHa3HauYeHbl ISl OpraHu3aluy JocTyna K (aitiam);

- CAMBOJIMYECKHE U IKECTKHE CCBUIKM (MIpeAHA3HAYEHBI MJIsi TPEJOCTABICHUS

nocTyna K aitinaM, pacriosioKeHHBIM Ha JTFOOBIX HOCUTEIISX);

- (paiinbl OJIOYHBIX M CHMBOJIBHBIX YCTPOMCTB (IpeAocTaBiieHHe HHTepdeiica s

B3aMMOJEHCTBUSI C annapaTHbIM 00eCTIeYeHUEM KOMITbIOTEPA);
-KaHaJbl W COKEeThl (OpraHu3alMs MEXIPOIECCHOrO B3aUMOJECHCTBUA B
OTIEPAIIMOHHON CUCTEME);

- mexanu3Mel [IPC (pa3nensemas maMsTh, ceMadopbl, ouepen COOOIISHHMH ).
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2.3.3. OCHOBHBIE MOJOKEHUS MOJEIN 3AIIUTEI
B ocHOBe Mopaenu 3amIuThl JCKHUT P MOJOKEHUM O HAIMYUM Y TOJb30BaTesei
(Tpymnm moJsib30BaTelNiel) YHUKAIBHBIX HACHTH(PUKATOPOB, O JEHCTBUTEIHHBIX CYOBEKTaX U

ypoBHe peanm3anuu [1P/1.

2.3.3.1. YHUKaJIbHBIN YHCIIEHHBIN UICHTU(PUKATOP MOJIb30BaTEIEH

C KaxaplM  TI0JIb30BATEJIEM CHUCTEMbl CBSI3aH  YHUKAJIbHBIA  YHCJICHHBIN
uaeHtudukatop — uneHtupukarop nonaszoBarens (UID), KOoTOpsIi SBISETCS KIIOUOM K
cOoOoTBeTCTBYIOIIeH 3amucu B bJl monp3oBareneit, coaepkame HHPOpMAIUIO O
MOJIb30BATEIISIX, BKITIOUAsI UX peajbHbIE U CUCTEMHBIC UMEHA.

bJl mnonp3oBaTenel MOANEPKUBAETCS UM YNPABISIETCA  aJIMUHUCTPATOPOM.
UID — spabik cyObekTa (HOMUHAIBHBIA CYyOBEKT), KOTOPBIM CHUCTEMa MOJIb3YETCS JUIs
ompeneneHuss npaB  goctyma. COOTBETCTBHE  BXOJHBIX  HWMEH  YHUKAJIbHBIM
unentudukaropam (UID) monb3oBaTeneil ycTaHaBIMBaeTCS B IPOCTPAHCTBE HMEH,
crienupUIUPOBaHHOM B (aitiie /etc/nsswitch.conf. B OC Anbt CII mo ymMomadaHuio
ucrosb3yercst (pailJloBoe MPOCTPAHCTBO MMEH: MNyONM4YHAsl Yy4yeTHas HHQPOpMaLHs
HoJb30BaTene XpaHurcs B (Qaiine /etc/passwd, NpuUBaTHag — B (Qaiulax Buaa
/etc/tcb/<BxomHoe wumsa>/shadow.

Bwmecrto daiinoBoro mpoctpaHcTBa uMeH sl opranuzanuu bJl mosb3oBareneit
MOXET HUCIOIb30BaThCsA OAHA W3 peanu3auuii nporokonsa LDAP — maker OpenLDAP,
Bxogammi B coctaB OC Anbt CII.

2.3.3.2. YHUKaJIbHBIN YUCIICHHBIN UICHTU(PUKATOP TPYIIIHI OJIb30BaTeNeh

Kaxxaplii 1moap30BaTeNh BXOAWT B OJHY WX OoJiee rpymm. ['pymnma — 3TO CIHCOK
MOJIb30BaTENE cucTeMbl, UMerInid coOcTBeHHbI HaeHtudukarop (GID). Ilockonbky
rpymnmna oObEIUHSET HECKOJIbKO TMOJIb30BaTeNed CUCTEMbI, B TEPMHUHAX MOJUTUKHU
0€30MacHOCTH OHAa COOTBETCTBYET MOHITHIO «MHOXECTBEHHBIH cyObekT». GID — sipibik
MHO>KECTBEHHOT'O CYOBEKTa, KOTOPHIX Y HOMHHAIBHOIO CyOBEeKTa MOXET OBbITh OoJiee
onHoro. Takum oOpazom, ogaomy UID cootBetctByeT ciricok GID.

BxoxneHne Tonb30BaTeNsI B «MEPBUYHYIO» TPYIIy OTpaXeHO B  (aiiie

/etc/passwd, BO BCE OCTaJbHbIE — B (haiilie /etc/group.
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2.3.3.3. JlelicTBUTENIbHBIN CYOBEKT

Ponw neiictBuTenbHOro (padoTaromero ¢ o0bekTaMu) CyObeKTa UrpaeT MpoIecc.
Kaxxaplii 3amymieHHbIi mpoiece B cucTeMe CHabKaeTcsl YHUKAIbHBIM UICHTH(PUKATOPOM
(PID, Process ID), otob6paskaeTcs B TaOJIAIIE MPOIIECCOB U COTIOCTABIISIETCS KaTaJIOTy BUA
/proc/<PID>, COJAEpKaIeMy pa3IndHyIo nH(popMaIuo o padboTe mporecca.

Kaxnaplii  mpomecc cHaOxkeH eauHcTBeHHBIM UID  —  uaeHtudukaropom
3ayCTUBILErO0  IPOLIECC HOMUHAIBHOIO  cyObekTa (monb3oBatens). Ilpouecc,
MOPOKICHHBIA HEKOTOPHIM MPOLIECCOM ToJb30Bartens, Hacieayet ero UID.

Takum oOpa3zoM, Bce MPOILIECCHI, 3allyCKaeMble MO KETaHUIO MOJIb30BaTeNsl, OyayT
UMETh ero uaeHtudukarop. Bece mpouecchl, NpuHaiieKaume Mnojab30BaTeto, 00pa3yoT
ceaHc moJab30oBaTens. llepBblil mporecc ceaHca NOJB30BATENs MOPOXKAAETCS TMOCTE
MPOXO0KJICHUA MPOLeAyp UaAeHTUPUKauuu U ayreHTuguKkauu. [Ipu odpamenun npouecca
K O0OBEKTY JOCTYI MPEIOCTABIACTCS MO pe3yabTaTaM MPOIEAYypbl aBTOPU3AINU, TO €CTh

00paboTKH 3armpoca Ha OCHOBE AUCKpelMoHHBIX TTP/].
2.3.3.4. YpoBeHb peann3anuu Mmexanusma [1P/]

Mexanuzm [IPJ] peamusoBan B simpe OC, uro oOecrneyumBaeT €ro MpaBUIIbLHOE
(GYHKIIMOHUPOBAHME MIPU UCTIOJIB30BAHUU JHOOBIX KOMIIOHEHTOB, IpeaocTaBisieMbix OC.

2.3.4. Monenb uaeHTUPUKALUY U ayTeHTU(PUKALIUH

Monenbs uACHTH(PUKALMK W ayTEeHTUPUKAUUKA TOJIb30BaTEeNsl (DYHKIIMOHHPYET B
COOTBETCTBHUHM CO CJIEAYIOIIUM aJrOPUTMOM:

- IOJIb30BATEIb MTOCBUIAET 3aIIPOC HA JOCTYII K CHCTEME;

- aBTOMAaTUYECKH CHCTEMOM BBI3bIBAaeTCsl mporpamma login (ucmosib3yeTcss jist
3allyCcKa HOBOT'O C€aHCa B CHUCTEME), KOTOpas BBIBOAWUT MpurianieHue login Ha
TEpMUHAJ MMOJIb30BATENS;

- IOJIb30BATENb MPEABABIISIET CBOE BXOJAHOE UMS (Aajiee — JIOTHH) U MapoJib;

- Moy NSS nepexBaTbIBatOT JOTHUH MOJIB30BATENS U OCYIIECTBIISIIOT €ro MOKCK B
daiinax BupryanbHoit bBJ[ monb3oBaTeneilt cuctembl (I KOHUrypanuu
UCTOYHUKOB  BUpTyanpHOM  BJl  momb3oBatenelt  ucnosib3yercsa  Qaiin

/etc/nsswitch.conf): B ¢aiyiax /etc/passwd, /etc/shadow, /etc/group;
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-ecnmu Moayiau NSS HaxomsdT JOTWH ToJib3oBatens B (aillax /etc/passwd,
/etc/shadow, /etc/group, TO NEpenarOT ux MoayiasiM PAM, u 3areM HaunHaeTcs
mporiecc ayTeHTU(UKAINY;

-Monyiii PAM cpaBHUBAIOT JIOTHH U 11ApOJIb, IPEABIBICHHBIC MI0IB30BATEIEM, CO
3HAYCHUSAMH, XPAHAIIMMHUCS B (aiiax /etc/passwd, /etc/shadow, /etc/group;
-€CIIM BBEIECHHbIE HUMS U MAapoJib CYObEKTa COOTBETCTBYIOT XPaHALIMMCS
3naueHusiM, KC3 npegocrasmnset nocryn cyobekty B OC Anwt CII, napopmarus o
pe3yJIbTaTe MOMBITKU 10CTyNa GUKCUPYETCSl CPEICTBAMU PETUCTPALIUN COOBITUH;

- €CJIA BBEJCHHBIE UMl M TIapOJIb CyOBEKTA HE UIEHTUYHBI 3HAYEHUSM, XPaHAILUMCS
B 0aze nmanHbix, KC3 otknonser 3amnpoc gocryna cyobekra B OC Anpt CII (mis
BBIMIOJIHEHUSI  TIOBTOPHOM  MOMBITKM ~ ayTEHTHU(HUKAUUU CyOBEKT  JIOJKEH
MHULMAPOBATh HOBBIM 3ampoc A0cTyna), MHPOpMALMS O pe3yJbTaTe MOIbBITKA

JOCTYIIa COXPAHAETCS B CHCTEMHOM XYypHAJIE;

-B KoH(purypauuu (Paitia /etc/nsswitch.conf MOXHO yKa3aTb HECKOIBKO
UCTOYHUKOB (QaitioB BbJl mnonbp3oBarenel, Hampumep, B KauyeCTBE HCTOYHHMKA
yKa3atb AepeBo kartaioros LDAP;

-€ClId JIOTMH W TMapoJib MOJb30BaTENsl OTCYTCTBYIOT B (haiinax /etc/passwd,
/etc/shadow, /etc/group, MOAyau NSS OCYIIECTBISIOT MOUCK B JEPEBE
katajgoroB LDAP, u 3aTem nepenaroT ux Mmoaysisim PAM;

-moaynu PAM cpaBHMBAIOT JIOTMH U MApOJb, IPEABIBICHHBIE MTOJIB30BATENEM, CO
3HAYECHUSIMH, XpaHAIIMMHUCS B AepeBe kaTtanoros LDAP;

-€ClIM BBEIECHHbIE HUMS U TMapoJib CYObEKTa COOTBETCTBYIOT XPaHSAIIUMCS
3HauenusaM, KC3 npenocrasnser goctyn cyosekty B OC Anbt CII, uHdopmanus o
pe3yJbTaTe MONBITKH 1OCTyNa (PUKCUPYETCSl CPEICTBAMU PETUCTPALIUN COOBITUH;

- B ClIyyae HEOOXOJMMOCTU pealun3alliy CETeBOM ayTEeHTU(UKAIMU MOJIb30BaTENEH
B CHUCTEME IPEelyCMOTPEHa BO3MOXHOCTh ayTeHTU(UKAIMKU ¢ momolbio Kerberos
C XpaHeHueM uHdopmaIiuu o mojab3oBaressax B aepese katanoroB LDAP (Kerberos
MOKET HCIOJb30BaTbCI U JUISl OCYIIECTBICHUS JIOKAJbHOW ayTeHTU(DUKAIUU

MOJIb30BaTeNe);
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- Bcsl uHGOpMaIUs O pe3ysbTaTax MOMBITOK JOCTyIa PETUCTPUPYETCS CPEACTBAMU
perucTpanuu COObITHA.

CxeMa anropurma npuBeJieHa Ha puc. 2.

Havano Het
> 3anuch HalgeHa

\ 4 1 l
3anpoc nonb3osaTtens Ha \ 4

ZOCTYN K cUCTeMe: BBOZA,
naeHtudmKaTopa v napons

A 4

¢ Mowuck naeHTudukaTopa B

Obpawenme k PAM pepese Katanoros LDAP

ObpaleHue K cnyxbe NSS

AyTeHTUPMKaLMA LDAP cepsep

) i i
Mowck naeHTudukaTopa B

POSIX dainnax Ja

AyTeHTUdMKauma
nporaeHa

3anucb HallpeHa

\ 4
darinbl
/etc/passwd
/etc/shadow
/etc/group

Het

MpepocrasneHune focTyna K
cucteme

A\ 4

/

Puc. 2 — Aaroputm uieHTUPUKALNUN U ayTeHTU(PUKALINH

2.3.5. Moaenb JUCKPEMOHHOTO Pa3TpaHUYEHUs JOCTYyNa

2.3.5.1. O0uiue cBeneHus

MexaHu3M JUCKPEIMOHHOTO pa3rpaHUYCHMs] JOCTYNAa pEaln30BaH B  SIpe
OC Anpr CII m 3akimrouaercs B TOM, YTO Ha 3alUIIacMble MMCHOBAHHBIE OOBEKTHI
YCTaHABIMBAIOTCS (aBTOMATHYECKHM Tpu uX cosfganuu) Oa3oBeie [IPJ] B Buze
uaeHTU(GUKATOPOB HOMHHAIBHBIX cyObekToB (UID wu  GID), kortopele Brpase
pacropsikaTbCsl IOCTYIIOM K JAHHOMY OOBEKTY U IIpaBaMu J0CTYIa K OOBEKTY.

Paznmuuaror Tpu BHIa JOCTyMa: YTE€HWE, 3amuch W ucnoiHeHue. [Ipu oOpamennn

mporecca K o0BbeKTy (C 3ampocoM JOCTyNa OINpeeSeHHOI0 BUJIa) CUCTEMa IMPOBEPSET
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COBMAJICHUE WIACHTU(PHUKATOPOB BJIAJAEIBIEB Ipoliecca W BiajenblieB ¢aina B
ONPENEIICHHOM MOPAJIKE W, B 3aBUCUMOCTH OT pPE3yJbTaTa, MPUMEHSET Ty WIH HHYIO
TPYIIILY MPaB.

B cayuae, ecnu TeKylMMU MpaBUIaMU Pa3peiieHo (CAaHKIIMOHUPOBAHO), TO MpaBa
noctyna (aiaoBoro 00beKTa MOTYT ObITh U3MEHEHBI.

Kpome obmieit cxembl pasrpanndenus noctymna, OC Anst CII mogaepkuBaeT Takxe
ACL, ¢ moMompr KOTOPBIX MOYHO IJIsl KaKJIOro OOBEKTa 3aJaBaTh IpaBa BCEX
CyOBEKTOB Ha JJOCTYII K HEMY.

MexaHu3M TUCKPEIIMOHHOTO pa3rpaHUyYEHHs TOCTyINa 00eCreunBaeT BO3MOKHOCTD
CaHKIIMOHUPOBAHHOTO M3MEHEHHUs CIIMCKA TMO0JIb30BaTEIEH M CIHCKA 3alUIIAEMbIX
(hailyioBBIX OOBEKTOB.

MexaHu3M JUCKPEMOHHOT0 pa3rpaHUyYEHus JOCTyIa 3aTParuBaeT:

- Mexanu3mel IPC;

- paiinoBeie cuctembl Ext2/Ext3/Ext4;

- ceteBas (aiinoBasi cuctema NFS;

- BUpTYyanbpHas (aitnoBas cucrema VFES;

- paiinoBeie cuctemsl JES, XFS, ReiserFS.

K 3ammiaemMbpiM 00beKTaM T0CTYyTa OTHOCSTCS:

- OObIUHBIE (aIBI;

- KaTajoru;

- )KECTKHE CCBUIKU (IIpaBa JOCTyMma Ha XKECTKUE CCBUIKM OyayT B TOYHOCTH

TyOJIUpOBaTh MpaBa J0CTyMa (ailioB, HAa KOTOPbIE OHU CCHLIAIOTCS);

- OJIOYHBIE U CUMBOJIbHBIC YCTPONCTBA;

- noMeHHbIe cokeTsl (IPC-coketsr);

- KaHaJIbl MEKITPOLIECCHOTO B3aUMOECHCTBUS (MMEHOBAHHBIE);

- mexanu3Mebl [PC (pasnensemast maMsTh, ouepeid COOOIICHHM U Ip.).

[Ilpumeuanue. MexaHusmM AUCKPELIMOHHOTO  pa3rpaHUYCHUs  JIOCTyma
OC Anet CII He pacnpoctpansercss Ha cereBble cokeThl (INET-cokeTwl), cChUIKH,
YCTPOMCTBA U KAHAJIBI.
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2.3.5.2. Mopaenb 3anuThl ¢aiiaoB
2.3.5.2.1. O0mas cxema pa3rpaHuyeHus J0CTyma
B OC Anpt CII paznu4aroT CIeIyrOIIie THIIHI (HaiiIoB:
- 00bIuHbIE (Daiisibl (MpenHa3HauYeHbl JUIsl XPAaHEHUsS CUMBOJBHBIX U JIBOMYHBIX
JTAaHHBIX );

- KaTasoru (mpeHa3HavYeHbI 711 OpraHu3aluy JOCTyma K Qaitnam);

- CAMBOJIMYECKHE U IKECTKHE CCBUIKM (IIpeAHA3HAYEHBl MJIsi TPEJOCTABICHUS
J0CTyNa K (paitiiam, pacroyIoKEHHbIM Ha JTFOOBIX HOCUTEIISX);

- ailniel 6JIOYHBIX M CHMBOJBHBIX YCTPOMCTB (TmpemocTaBieHue uUHTepderica s
B3aMMOJICUCTBUS C alapaTHBIM 00eCIIeYeHUEM KOMITbIOTEPA);

-KaHAJIbl W COKEThl (OpraHu3anusi MEXIPOIIECCHOIO B3aUMOJICUCTBUSA B
OTIepallMOHHON CUCTEME).

OnpenensitoTcst TpU BUJA JOCTYIIA:

- YTCHUE (read, r);

- 3aIHCh (write, w);

- UICIIOJIHEHUEC (execution, x).

OnucaHHble najnee MEXaHU3Mbl JEWCTBYIOT Uil CChUIOK, YCTPOWMCTB, KaHAJIOB U
COKETOB.

Urenne s Qaiina o3HayaeT MNpPaBO MOJYyYaThb COAEPKUMOE MO HHIECKCHOMY
neckpunrtopy. g karamora — O3HAYaeT MPaBO MOJy4yaTh CIHUCOK HMEH OOBEKTOB,
coaepamuxcsa B HeM. [Ipu 3ToM, eciii 1O0CTyl Ha YTEHHE K KaTaJory 3alpelieH, IpoLece
HE CMOXET IOJyYUTh CIUCOK HMEH, OJHAKO JOCTYyH HENOCPEICTBEHHO K (Qaiity,
HaxoAsUIEMYyCSl B KaTajore, peryJupyeTrcss NpaBOM HCIOJIb30BaHUA (KCIIOJTHEHHUS)
KaTajiora, a He IPaBOM YTEHUSI.

3anuce s ¢aiina o3HayaeT MpaBo MOIU(DUIIMPOBATH COACPKUMOE MO UHACKCHOMY
neckpunrtopy. Jms karamora — o3HayaeT mpaBo MOAUGHUIIMPOBATH CIHUCOK ¢ainoB. bes
mpaBa Ha MHCHOJb30BaHUE (MCIOJHEHUE) Karajora NpaBO Ha 3aluCh MPAKTUYECKH

HCIIPUMCHHUMO.
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Wcnonnenune mist aiina o3HayaeT MpaBO 3alyCKaTh €ro B KaueCTBE MPOrPaMMBI.
PaznuuaroT GuHapHbIe UCTIOJHAEMbIE (haiiiibl, KOTOPHIE HEMOCPEICTBEHHO 3arpyKaloTcs B
namMsATh B BHUJE Ipolecca (BO3MOXXHO, IMOCPEACTBOM JIMHAMUYECKONM KOMIIOHOBKH C
pasnenseMbIMiu OMOJIMOTEKaMU) W CIEHApUH, I BBIIIOJHEHUS KOTOPBIX 3aIlyCKaeTcs
npouecc U3 Apyroro Qaina, a Tekymui (aitn oTgaeTcs eMy B KauecTBe MapaMeTpa
KOMaHJHOW CTPOKHM (CJIeIOBATENbHO, JUIsi paOOThI 3allyCKaeMOIo ClieHapusi TpeOyeTcs
TaK)Xe TOCTYIl Ha YTEHHE).

Jns  katanora JOCTYIl Ha MCIOJb30BaHHE (MCIOJIHEHHWE) O3HA4YaeT IMpaBo
npeoOpa3oBbIBaTh HMMEHAa OOBEKTOB, HAXOIAIIMXCA B KaTajlore, B HHJEKCHBIC
aeckpuntopbl. Crincok uMeH (paiioB B Katajore, JOCTYIIHOM IIPOLIECCY HAa YTEHUE, HO HE
Ha UCIOJIb30BaHuE, OyAEeT BUACH, HO caMU (haiibl OCTAaHYTCS HEAOCTYITHBI.

Jns paborel ¢ OJOYHBIMM UM CUMBOJIBHBIMH ycTporictBamu B OC mpu
MOHTHUPOBAHHUH CO3/AIOTCS CHelHalbHbIe (Pailyibl, 0OecreunBaronIiue MPOU3BOIbHBIA WU
MOCJIEIOBATEIbHBIA  JIOCTYIl COOTBETCTBEHHO THUIy YCTpPOMCTBa, KOTOPOMY OHHU
Ha3Hayarotcs. [IpaBa nmocTtynma il y4eTHBIX 3allMCE MOJIb30BAaTENl M BBI3BIBAEMBIX
IIPOLIECCOB Ha3HAYAIOTCS HA COOTBETCTBYIOIIMI CO3/IaHHBIN (aii.

[IpaBa gocTymna K JOKaJbHBIM COKETaM Ha3HAYAIOTCA Ha CICHHAIbHBIN (hailsl cokeTa
M0 3aJlaHHOMY TyTH, Y€pe3 KOTOPBIM K COKETy OymyT oOpaimarbes JII0Oble JTOKaJIbHBIC
MpoLIeCChl MyTEM YTEHHWs/3amucu M3 Hero. llpu HMCHoONb30BaHMM CETEBOTO COKETa,
co3faeTcsi aOCTPaKTHBIM OOBEKT, MPUBSA3AHHBIA K CIYIIAIOIIEMY HOPTY ONEPALMOHHON
CUCTEMBI M ceTeBOoMy HHTepdelicy, 3areM emy mnpucBaumBaercs INET-ampec, koTopbiii
MMeEET ajipec uHTepdeiica u Caylaroero nopra, u gajiee oopaiieHue OyaeT TPOUCXOIUTh
K a0CTpaKkTHOMY OOBEKTY COTJIACHO HA3HAYEHHBIM IpaBaM.

[IpaBa gocTyna MMEHOBAHHOI'O KaHala aHAJOTWYHBI MpaBaM JOCTyna K (aily.
OO6pamieHue K MMEHOBAHHOMY KaHaJIy OCYIIECTBIISICTCS TaK e, KaKk U K OOBIYHOMY
datiny. B cBsizu ¢ 3TuM, 11 pabOThl C HUMEHOBAaHHBIMU KaHAJIAMH TPOIEccaM HEOOXO0IUMO
MPEAOCTaBIATh IIpaBa JOCTYyMa A ureHus (3anucu) u3 (B) kanan. [Ipu co3panum kanaia

HEOOXOJMMO YYHTHIBATh, YTO KaHAJbl CO3MAIOTCS C mpaBamMu jaoctyma «0666y,
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MOJIM(UIIMPOBAHHBIMI MAacCKOW TMpaB JOCTYIa umask BBI3BIBAIOIIETO Ipoliecca. Takke
YTUJIUTA CO3/IaHus KaHaja TpeOyeT MpaBo Ha 3aMUCh B POJUTEILCKUM KaTaJor.
[IpaBa gocTynma K CHMBOJBHBIM CCBUUIKAM BCETJa BBITTSIAT KaK TrwxXrwxrwx,
MIOCKOJIbKY TIPH HCIIOJIb30BAHUU CCBIIKU JpaiiBep (aijioBOH CHCTEMBl MEPECUUTHIBACT
peaNIbHBIN MyTh K (halily W MpHUMEHSIET MpaBa JOCTYIa, ONpeAeTeHHbIC I PEalbHOTO
MyTH yke 0e3 yueTa caMOil CHMBOJIbHOM CCHUTKH.
[Ipr BBIYMCIIEHWU TIPaB JOCTyNa TMPUHUMAETCS BO BHUMAaHHE YPOBEHb JOCTYyIa
npoliecca K ¢aiiny, KOTOpbIil BBIYUCIAETCS CIETYIOMUM 00pa3oMm:
-eciim UID ¢aitna u akryansnasii UID mporiecca coBmamarT, IpoOece CYATACTCS
BJIaJIeNIblIeM (ailna;

- B IpOTUBHOM ciyuae, ecini GID ¢aiina coBnamaer ¢ aktyansHbiM GID mpouecca
WM BXOJUT B CIIUCOK TPYMII, MPOIECC CUUTACTCS YICHOM T'PYIIIIHI;

- eclid 00a yCIIOBUSL HE BBINOIHEHBI, MPOIIECC CUUTACTCS UY>KHUM IO OTHOIICHHIO K
Gaitny.

[IpaBa nocTyma BKIIOYAIOT CIUMCOK W3 JIeBATH aTpuOyToB (O6uTOB) (haiina,
3aMUCBhIBAEMBIX B OPME rwxrwxrwx: [0 TPU BUJA JOCTyna (UTEHHE — read, 3aIlUCh —
write, UCTIOJIHEHHUE — execute) IS TPEX TPYIIN — MMOIH30BATENA-BIaAebla (1), TPYIIIbI-
BIazenbla (g) W BCEX OCTAIBHBIX (0) COOTBETCTBEHHO. KaXKIblii IMMyHKT B 3TOM CITHCKE
MOKeT ObITh OO paszpemieH, auO0 3ampenieH (paBeH «1» mmm «0»). Taxke ecinu
HEKOTOPBIN JOCTYI 3ampenieH Ha HEKOTOPOM YPOBHE, BMECTO CUMBOJIA TTUIIETCS 3HAK «-».
ATpuOYTBI HEOTTOPXKUMBI OT (paiiyia, Tak Kak XpaHATCS B €ro METaJAaHHBIX (MHIECKCHOM
JIECKPUTITOPE), U HE 3aBUCSAT OT KOJIMYECTBA UMEH (CCHUIOK Ha (haiiil) U UX pacloI0KEeHUN
B JIepeBE KaTaJoroB.

OnucanHbIe BBINIE TTPaBa BHICTABIIAIOTCS C MOMOIIBI0 QYHKIUU umask (user file
creation mode mask). umask OJMHAKOBBIM 00pa3oM paboTaeT i BCeX OOBEKTOB:
KKl YCTAaHOBJICHHBIA OUT umask 3allperiacT BBHICTABICHUE COOTBETCTBYIOIIETO OWTa
npaB. VckiroueHneM U3 ATOro 3ampera SBISETCS OUT HCMOTHSEMOCTH, KOTOPBIA IS
OObIYHBIX (halJIOB 3aBHCUT OT CO3JAIOINICH MPOTpaMMbl (TPAaHCIATOPHI CTaBAT OWT

UCIIOJIHSIEMOCTH Ha co3[aBaeMble (hailiipl, Jpyrue NporpaMmbl — HET), COOTBETCTBEHHO,



20
JIKHB.11102-01 99 01

WCKITFOUCHHUEM SIBJISIOTCS COKEThl W KaHAJIBl MEXIPOIIECCHOTO B3aWMOACHCTBUS U
MOHTHUpPYEMBIE allapaTHble yCTpoilcTBa. B ciywyae kaTasoroB umask clieayer oOmemy
IpaBUITY.

[IpaBa noctymna ¢aitioBoro o0beKTa MOTYT OBITh U3MEHEHBI, €CJIU ATO Pa3pelIeHo
TEeKYITUMU TIPaBUIaAMH (CAHKITMOHUPOBAHO). MoauduImpoBaTh IMpaBa JOCTyma MOXKET
TOJIBKO poriecc-Baaaesel (mosp30BaTENb-BIIAICIICI) daiina, h105 (8]0
CyHEpHOJIb30BaTEIbCKUN (3allylIEHHbId OT MMEHM Mojb3oBaTens root) mponecc (UID
nporiecca = 0).

Cynepnosib30BaTeNbCKUil MpoIlecC UMEET MPaBO MOJIMEHATh CBOM akTyanbHbie UID
u () GID Ha nmpou3BoNIbHBIC HACHTU(DHUKATOPHI CUCTEMBI K BOCCTAHABJIMBATH UCXOTHBIC
uaeHTUGUKATOPBI Tpu HeoOxoaumocTu. [Iporecc, MopoxKACHHBIH HEKOTOPHIM MPOIIECCOM
C W3MCHCHHBIMH HJICHTH(HUKATOpaMH, HACIeAyeT HE aKTyaJbHBIE, a CHCTEMHBIC (HE
M3MEHEHHbIC) UIEHTUPUKATOPHI.

[Ipouiecc, 3amyieHHbIN ¢ UACHTU(PUKATOPOM OOBIYHOTO TOJIb30BATEINs, HE HUMEET
mpaBa HM3MEHATH €r0o, a TaKkKe HWIACHTU(GUKATOP TPYIIBI W COHCOK Tpynmbl. Jlims
BPEMEHHOTO TOBBIIIECHUSI WJIM M3MEHEHMsI TpaB MPEIyCMOTPEH MEXaHWU3M IOJAMEHbI
aktyanbHoro UID u (i) GID npu 3anmycke nporpammsel u3 ¢aiina. Bnagenen ¢aitna v
aaMuHUCTpatop MoxeT yctaHoBuTh aTpuOyT SETUID (SUID) ucnonusemomy ¢aiiny. B
ciydae, KOrja 3TOT (ailyl 3arpy»aeTcsi B MaMsITh B Ka4e€CTBE MPOrPaMMbl (3TO UCKITIOUAET
3amyckaembie clieHapuH), aktyaibHblid UID gouepHero mporecca okaxercs: paBHbiM UID
¢aitna (UID monws3oBatens-snaaenbia ¢aina), a He UID poaurenbckoro nporecca, Kak B
CTaHJApTHOM cliydae. AHAJIOTHYHO Tpu 3amycke u3 ¢aitna ¢ atpudyrom SETGID (SGID)
nouepHuit mporiecc yHacaeayetr GID He y poauTtenbekoro npoiecca, a y daitna. J{ins toro
9TOOBl HEKOTOpPHIA TMOJB30BATENb MOT OCYIIECTBUTh HW3MEHEHHE o0beMa TMpaB
MOCPEACTBOM 3amycka Takoro (aiia, OCTaTOYHO, YTOOBI y HEro ObUT JOCTyNn Ha
WCIIOJb30BaHue (3amyck) aToro (Qaina u ¢aitnoBas cucrema, cojaepikamas ¢aii, Oblia
cMoHTHpoBaHa 0e3 3anpera Ha SUID/SGID.

Takum o00pa3oM, OCYIIECTBISIETCS yOpaBisemas Iepegaya IpaB  OJHOTO

nojp3oBarenss  Apyromy. lIpaBa  cymepronbp3oBarensi, COOTBETCTBEHHO, MOTYT



21
JIKHB.11102-01 99 01

nepcaaBarbCsa TOJIBKO C  CAHKOHUM  CYIICPIOJB30BATCIIA W TOJIBKO B o0BeMe

(YHKIHMOHATBHOCTH, MIPEAOCTABIIIEMON KOHKPETHON MPOrpaMMOH.

2.3.5.3. Access Control List

Pacmivipennass Mozellb JTUCKPEIMOHHOTO YHOPABICHUS JOCTYHOM KOHTPOJUPYET
JOCTYT CYOBEKTOB K OOBEKTAM COTJIACHO CIICIIMAILHBIM CITUCKAaM, HA3bIBAEMBIX CITUCKAMMU
KOHTpoJsi Joctyna. Cnucku koHTpoiss noctyna «Access Control Listy (manmee — ACL)
coJiepkaT JaHHbIe 000 Bcex cyObekTax (mosip3oBaTenax uind rpynnax ACL) u ux mpaBax
JOCTYIa K TpeOyeMOoMy OOBEKTY WJIU TUITY OOBEKTa.
Nudopmanus o nmpaBax AocTyna Npe/icTaBlieHa B BUJIE MOCIIEI0BATEILHOCTH OaiT,
Ha3bIBAEMOW MACKOW IMpaB JIOCTyNa CyObeKTa K 00beKkTy. B ciywae, ecinu OTCyTCTBYeET
OTJIeJIbHASI MacKa IMpaB JIOCTyNa CyOheKTa K O0BEKTY, IpaBa K POJUTEIHCKOMY OOBEKTY
OyJlyT YCTAHOBJICHbl B COOTBETCTBHM CO 3HAUYCHUSMHU, MPUHITBIMU [JIi BEPIIUHBI
vepapxuu HaclieAcTBeHHOCTU. HaBepxy wuepapXuu HACIEICTBEHHOCTH HaXOIUTCS
3HaueHue napamerpa ACL mo ymoiuaHuio JIj1sl KaKJ0ro TUIa 0ObEKTa.
B OC Anbt CII gns xaxaoro ¢aiina onpeaenen/3anan ACL, KOTOpbIil coOaepKuT
OCHOBHBIE (BJIa/ietiel, Tpymna-Biajiesel, OCTaJbHbIe) U paclIMPEeHHbIE aTpUOyTHI JOCTYyIA.
Pacmvipennsie aTpuOyThl ONpENENsiOT MpaBa JgocTyna K (aitny ajis OTACIBHOTO
MOJIb30BATEIIS MU OTAEIBHOW IPYMIIBI TOJIb30BATEIICH.
Hoctyn x (pailmy ompeaensercs IO CIEAYIONIEMYy alrOpuTMy B YKa3aHHOU
MTOCJIEA0BATEIBHOCTH:
- €CJIM TIOJIB30BATENb SABJISICTCS BiajenblieM (aiiyia, TO JOCTYN OCYIIECTBISETCS B
COOTBETCTBHHU C MIPaBaMHU BJIAJICIIbIIA;

-€CIM IS TOJb30BaTeNd CyHIECTBYeT crnenuanbHas 3amuck B ACL, TO
UCIIOJIBb3YETCS 3TA 3aIKCh;

- €ClId TIOJIb30BaTellb SBJSETCS YJIEHOM TIpyNIbl-Bianenbla Qaitna, To AocTyn
OCYIIECTBIISIETCS B COOTBETCTBUU C MPaBaMu TPYIIIIbI-BIIa IEIbIIA.

B ACL npocmaTtpuBaroTcs 3anucu o rpynnax. Kak Tonbko HaiijieHa nepBas rpymna,
YJICHOM KOTOPOM SIBJISIETCS JAHHBIW MOJIb30BATENb, NATBHEHUIIINN MPOCMOTP MPEKPAIIACTCS

H UCIIOJIB3YIOTCA ITpaBa JOCTYyIIa 3TOM TPYIIIIBI.
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B CJIydac, C€CJIM II0JIb30BATCJIb HC ABJIACTCA YJICHOM HH OI[HOﬁ N3 YKa3aHHbIX B
CIIMCKC I'PVIIII, HCIIOJIB3YIOTCA IIpaBa, OIPCACICHHBIC IJI1 OCTAJIbHBIX.

ACL ucnons3yroTces ajist JocTyna K (paitiaM u JUpEeKTOPHUSM.

2.3.5.4. Mopaenb 3anuThl MexaHu3mMoB [PC (MeXmpoiiecCHOro B3auMoIeHCTBUS)

2.3.5.4.1. Coxketnl

Coker gomena UNIX (Unix domain socket, UDS) wumu IPC-coker (coker
MEKIPOILIECCHOTO B3aMMOJICUCTBUSI) — KOHEYHAs TOouyka OOMEHAa JaHHBIMU MEXIY
nmporieccaMu, padoTaroIMMHU B OJTHOM U ToH ke cucteme UNIX.

Homennbpie coenuHeHus UNIX sBISOTCS 1O CyIIECTBY OaNTOBBIMH MOTOKaMHU,
CX0’XHUMH C CETEBBIMU COCTMHEHUSIMH, HO TPHU 3TOM BCE JAHHBIC OCTAIOTCS BHYTPH OJIHOTO
KOMITbIOTEPA (TO €CTh OOMEH JaHHBIMU MPOUCXOIUT JIOKATBHO).

UDS ucnonb3yeT (ailyioByt0o CUCTEMY KaK aapecHOE MPOCTPAHCTBO UMEH, TO €CTh
OHHM TIPEACTABISIOTCS MPOIECCAMHM KaK MHIEKCHBIC JECKPUNTOPHI B (haliioBOM cUCTEME
(cuctemoii co3gaeTcsi CrelHaIbHBIN (paill coKeTa Mo 3aJaHHOMY MyTH). JTO MO3BOJISET
JIBYM pAa3JIW4YHBIM IPOILIECCAM OTKPBHIBATH OJIMH M TOT K€ COKET I B3aUMOJCHUCTBHS
MeXIy coOoit (duepe3 (ailn cokera HOOBIE JOKAJIbHBIE MPOIECCH CMOTYT COOOIIATHCS
MyTeM UTeHUs1/3anucu u3 Hero). OHaKo, KOHKPETHOE B3aMMOIeCTBHE, OOMEH JaHHBIMU,
HE UCTIOJNB3YyeT (PalIoByI0 CUCTEMY, a TOIBKO Oydephl maMsTH sipa.

HecMoTpst Ha TO, 4TO ApyrUe MPOLEeCChl PAcO3HAIOT (DAMIIbI COKETOB KaK 2JIEMEHTHI
KaTajora, 4YTeHUEe W 3amuch (DailIoB COKETa MOTYT OCYIIECTBIATH TOJIBKO T€ MPOLECCHI,
MEXAY KOTOPBIMU YCTAHOBJIEHO COOTBETCTBYIOIIEE COCITMHEHHUE.

2.3.5.4.2. Kanansl

NmenoBannbie kaHaibl (named pipes, FIFOs) mogoOHbl cokeTam, OCKOJIbKY TOXKE
HCHOJIB3YIOTCS JJIsI B3aUMOJEHUCTBUS MEKY MPOLIECCAMU, OJHAKO, B OTJIMYUE OT COKETOB,
B MMCHOBAaHHBIX KaHajaxX JaHHbIC MEPEHAlOTCd TOJBKO B OJHOM HaIpaBIICHUMU.
NmeHoBaHHBIN KaHaAT CO3/JaeTCs SIBHO ¢ MOMOIIbI0 KoMmaHAbl mkfifo, u aBa pa3amdHbIX
mpoiiecca MOTyT 0OpaTUTHCSA K HEMY 10 UMEHHU.

HenMeHOBaHHBIN KaHa MpeACTaBisieT cOOOW MPOrpaMMHBIA OZHOHANPABICHHBIH

KaHaJI Mepcaadn AaHHbIX MCKAY JABYMs POIACTBCHHBIMH IIPOLCCCAMU (pOI[I/ITeJ'IeM n
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noToMkoM). [lTocTopoHHUI CyOBEKT BMENMIaThcsi B OOMEH JaHHBIMU HE MOJKET, TaK Kak

oOparieHre K HEMMEHOBAaHHBIM KaHajaM OCYIIECTBIISIETCS TOJBKO 4Yepe3 MEXaHU3M

(alIoBBIX JECKPUNITOPOB, KOTOPBIE HACIEAYIOTCS TIPU MOPOKICHUU HOBOT'O MPOIEcca.
2.3.5.4.3. System V IPC

[Ipy MCMONB30BaHUU CHUCTEMBI MEXIPOLIECCHOTO B3aumojenctBus System V IPC

O00BEKTaMU JOCTYTa ABISAIOTCS ceMadopbl, ouepeau COoOOIIeHU U pa3iesnsemMast IaMsTh.
Jloctynm K 3THM OOBEKTaM OCYIIECTBIISIETCSI C TIOMOINBI0 KITIOUeH, (yHKIIHOHAIHHO
AKBUBAJICHTHBIX (halJIOBBIM JeckpunTopaMm. Y Kaxaoro oowbekra System V IPC umeercs
HAOOp MpaB JAOCTyIa K HEMY, aHAJIOTUYHBIA HaOOpy s (ailioB, TO €CTh pa3pelicHue
YTEHUSI COJEPKUMOIro OOBEKTa JUIsl BIAJENblla, TPYIIbl U OCTAJbHBIX MOJIb30BATEIICH,
pa3penieHue N3MEHEHHsI 00BbEKTa U Pa3pPEIICHUE YIPABICHUS O0BEKTOM.

2.3.5.5. Anroput™ (PYHKIIMOHUPOBAHUS MOJAEIH JUCKPEIUOHHOTO YIIPABIICHUS

JOCTYIIOM
Mopnenb TUCKPEIMOHHOTO YIPaBIEHUs JOCTYNOM (DYHKIIMOHUPYET B COOTBETCTBHUU
CO CJIEIYIOIIUM QJITOPUTMOM:

1) cyOBEKT AUCKPEHHMOHHOTO JOCTYIA BBIMOJIHAET 3alIPOC Ha JOCTYI K OOBEKTY;

2) BBITMIOJHSAETCS TIPOBEpPKa TMpaB JOCTyNa CyObEeKTa J0CTyna K OOBEKTy B
COOTBETCTBUU CO CIIUCKAMU KOHTPOJIS IOCTYIIA;

3)B cmucKax KOHTPOJS JOCTyHa OCYIIECTBISETCS TOUCK 3alKCH, B KOTOPOU
ompe/ieNIeHbI pa3perieHus sl JAHHOTO CyObeKTa JOCTYTa;

4)ecnu 3amuch IS CyObEKTa JIOCTyINAa HaijieHa, BBIMOJHSIETCS YCTAaHOBKA
paspelieHuil sl cyObeKTa, Mocie 4Yero CyObEeKT MOJydaeT IOCTYN K OOBEKTY
JUCKPEIIMOHHOTO AOCTYMa ¢ YCTAHOBJIECHHBIMU MpaBaMH JOCTYTA;

S)ecnu 3amuch 1 cyObeKTa JOCTyna HE HaiJeHa, BBINOJIHSAETCS pPOBEPKa
COOTBETCTBHUSI UACHTU(DUKATOPOB CYOBEKTA TOCTYyNA U BiajAeiblla 00bEKTa, €Clin
UICHTU(UKATOPBl COBMAJAIOT, JUIsi CyObEKTa YCTAaHABJIMBAIOTCS TIpaBa B
COOTBETCTBUHU C PA3pPELICHUSIMH, UCTIOIb3YEMbIMU JJISI TTOJIb30BaTENS -BIaAeIblIA

00BEKTa;



6) ecniu UACHTU(DHUKATOPHI HE COBMAAAIOT, BBIMOJIHSAETCS MPOBEPKA COOTBETCTBUS
UACHTU(DUKATOPOB TPyNI sl CyObeKTa M OOBEKTa, €CIIU HIAECHTU(PHUKATOPHI

COBIIAAAloOT,
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JIIsA CY6’E>€KT8, YCTAaHAaBJIMBAIOTCA IIpaBa B COOTBCTCTBHUHU C

pa3pelIeHUsIMU, UCIIOJIb3YEMBIMU JJISI TPYNIIbI-BIAIENIblla O0BEKTA;

7) ecnu uAEHTU(DUKATOPHI HE COBMAAAIOT, JIJIsl CYObEKTa YCTaHABIMBAIOTCS MpaBa B

COOTBCTCTBHUU C PpPA3pCHICHUAMH, HWCIIOJIb3YCMBIMHA JIJIA HOHBBOBaTeHeﬁ, HC

SABJISIOIIUXCS BlIaJelIbllaMA 00BEKTA.

AJTOpUTM (PYHKIIMOHMPOBAHUS MOJIETU JUCKPELUMOHHOTO YHPABICHUS JAOCTYIIOM

MIPUBEJEH Ha pUCYHKE (puc. 3).

Hayvano
[MpoBepka npas AocTyna cybbekTa B COOTBETCTBUM CO |

3anpoc cyobekTa
OVCKPELMOHHOIo
[ocTyna Ha JoCTyn K
00bekTy

cnunckamu koHTponsa gocryna (ACL)

[Mouck cooTBeTCTBYIOLLEN
3anucu B Tabnuue ACL

|

YcTaHoBKa
paspeLleHun gns
3ajaHHoro
nons3oBaTens

I'IposepKa COOTBETCTBUA

I/I,D,eHTVI(*)I/IKaTOpOB nonb3oBartena un

BnagenbLa obbekTa

YcTtaHoBKa npas
nonb3oBaTens-snagensua

Cnckn
KOHTpOSSA
goctyna

HeT

A\ 4

I'IpOBepKa COOTBETCTBUA

UAEHTUUKATOPOB rpynn Ans

cybbekTa u obbekTa

YcTtaHoBka npas
rpynnbi-Bragensua

!

HeT

A

YcTaHoBKa npas
nonb3oBaTtens
obbekTa

A\ 4

Puc. 3 — Anroput™m GyHKITMOHUPOBAHUS MOJICTH JUCKPEIIMOHHOTO YIIPABICHUSI TIOCTYIIOM

PaboTa cy6bekTa ¢ 06bekTom
AMCKPELMOHHOro ocTyna
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2.3.6. Moaenb ynpaBiieHUsI TaMATBIO

2.3.6.1. CpenctBa yrpaBiieHUsS] OTIEPATUBHOMN MAMSIThIO

B kauectBe cxembl ympasieHud mnamiaTeio B OC Anbt CII  mcnons3yercs
BUPTYyalibHAS MaMSITh.

Nudopmanus, ¢ KoTopod paboTaer mporpamMMa (akTUBHBIM  Mpoiiecc),
pacroyiaraeTcsi B OIlepaTUBHOM mnamMaTu. B cxemax BUpTyaldbHOM HaMmsTH Ipoliecc
npenanosiaraer, 4Yro BcA HeoOxoaumas emy uHGOpManus HMeeTcss B OCHOBHOM
naMmsTH (BbIACICHHON eMy MaMsTH).

st 3TOoro 3aHMMaeMasi MPOIECCOM MaMsTh pa3OMBaeTCsi Ha HECKOJIbKO dYacTeil
(mammpumep, crpanuil). Jlormdeckuit azapec (Jlorudyeckas CTpaHUIA), K KOTOPOMY
oOpaiaercsi mpoIecc, JMHAMUYECKU TPAHCIUPYETCS B (pu3HUEeCKuil ajpec (puznueckyro
CTpaHHUILY).

B Tex ciywasix, Korga cTpaHula, K KOTopoid oOpamiaercs nmpoiecc, He HaXOAUTCS B
(bu3nyeckoil namsaTH, Hy>)KHO OPraHU30BaTh €€ MOAKAUKY C JucKa. JlJi1 KOHTPOIs HATMUMs
CTpPaHMIIBl B TAaMSTH BBOJUTCS CIEHUAIBHBIM OUT MPUCYTCTBHUSA, BXOJSIIMM B COCTaB
aTprOyTOB CTPAHMUILIBI B TA0JIULIE CTPAHUL.

TakuM oOpa3oM, B HaJIMYMM BCEX KOMIIOHEHTOB Ipoliecca B OCHOBHOW MaMsTH
HE0OXOAMMOCTH HET. BcnencTBue Takoil opraHu3alvu, pazMep MaMsTH, 3aHUMAaeMOU
MIPOIIECCOM, MOXKET OBIThH OOJIBIIIE, YEM pa3Mep ONEPATUBHOMN MaMSITH.

2.3.6.1.1. N3onsiius

Kaxnaplii mporecc paboTaeT €O CBOMMH BUPTyaJIbHBIMH ajpecaMu (B CBOEM
BUPTYaJbHOM @JpECHOM IPOCTPAHCTBE), TPAHCISALMUS KOTOPhIX B  (PU3MYECKHE
BBITIOJIHAETCS Ha anmnapaTHOM ypoBHeE ¢ nomoubto saapa OC Anst CII.

[Tonb30oBaTENbCKUIA MPOLIECC JIMIIEH BO3MOKHOCTH HAIpsMYI0 OOpaTUThCS K
CTpaHWIIAM OCHOBHOM TaMATH, 3aHATHIM HH(POpPMAIUCH, OTHOCSIICHCS K JIpyruMm
npoiieccam. B pe3ynbpTaTe mpouecchl CTAaHOBSITCS M30JIMPOBAHHBIMU APYT OT ApYTa.

duznyeckast NaMATh PaCIpeAesIeTCs] HE3aBUCUMO OT PACIPEAEICHUS] BUPTYyaIbHON

[maMATH OTACJIBHOI'O IIpoHecca.
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2.3.6.1.2. OuucTtka namsTi

B xone Bemonnenuss B OC Anbt CII caHKIMOHUPOBAHHBIX MPOIECCOB, CBSI3AHHBIX C
oOpaboTtkoii mH(popmaiuu, B onepatuBHOM mnamsatu [I9BM mpucyrcTtByeT octarodyHas
uHpOopMaIusl.

OuncTtka OnepaTUBHOM MaMITH OCYUIECTBISIETCS MOCPEACTBOM 3AIMUCU HYJIEH WIH
MacKupymomei nHhopMaIuu B aMsITh IPU €€ OCBOOOXKICHUU (TIepepacipeieTICHIHN ).

Heo0xoaumocTh mo100HBIX Mep OOBSICHAETCS CIEIYIOIIMMH TPUUYUHAMHU:

- co3nanre OydepHBIX U «TEHEBBIX» OO0JacTel mamsTu C IeNblo obOecreueHus

HEOOXO0IMMOM MTPOU3BOIUTEIBHOCTH;
- pYHKIIMOHUPOBAHNE MEXaHM3Ma BUPTYaJIbHOM MaMATH, PACHIMPSIONIETO 00bEM
ONEPATUBHOM ITaMSTH 32 CUET BHELITHEN;

- UCTIOJIb30BaHuE Oydepa oOMEeHa TaHHBIMU MEXITY npoleccamu (IPUIOKEHUSIMUA).

Takum 00paszoM, 1o 3aBepiieHur paboThl akTuBHOTO Mporecca KC3 ocymiecTisieT
OUMCTKY onepatuBHOM mamsatu (RAM-naMsTu), NpeaocTaBIIeMON STOMY MpOIECCy.
OuncTKa TPOU3BOAUTCS 3aNUCHI0 HYJICH WM MacCKUPYIOIIeH MHPOpMaluK B MaMsTh MPU
€€ Ha3HAYEHUH TOJIb30BATEIIO WJIH OCBOOOKICHUH.

OurncTKa 0CBOOOXKAAEMBIX 00JIacTel ONEPATUBHOM MaMsATH MMPOUCXOAMT B IIPOLIECCe
nepeoja sapoM OC KakI0M CTpaHUIIBI TAMSTH B pa3psij «HEUCTOIb3yeMbIx» (free). DT1o
03HAYaeT, B YKHCJI€ IPOYET0, YTO HU OJIHA CTPAHMIIA U3 YKMCIIA HEUCIIOJIb3yEeMbIX HE OyJeT
coaepkaTh JAaHHbIX, KoTopble TaM pazmemana OC Anpt CII wnm  npuiiokeHust
B Iporecce padoOThl CHUCTEMBI. SIpo BBICBOOOXKIAET CTPAHUIIbl, HAYUHAIOIIUECS
C yKaSaHHOﬁ, pasMepa [pasmMep CTpaHMUBL * (2 ~  KpaTHOCTH) ]. O06nactb
BO3BpAILAETCA B MAaCCUB CBOOOJHBIX 00JIaCTE€H B COOTBETCTBYIOILYIO MO3ULUIO U TOCIIE
ATOTO MPOUCXOAUT TOMBITKA OOBEIUHUTH HECKOJBKO O0JIacTel MJisi CO3JaHMs OJHOU
OombITero pazmepa.

OuncTka 0CcBOOOXKAaeMbIX O0JIaCTEH NMaMATH HE pacnpocTpaHsieTcs Ha swap. B
CBSA3M C OTHUM, €cClii TpedyeTcss HCHOJb30BaHUE OSTOW (YHKIUH, Swap HE OJIKEeH

HCIIOJIB30BaThCA (HE TOKEH OBITh MOJKIFOYEH UM J0JKEH BOOOIIE OTCYTCTBOBATH).
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2.3.6.2. CpencrBa ynpaBlieHUsI BHEIIHEH TaMSThIO

Buemnss namsate, ucnosb3dyemas OC, pacnonara€rcs Ha OTIEIBbHOM pas3Jiesie
JUCKa, TpeAcCTaBIeHHOM B (ailloBoil cucTteMe crneuuaibHbIM (aiioM, TOCTyHn K
KOTOPOMY HEIMOCPEICTBEHHO U3 MPOrpaMMbl KOHTpoJupyercs AuckpernuoHHbiMu [1P]].
[To ymomyaHuto A0CTYyM K pa3zesiaM AUCKAa UMEET TOJbKO JOBEPEHHBIN CyObEKT WU YJIeH
rpynmnbl «disky.

[Ipu nepBoHAYaIbHOM HAa3HAYEHUH WJIM MIPU MEepepaclpe/IeICHUH BHEITHEN MaMsITH
KC3 moxer orpanumumBath AOCTyNn cyObekTa k octarounoit HDD-undopmammu ugepes
MEXaHU3M «0e30MacHOTO yaaleHus» (ailmoB  (cnenmuanbHBIA — aTpuOyT  (paiina,
yKa3bIBAIOUIM Ha HEOOXOAMMOCTh Iepe3anucu (pU3M4ecKoi 00JacTH HOCUTENs JAHMCKa
nocie ynaiaeHus ¢daitna). Eme ogHuM crocoOOM SBISETCS HUCIOIb30BaHUE KOMAaHIbI

shred, oOecrieunBaroieit 6e3onacHoe yjaaieHue Gpanios.

2.3.7. Mopenb KOHTPOJIS LIEJIOCTHOCTH

[Ton 1ENOCTHOCTHIO MOMAPA3yMEBACTCSI CBOMCTBO HEU3MEHHOCTH HCIOJIHSAEMOTO
MPOrPaMMHOTO KOJ1a M HACTPOEK.

[lo mnepeuyHro mapaMeTpoB, OMNpeAeIsIeMOMY B KOH(PUTypallMoHHOM daiiie,
co3maercs 0asza JAaHHBIX, B KOTOPOW COJEPIKUTCS OMpeAesieHHBbI Ha0Op MapameTpos,
OMKCHIBAIOIINX COCTaB W KOH(MUTypaluio MOporpaMmHoro kona. Cuurtaercs, 4TO 3TU
mapamMeTpbl JIOJDKHBI OCTaBaThCS HEM3MEHHBIMH B Tpolecce (DyHKIIMOHHPOBAHUS
CHUCTEMBI, a JIT000e M3MEHECHHE OJHOTO M3 HUX SBIISCTCS CUTHAJIOM O TOM, 4YTO ObLIa
MpOU3BE/IeHA MOMbITKA HECAHKIIMOHUPOBAHHOTO JOCTyMa. Takke Ha OCHOBE Pa3JIMYHBIX
JIITOPUTMOB CO3JAa€TCA KOHTPOJIbHAS CyMMa, KOTOpasi AOJKHA OCTaBaThCS HEM3MEHHOM.
baza panHBIX, coO3/MaHHas B YCJIOBMSIX, KOTJa TIOMBITKA HEJIETalbHOTO JOCTYyIa
HEBO3MOYKHA, CYMTACTCS TAJIOHHOM.

Br1OpanHBIe 00BEKTHI CUCTEMBI C TIapaMeTpaMH, 3aHECEHHBIMH B ATaJOHHYIO 0azy
JAHHBIX, XPAHATCA B UX TEKYIIEM COCTOSHUU B KA4€CTBE DTAJIOHHBIX. XpaHEeHHE (ailioB
OpTaHU30BBIBACTCS C TIOMOIILIO CPEJICTB PE3EPBHOIO KOMUPOBAHMS M BOCCTAHOBJICHHUS U

IMPOU3BOAUTCA HAa OTACIIbHBIX PEC3CPBHBIX HOCUTCIIAX.
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CoznmanHas B mporiecce paboThl 6a3a JaHHBIX cuuTaeTcsi pabodeit. PabGouas Gaza
NAHHBIX CpaBHHMBaeTrcs ¢ dSTaloHHOW BO Bpems 3arpy3ku OC Anbt CII u  nanee
nepuoguyeckd B mporecce  pabotel.  [lapameTpsl  CpaBHEHUS  ONPEIENISIIOTCS
KOH(UTYPAILIMOHHBIM (haliIoM.

B cnyuae coBnageHusi 0a3 JIaHHBIX CYUTAETCS, YTO ILEIOCTHOCTh CHUCTEMBI HE
HapyllIeHa.

B cimydae BO3HMKHOBEHHS COOBITHS HECOOTBETCTBUSA pabOyell M 3TATIOHHOW 0a3
JaHHBIX, HHOpPMAIUs 0 COOBITUU 3aHOCUTCS B CUCTEMHBIN JKypHaJ MPU MOMOIIM CPEJICTB
npotokonupoBanus. [Ipm  W3MEHEHMH B  KOHTPOJIHMpyeMbIX (aimax cucrema
MPUHYJIUTEIFHO TIEpEeHIeT B  OJIHOMOJIb30BATEIbCKUN pexuM  (cM. 1. 3.6.2.3) ¢
BO3MO’KHOCTBIO TIOCJI€ BBOJIA MapOJisl aIMUHUACTPATOPa IPOCMOTPETh CUCTEMHBIN JKypHAJI
WJIM BHECTHU UCTIPABIICHHUS.

[Ipu HeoOXoauUMOCTH, C TOMOIIBIO CPEICTB PE3EPBHOIO KOMUPOBAHUS MU
BOCCTaHOBJICHUS U3BJIEKAETCS MOCIEIHAS padoyasi KONMUsS XPaHUMbIX OOBEKTOB CHCTEMBI C
KOPPEKTHBIMH KOHTPOJBHBIMH CyMMamH. Jlanmee BBINIOJNHAETCS 3aMEHa H3MEHEHHBIX

(TOBpEXKIEHHBIX) OOBEKTOB U3BJICUCHHBIMHU.
2.3.7.1. CpencrBa KOHTPOJIS LIETOCTHOCTH

B OC Anpt CII a5 oOHapyKeHHs pa3iaiuuuii MEXIy JBYMs COCTOSIHUSMH CUCTEMBI
npeaycMotpeno ucrnosibzoBanue IIK osec. Takxke IIK osec mpemnHasHadeH misi moucka
MOTEHIMAIBHO OMAacHBIX (paiiioB, HaNpuMep, (PailyioB ¢ yCTaHOBIEHHBIMU OWTaMU IpaB
CMeHBbI HJeHTU(PHUKAaTOpOB Tmosb3oBaTens (suid), rpymmbl (sgid) U ¢ 0OOIIENOCTYITHOM
3aIUChIO.
ITK osec coCTOUT M3 ABYX 4acCTEu:
- 0sec — nporpamma cOopa J1aHHBIX, Pe3yJIbTaThl PA0OTHI 10 YMOJYAHHIO MTOJAIOTCS
B He(popMaTUPOBAHHOM BHJI€ B CTaHJAPTHBIN MOTOK BhIBOJIA stdout;

- osec_reporter — nporpaMMa-QUIbTp Uisl CO3JaHUsl OTYETOB, IPUHUMAET HA BXOJ
HedopmaTupoBanubiii BeIBOJ [IK osec u mpeacTaBisieT maHHbIC B yIOOHOM BUJC
JUTsL yTeHUs (pe3ynbTaThl padOThl TaKXKe MOJAIOTCS B CTAHAAPTHBIN MOTOK BBIBOJA

stdout).
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[1K osec moxeT paboTaTh B peKUMaX «TOJBKO /IS YTEHUS» U «UTEHUE-3aMMHICH (T10
ymoiyaHuio). B pexume «urenue-3anuck» I[IK osec cooOmaer 00 oOHapy>KEHHBIX
U3MEHEHHSIX U COXPaHSET HOBOE COCTOSIHME CUCTEMBI B CBOIO 0a3y JaHHBIX. /{15 Kaxk1oro
KoHTposmpyemoro karamora IIK osec co3maeT yHuKambHBIN (aitnm 0a3pl JaHHBIX U

MIOMEIIAET €ro B KaTajor 0a3bl TaHHBIX, YKa3aHHBIA B onuuu -D (db path).
2.3.7.2. lloncucrema IMA/EVM

IMA/EVM  (Integrity measurement architecture and Extended verification
module) — moacucTeMa, MO3BOJIAIONMIAS OCYHIECTBIATh KOHTPOJb HEIOCTHOCTH (haioBOM
CUCTEMBI, pealN3yeT MEXaHu3M 3aMKHyToil mporpammuoi cpeasl. B OC Anet CIT IMA
BcTpoeHa B sapo OC. IMA BkitouaeT B cebst nBe moacuctembl — IMA-measurement
(m3mepenue) u IMA-appraisal (onenka). IlepBas codupaet xem-o0passl (aiaoB, BTopas
CpaBHUBAeT COOpAHHBIM XE€lI C COXPAHEHHBIM XEIIeM M 3amlpeliaeT JOCTYIl B cliydae
HECOOTBETCTBUSA (puc. 4).

CoOpaHHble Xem-o0pa3bl XpaHATCS B PACHIMPEHHBIX aTpuOyTax (hailsioBOi
CHUCTEMBI. Monyns pacIIMpEeHHON nposepku (EVM) [IPENOTBpALLACT
HECAHKIIMOHUPOBAHHBIC U3MEHEHUS ATUX PACIIMPEHHBIX aTpUOYTOB B (hailJIOBOM CUCTEME.

IMA/EVM ocHoBbiBaeTcsi Ha pabore LSM wmomyns. LSM (Linux Security
Module) — ¢peliMBOpK, MO3BOISIOMIUN W3MEHUTh CTAHJIAPTHOE MOBEIACHUE MPOTrpaMMBbl
MOCPEACTBOM TIepexBaTa CHUCTEMHOTO BbI30Ba U Tiepedadyd YIPaBICHUS MOIYJISM

0€30I1aCHOCTH CHCTEMBI (pHcC. 5).
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2.3.7.3. Kontpons uenoctaoctu KC3 nipu 3arpyske OC
Cxema MpoBEPKH 1IEJIOCTHOCTH MPHU 3arpy3Ke CUCTEMBI ITIOKa3aHa Ha puc. 6.
K nmapamerpam komanaHou ctpoku IMA OoTHOCATCS ima appraise, ima policy.

ima appraise MOXET OIPUHUMATh OJHO U3 YCTBHIPEX 3HAYCHUU:

- enforce — <(OKECTKHI» pPEXHM, paspeliaeT 3almyCcK MporpaMM TOJbKO MpH

IpOXOXKAEHUU TIpoBepku. B stom pexume IMA omnenuBaer daitasl B
COOTBETCTBHUH C MOIUTUKOU. J[OCTYI K olileHuBaeMoMmy (haiiily 3amperiaercs, eciu
XEII OTCYTCTBYET WJIM HE COOTBETCTBYET COOPAaHHOMY 3HAUEHUIO;

log — PEXKUM <«KYPHAJUPOBAHUS), AHAIOTMYEH (KECTKOMY» PEXKUMY, 3a
HCKIIFOYEHHEM TOr0, YTO JOCTYH K HM3MEHEHHOMY (Qailly He 3ampelaercs, a
OyJIeT TOJIBKO 3apEeTUCTPUPOBAH;

off — OTKJIIOYAET Bce OLCHKUA. COXpAaHEHHBIE XEIIN HE MPOBEPSIOTCS, U HOBBIC
XEII1 HE CO3/IAl0TCS U HE OOHOBIISIOTCS;

fix — «MATKHI» PEXUM, HCIOJIb3YETCd HA JOTAale HACTPOWKU CHUCTEMBI U
paspemaer 3aIyCK JOOBIX IIPOTpamM, perucTpupys COOBITHS
HECAaHKIIMOHUPOBAHHOIO JOCTyNa B JKypHaje. 3amyCcKk B 3TOM PEXKUME

IIPUMEHSETCS 151 IEPBUYHON MAapKUPOBKUA CUCTEMBI.
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Puc. 6 — CxeMa npoBepKH LEIOCTHOCTH MPH 3arPY3KE CUCTEMBI

ima policy MOXET MPUHUMATH OJIHO U3 TPEX 3HAUCHUM:

- tcb — W3MEpseT BCE HCHOJHsAeMble ¢aiipl, Bce (alabl, MOMEYECHHBIC IS
BBITIOJIHEHUSI (HampuMep, pasneisieMble OMOJMOTEKH), BCE 3arpy>KEHHbIE MOIYJU
sJipa ¥ BCE 3arpyKEHHbIC MPOIMBKH. KpoMe TOro, M3MepsroTcs Takxke (anbl,

OTKPBITBHIC JJIs1 YTCHHUA ITOJIB30BATCIICM I'OOt;
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- appraise tcb — OLIEHMBAET Bce (ailiibl, MpUHAAJIEKAIINE TOJIH30BATEIIO r00t;
- secure _boot — OILIEHMBAeT BCE 3arpyKCHHbIC MOJYJM, MPOILIUBKY, SAPO H
nmoutuku IMA.

ima policy MOXET OBITh YKa3aHO HECKOJBKO pa3, U pe3yjbTaTOM SIBIISETCS
00bEeIMHEHUE TTOJIUTHK.

[lepeonpenenuTh NOJUTUKY LEIOCTHOCTH (ima policy) MO YMOJYAHUIO MOXKHO B
Gaiine /etc/integrity/policy.

B /etc/integrity/config MOYHO HACTPOUTH MEPEUYEHD KATAJIOTOB JJIsl MOAMUCH
U Ipyrye Oonuuu, Takue kak EVM.

2.3.8. Mogens 3auThl BBOJIa M BBIBO/IA HA OTUYXAAEMbId (PU3NUYECKUN HOCUTEIND

2.3.8.1. Monenb B3aMMOIEMCTBUSA C YCTPOIMCTBAMH BBOJ1a-BbIBOJIA

Otuyxnaembie (U3MUECKHE HOCHUTEIM MOTYT pPacCMaTpUBaThCd OTHOCUTEIBHO
OC Anst CII ¢ 1ByX TOYEK 3peHUS:

- KaKk OJIOYHBIE WJIM CUMBOJIbHBIE YCTPOWCTBA BBO/1a-BBHIBO/IA;

- KaKk 0JIOUHOE YCTPOMCTBO, KOTOPOE MOXKET OBITH CMOHTUPOBAHO.

B mepBoM ciyuae ycTpOMCTBO TpeAcTaBisieT coOOM crenuanbHbld (HailsIoBBIN
00BEKT, IOCTYI K KOTOPOMY KOHTpoJupyercs nuckpenronubivMu [1PJ] o6praHBIM 00pa3zom
U, CJIEIOBATEIbHO, BBOJI-BBIBOJI OCTA€TCA B paMKaxX KOHTPOJS 3TUX IpaBui. Bo BTOpoMm
Cilydae OTYYXKJaeMbIi HOCHUTENb HMH(POpMAIUKM COACPKUT B cebe obpa3 aitnoBoi
cuctemol (nanee — @C), KoTOpass U XpaHUT JaHHbIC. J[aHHBIA HOCHUTENb MOXET OBITh
CMOHTHUPOBaH B 3aJaHHbIM Katayjor, U npu 3ToM DOC HOCHUTENS CTAaHOBUTCS YACTHIO
(npencraBnenHoil B Bune nojanaepeBa) kopHeBoit @C. octyn k oObekram nanHont OC
noguuHsieTcs: AUCKpeuroHHbIM [IPJ] oObryHBIM 00pa3oM H, cieA0BaTEIbHO, BBOJI-BBIBO/I
Ha OTYY>KJIaeMblii HOCUTEJIb OCTAETCSI B paMKaX KOHTPOJISI ATUX MPaBHUIL.

Hns OC BO3MOXKHOCTh CAHKIIMOHUPOBAHHOTO MOHTHUPOBAHUS KOHKPETHBIM
MOJIb30BaTEIeM  KOHKPETHBIX HocHuTened ¢  kKoHkpeTHhiMu ®OC  ompepensiercs

aIMUHUCTPATOPOM.
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2.3.8.2. Mojenb OCyIIeCTBICHU NeYaTH

B OC Anpt CII OCHOBHOU CHCTEMOW MedaTu sBJISIETCSA cepBep nedyatn Common
UNIX Printing System (CUPS).

B coctaB CUPS BXoAsT clie1yI0IMe KOMIIOHEHTHI:

- IUCTIETYEp OYepein NeyaT (TIaHUPOBIIHK);

- cuctemMa (pUIbTPALINH;

- Back-end-cucrema.

CepBep meuatu CUPS ¢QyHKIMOHMpPYET B BHAEC OTACIBHOW CIYXKOBI U MOXKET
VOPABISITHCS  BBICJICHHBIM — QJIMHUHHCTPATOpPOM JHOO OOmMM  aJMHUHHUCTPATOPOM
(mpemycMoTpeHa BO3MOXKHOCTh YaCTUYHO TEpeiaBaTh MpaBa Mo YINPaBICHUIO 3aJaHUSIMU
nonb3oBatensi). Cepep mnewatu CUPS wumeer coOcTBeHHBI BeO-uHTEpdEc s
aJMUHUCTpUpOBaHus, pabotaromuii yepe3 Internet Printing Protocol (manee — IPP), a
takke CUPS wucnonszyer IPP B KkauecTBEe OCHOBBI ISl yHOpPaBICHUS 3aJaHUSIMH U
ouepeISIMHU.

Cepsep neuatun CUPS pabotaeT cienyromum o0pa3om:

-CepBep IeyaTd MPUHUMAET 3aJ]aHME€ Ha TeYaTh OT MPOrpaMMbl (aKTUBHOTO

MpoIIecca) U EPEAAET €ro JUCIEeTUepy OUepeau neyaTy Wi IIaHUPOBIIUKY;

- IUCTIETYEp Oouepear medyaTH JA00aBiseT 3aJaHue Ha MeYaTh B COOTBETCTBYIOIIYIO
ouepep;

- IUCHIETYEP OYEpPEeAM MeYaTH MEepelaeT 3aJaHue Ha IeyaTb B COOTBETCTBUM C
ouepesiblo cucteMe (hUIbTpaluy;

-cucteMa ¢QuiabTpanuu o0pabaThiBaeT JAaHHbBIC: OCYIIECTBIISIET BCE HEOOXOAMMBIE
npeoOpa3oBaHus JaHHBIX B COOTBETCTBUU C MPUMEHSIEMBIMH JUISI STOTO 3aJaHUS
bunbTpaMu U MEPEBOAUT UX B popMaT MOHITHBIN IPUHTEPY;

- Back-end-cuctema ormpasnsier mepedopMaTHpOBaHHBIE JTaHHBIE Ha YCTPOMCTBA

IcyarTm.
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2.3.9. Monens obecriedeHHs] JOBEPEHHOW 3arpy3Kd CpEICTB BbIYUCIUTEIHLHOU
TEXHUKHU

2.3.9.1. llognepxkka pexkuma «Secure Boot»

OC Anbr CII monnepxkuBaer pexum «Secure Booty» — ¢yakmuio UEFI,
OPEAOTBPAIIAIONIYI0  3allyCK HE  aBTOPU30BAHHBIX  ONEPAlMOHHBIX CHCTEM U
MPOTpaMMHOT0 oOecreueHust BO BpeMsl 3amycka kommberoTepa. B pexume «Secure Boot»
3arpy3ka paznuyHbiX OC MOXKET BBINOJHATBCA TOJBKO C 3apaHee ONPEACIICHHBIX
MOCTOSIHHBIX HOCHTENel (HampuMep, TOJIBKO C JKECTKOro JHMCKa) IMOCJE YCIEIIHOTO
3aBEpIICHUS CHEUUATIbHBIX TMPOLEAYpP: MPOBEPKU IEJIOCTHOCTA TEXHUYECKUX U
nporpamMmmHubIX cpeAcTB [I9BM (¢ ucnonbp3oBaHHEM MEXaHHM3Ma IOIIAroBOrO KOHTPOJIS
LEJIOCTHOCTH) U HJIEHTU(PHKAMK/ayTeHTU(UKAIIMHN [OJIb30BaTEIs.

[Ipu nomomu pexuma «Secure Boot» UEFI-coBmecTMas mOpomMBKa MOXKET
MPOBEPUTH TOJUIMHHOCTh HCIONHSIEMBIX €M BHEIIHMX KOMIIOHEHTOB (3arpy3uMKOB,
npaiiBepoB u UEFI OptionROM). DT ucHOMHSAEMbIE KOMIIOHEHTBI JOJDKHBI OBITh
MOAMKUCAHBI AJIEKTPOHHO-IIU(DPOBOM MOAMUCHI0, KOTOPasi TPOBEPSIETCS BO BPEMS 3arpy3KH,
U B CIyyae €€ MOJIHOTO OTCYTCTBHSI, IMOBPEXKACHUS, OTCYTCTBUSL B CIHUCKE JOBEPEHHBIX
(db) unu npucyrcTBUS B crmucke 3amnpenieHHbIX (dbx) 3amyck COOTBETCTBYIOIIETO
KOMIIOHEHTA HE MTPOUCXOIUT.

[Io ymomuanuto mnpommBka UEFI Oyner 3arpyxkarh TONBKO 3arpy3dMKw,
MOAMKUCAaHHbIE KITI0YOM, BCTpoeHHbIM B mpomuBKy UEFI — To ecTh OyneT BBIMOTHATHCS
3arpy3ka B pexume «Secure Boot» (6e3omacHoii 3arpy3ku) wiam  Trusted Boot
(I1OBEpEHHOM 3arpy3KH).

Zarpy3unk OC Anwt CII moamucan noBepeHHBIM KitouoM. Takum oOpazom,
OC Aunbt CII MOXHO 3arpyxaTh B pexumMe «Secure Boot», 4To mMo3BoisieT NpeAOTBPATUTH

MOJIMEHY 3arpy3uuKa.
2.3.10. Mopenb conocTaBieHHs MOJIb30BATENS C YCTPONUCTBOM

OC Ansr CII  obecrieurBaeT BBOJ-BbIBOA HMHGOPMAIMM HA  3aMPOIIEHHOE
MOJIb30BaTEJIEM YCTPOMCTBO Kak JJIsl TPOU3BOJBHO MCIOJIB3yEMbIX UM YCTPOMCTB, TaK U

JUTSI IICHTU(DUITMPOBAHHBIX (TIPU COBMAJACHUH MAPKUPOBKH ).
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OC Anpr CII BrIIOWaeT B ce0s MEXaHW3M COTIOCTABIICHUS TIOJB30BATEN C
yCTpoicTBOM, peann3oBaHHbld B OC, a Takke oOecrieurBaeT IMpHU MPOBEPKE COBIACHUS
MapKUPOBOK HOCUTEJISI U TIOJIb30BATENsI MPUMEHEeHHe quckpennoHHbix [TP/].

Kpome Toro, B OC Anbt CII mnogaepuBarOTCS OTrpaHUYEHUE WM 3aMper
WCIIOJIb30BaHUsl BHEIIHUX HOcUTeNled npu mnomomu mnpaBuia API 6uGmmoreku polkit

u (nam) udev.

2.3.11. Mogenb cucTemMbl IPOTOKOIUPOBAHUS COOBITUI

Cucrema MPOTOKOJUPOBAHMSI COOBITUN TO3BOJSET COPTUPOBATH COOOIIEHUS IO
MCTOYHUKAM U CTEIICHH BaKHOCTHU U HAIIPABIIATh UX B PA3JINYHBIE ITYHKThl HA3HAUYCHHUS: HA
TEpMUHAJbI MOJb30BATENIEH, HA JIpyrue aBTOMAaTU3UPOBAHHBIE pabouyne mecTa (nanee —
APM) u B cnienuanbHbie (ailiibl — CUCTEMHBIC KypHasbl. CUCTEMHBIN KypHai — 3T0 0asza
JTAHHBIX ¢ UH(pOpMAaIUE, cCoXpaHseMOl B TEKCTOBOM (popMare W OTCOPTUPOBAHHOM IO
BPEMEHU UCIIOJTHEHNS.

B cucrteme peructpupyroTcs Cieayromue TUIbI COOBITHA:

- ICTIOJIb30BaHUE UJICHTU(PUKAIUOHHOTO U AyTEHTU(DUKATMOHHOTO MEXaHU3Ma;

-3alpoc Ha JOCTYIl K 3alllMIlaeMOMy pPecypcy — OTKpeITHe aiiia, 3amyck

MPOTrpaMMBbl U JIPyTU€ JESUCTBUS M0 €ro YTEHUIO U U3MEHEHUIO;

- CO3/IaHHE€ U YHUUTOXKEHUE O0BEKTA,

- IEMCTBUS O U3MEHEHUIO MPABUII PA3TPAHUYECHHUS TOCTYIA;

- IOTBITKU JOCTYIA U IEUCTBUS aIMUHUCTpATOpPA.

[IporpamMmbl  OTCHIIAKOT 3aMKUCH, MPEAHA3HAYEHHBbIE JUIsi MPOTOKOJIMPOBAHUS,
CUCTEMHOMY JE€MOHY, KOTOPBIH HACHTUPHUIUPYET THUI KaXJAOW MPHUIIEIIICH 3arMucu U
00pabaThIBaeT 3aMKCh CIOCOOOM, OMPEICICHHBIM JIJIs1 JAHHOTO THUIIA.

JIJ1st KaXKJI0TO M3 PETUCTPUPYEMBIX COOBITHI B KypHallaX yKa3bIBaeTCs CIEAYIOIIAast
uHpopmanus:

- 1aTa ¥ BpeM;

- CYOBEKT, OCYIIECTBISIONINNA PETUCTPUPYEMOE ICHCTBUE;

- TUM COOBITHS (€CIIM PETUCTPUPYETCA 3aIIPOC HA JJOCTYII, TO YKA3bIBAIOTCS OOBEKT U

THUII OCTYyTA);
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- YCIIEUTHO JIX OCYIIECTBUIIOCH COOBITHE (0OCITYKEH 3ampoc Ha JOCTYT WA HET).

2.3.11.1. Mexanu3m x)ypHaJupOBaHUs

Mexanusm sxypHanupoBanusi B OC Anbt CII QyHKIIMOHHpPYET TO CleayoueMy

ANTOPUTMY:

- IporpaMMbl  (MCTOYHHKH PETUCTPUPYEMBIX JIaHHBIX) (OPMHUPYIOT TIPOCTHIC
TEKCTOBBIE COOOILECHUSI O MPOUCXOASAIIMX B HHUX COOBITHSX W TMEpeJaloT UX Ha
00paboTKy B AP0, HHUITHATU3ZUPYSI IIPU STOM CUCTEMHBINA BBI30B;

- cucteMHbId eMoH syslogd (maker rsyslogd) cpaBHUBaeT Kaayro IMPHUIIEIITYIO
3aliCh C TMpaBWIaMH, KOTOpble HaxoisaTcs B (aitne KoHuUrypauuu
/etc/syslog.conf, ¥ KoOrja oOOHapyXUBaeTcsi COOTBeTcTBHE, syslogd
00pabaThIBaeT 3aMKMCh ONMUCAHHBIM B syslog.conf CIIOCOOOM;

- hopMupoOBaHUE COOOIIEHUH O COOBITUSIX W HX I[epeladya MPOUCXOAUT IO
OTIpeJIeICHHBIM TTpaBuiaM (mpoTtokoi Syslog);

- mepesiada TeKCTOBBIX COOOIIEHUH MPOMCXOAHWT C HMCIOJIb30BAHUEM CETEBBIX HWIIH
JIOMCHHBIX COKETOB;

- ICTOYHUKH COOOIIIEHUH MOTYT pacrojaratbCsi Ha pa3HbIX MallHAX;

-BCE PETHUCTPHUPYEMbIC COOOIICHUS TO YMOJYAHHWIO 3allMCHIBAIOTCS B KaTaJoT
CUCTEMHOI0 >XypHana /var/log, OJHAKO NIpPH HEOOXOAUMOCTH MOTYT OBIThH
yKa3aHbl W JpYyrue XpaHwiuia (s KaXJIOro JeMOHa MOXKET OBITh CBOE
XPaHWIUIIE, WA HECKOJIbKO XPaHUITHUII).

2.3.11.2. Mexanu3m ayaura

MexaHu3M ayauTa COCTOUT U3 HECKOJIBKUX KOMIIOHEHTOB (puc. 7):

1) Momynb siipa — mMepexBaThIBA€T CUCTEMHBIE BBI3OBHI (Syscalls) u BwImomHsieT

pErucTpanuo coObITUI;

2) ciyk0a auditd — 3anmuchIBaeT 3aperucTpUpOBaHHOE COOBITHE B (paiin;

3) cmyxk6a audispd — ocymiecTBIsIeT MEPECHUIKY COOOIIEHUM (BBICTyNaeT B POJIU

JUCIIeTyepa) K JpyroMy npuiaoKeHUIO;
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4) psin BCIOMOTaTeIbHbIX POIPAMM:

-auditctl — mporpamma, ympapisiomias IMOBEACHUEM CHCTEMbl ayauTa U
MO3BOJISIIONIAsE KOHTPOJUPOBATH TEKYIEE COCTOSHHUE CUCTEMBI, CO3/1aBaTh
WM YIAJSTh NPaBUIIA;

-aureport — MporpaMma, TE€HEpHUpyIolllas CyMMapHble OTYEThl O pabdoTe
CUCTEMBI ayJuTa;

-ausearch — mporpamma, MO3BOJISIONIAs HPOU3BOAUTH IMOUCK COOBITHH B
KYpHaJIbHBIX (haiinax;

-autrace — MporpaMMma, BBIMOJHSIONIAS ayIUT COOBITUH, MOPOXKITAEMbIX

YKa3aHHBIM IIPOLICCCOM.

: JemoH 3
‘ audispd Moayb Aapa i
i BcnomoratenbHble i
i JemoH YTUAUTBI 1
| auditd auditctl, aureport, 1
‘ ausearch, autrace i

Puc. 7 — CocTtaBHbIC KOMIIOHEHTHI ayIUTa

B OC Anbt CII peructpupyroTcs cleIyrouue TUIIbI COOBITH:

- 3ammyck u 3aBepirenue pabotel OC AnwT CII (mepesarpyska, OCTaHOBKA);

- 3aIyCK M OCTaHOBKA MPUJIOKEHNN;

- BBIIIOJIHEHUE CUCTEMHBIX BBI30BOB;

- UCTIOJIb30BaHUE MEXaHU3Ma UICHTU(UKALNN U ayTeHTHU(PUKALUY;

-3alpoc Ha JOCTYNl K 3alllMIlaeMOMy pecypcy — OTKpbITHE (aiiia, 3ammyck
IPOrpamMMbl U APYTHE IEUCTBUS MO €r0 YTEHUIO U U3MEHEHUIO;

- CO3/IaHH€ U YHUUTOXEHUE O0BEKTA,

- nevctBus no usMenenuto I11P/;

- MTHUIIanust CCTCBOI0 COCANHCHUA NJIN U3MCHCHHEC CCTCBBIX HACTPOCK U JAPYTHUC.
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[IporpaMMbl OTCBHITAIOT 3alKCH, MpPeJHA3HAUCHHbIE JI MPOTOKOJIUPOBAHUS,
cucteMHoMy JieMoHy auditd, KOTOpbIM HACHTUPUITUPYET TUI KAXKI0W MpUILIEIIeH 3aTUCH
1 00pabaThIBaeT 3aMUCh CIOCOOOM, OMPENEIEHHBIM /Ui JAHHOTO THIIA.

JIJis Ka)XA0T0 U3 PEerucCTPUPYEMBIX COOBITHI B )KypHaJlaX yKa3bIBaeTCsl CIEIyIOIIast
uHopMarms:

- 1aTa ¥ BpeMs;

- CyOBEKT, OCYIIECTBISIOMINN PETUCTPUPYEMOE ICHCTBUE;

- TUI COOBITHS (€CIIM PETUCTPUPYETCA 3aNPOC HA JOCTYII, TO YKa3bIBAIOTCS OOBEKT U

THUII IOCTYTA);

- YCIICUTHOCTH OCYIIECTBICHHS COOBITHS (00OCITY>KEeH 3ampoc Ha JOCTYI WIH HET).

2.3.12. CpenctBa cOopa ceTeBOM CTATUCTUKU U (PUITBTPALIMU CETEBBIX MMAKETOB

B kauectBe cpenctB cOopa CTaTUCTUKU CETEBOTO B3aUMOACUCTBHUS U (UIBTPALIMH
cereBbix nakeToB B OC AnbT CII ucnonsiyercs yrunura iptables.

YTunura iptables mno3BosiseT (UIBTPOBATH CETEBBIE MMAKETHl IO CIEAYIOLIUM
napaMmeTpam:

-Ha OCHOBE CETEBbIX ajpecoB ormpasBurens u nouydarens (IP-agpeca,

MAC-anpeca);

- o MpoToKoIaM tep, udp, icmp;

- C yUE€TOM BXOJHOI'O U BBIXOJIHOTO CETEBOro HHTep(erica;

- Ha OCHOBE MCIOJIb3YEMOTO MOPTa;

- C YYCTOM JaTbl 1 BPCMCHH.

2.3.13. CpencrBa KOHTPOJIS 3aMycka KOMIIOHEHTOB MPOTPAMMHOI0 00eCTIeUeHUS

B OC Anpr CII MexaHu3M KOHTpOJIS 3amyCka KOMIIOHEHTOB IIPOTPaMMHOTO
oOecreueHus: peann3yercs Mpy MOMOIIY porpaMmmel control++.

Control++ mo3BoJiIeT MEPEeKTI0YaTh PEKUMBI, KaXAbIA U3 KOTOPBIX OIMPEACIIICTCS
cBouM (haliJIoM OrpaHUYEHUM, a TaKKe CBOMM HAa0OpOM ONHUCAHMIA TpaB Ha (aisbl
CUCTEMBI U 3aIlyCKaeMbIM CIIECHApHUEM OOOJIOUKH.

Control++ mo3BoJisieT Tak e KOHTPOJUPOBATh COOTBETCTBUE MEXKIY IMapamMeTpaMu

YCTAaHOBJICHHOI'O paHEC PCKUMa U TCKYILIUM COCTOAHUEM CHUCTCMBI.
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3. YIIPABJIEHUE KC3

3anyck OC Anpt CII BbIIONHSETCA aBTOMAaTHYECKH IMocie 3amycka [[OBM wu
oTpaboTku Habopa nporpamm BIOS.

KC3 craptyer Bmecte ¢ OC Anbt CII, npoxoasi HEMOCPEICTBEHHO Yepe3 ATarlbl
JOCUCTEMHOW 3arpy3Kd, TECTUPOBAHUS SAPOM OKPYKEHHUS TMPOIECCOB U 3aIlyCcKa

datinoBoit cuctemsl (nanee — @C), a Takke MHAMATU3AIMY IEPBUYHOTO TIpoIiecca init.
3.1. Ucnonn3oBanue APl 6ubnuorexu polkit

API OoubIMoTEKN polkit UCIIOJIb3YETCS TUISt pEeAOCTABICHUS
HEMPUBWJICTHPOBAHHBIM IPOIIECCaM BO3MOYKHOCTH BBHITIOJTHEHUS IEUCTBUM, TPeOYyrOMUX
npaB agMuHucTparopa. IIpu stom Polkit He Hanmenser mpouecc Moab30BaTENs MpaBamMH
aJIMMHHCTPATOPA, a TIO3BOJISIET KOHTPOJIUPOBATH, UTO PA3PEIICHO, a YTO 3aIPEIICHO.

Polkit Takke TMO3BOJISIET MOJIL30BATENSAIM IMOJIYYUTh BPEMEHHOE pa3pelicHue
MOCPEACTBOM ayTeHTU(UKALMU JU00 aIMUHUCTPATOPA, JIUOO MOJIb30BATEIS.

JIro00i1 3ampoc Ha BBHINOTHEHUE JACUCTBUS B CUCTEMHOM KOHTEKCTE, MOCTYIUBIINN
0T paboTaroIIero MojIb30BaTENbCKOIO Mpolecca, oTciexkuBaercs polkit. B cooTBeTcTBUM C
UMEIOIMMHUCS TpaBwiaMu, polkit mpuHHMaeT penieHue O TOM, MOXKET JU ObITh
BBITIOJTHEHO ATO JCHCTBHE, U €CIIM MOKET, TO TIPU BHITIOJHEHUH KakuX ycioBui. [Ipunsaroe
pelieHue (3ampeT, pa3pelieHre WIM pa3pelieHHe C YCJIOBHEM) MepefaeTcsi CUCTEMHOMN
nmporpaMMe, KOTopasi 3aTeM JeHCTBYeT COOTBETCTBYIOIUM 0OpazoM. Takum oOpa3om, nmpu
B3aUMOJICMCTBUM TMOJb30BAaTEIbCKOrO Tmpouecca (Subject) W NpPUBUIETMPOBAHHOTO
cuctemHoro mpoiecca (Mechanism) polkit BbICTymaer B KadecTBe TPEThEl CTOPOHHBI,

MIPUHHAMAIOLEH PENIEHNE O CAHKIIMOHUPOBAHHOCTH JENCTBUM.
3.1.1. ®aiinel nelcTBUA
Bce momutuku polkit HaxoaaTcst B /usr/share/polkit-1/actions/ B dopmare

*.policy.
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Nmena ¢ainoB cocTaBieHbl W3 Ha3BaHHWS pa3padOTYMKa TPOrPAMMHOTO
oOecrieueHus (BeHI0pa), Ha3BaHUS MPOTPaAMMBbl UJTU TPYIIbI ACUCTBUN U 3aKaHYMBAIOTCS
cioBoM policy.

Nms kaxaoro Qaitia BIIOJHE COOTBETCTBYET TOU TPYyMIE IEHCTBUMA, KOTOpasi B HEM
nepeurcnena. CpenHsst 4acTh MMEHM (haiila — Ha3BaHME NPOrPAMMBI WM TPYIMIIbI
JNEUCTBUN — SIBJIIETCS B JAHHOM CJIy4ae CMBICIOBOM.

Kaxnas momutuka mpeacraBiser coboi xml-¢aiis, B KOTOPOM OIHCHIBAIOTCS
3anpochl K polkit. Kaxaplii 3anrpoc UMeeT TpH YCIIOBUsI, MPOINKUCAHHBIX B cekinu defaults:

- 3aIpoC OT JIFOOOT0 MOIB30BATENS — TET <allow any>;

- 3aMpOC OT HEAKTUBHOTI'O MOJIB30BATENS — T€T <allow inactive>;

- 3aMpOC OT aKTUBHOTO IOJIb30BATENS — TE€T <allow active>.

BHyTpu Kaxkoro Tera mpomuchIBaeTCs BO3BpallaeMoe 3HaueHue. Mcmonb3yrorcs

CICOAYIOINC BApHUAHTBL 3HAUCHUU:

yes — IPEIOCTaBUTh Pa3pelLCHU;

no — 3a0JIOKUPOBATh pPa3peLICHMS;

auth self — IOJB30BATEIb JOJKEH BBECTH CBOM MApOJIb ISl AyTEHTU(UKALUY;

auth self keep — TIOJB30BaTENb JOJDKEH BBECTM CBOM Mapoib I
ayTeHTU(PUKAIMK OJWH Pa3 3a CECCHI0, pa3pelieHHe MPEeAoCTaBIAeTCs sl BCEl
ceccuu;

- auth admin — IIOJB30BATENIb JOJDKEH BBECTH IIApOJib AAMHUHUCTPATOpA IIPU

KaXXZIOM 3ampoce;

- auth admin keep — IOJB30BAaTENIb JOJDKEH BBECTU IapoJib aJIMUHHUCTPATOPA,

paspenieHne NpeaoCTaBISIETCS ISl BCEM CECCHM.

[IpencraBineHHblE B JUPEKTOPUM /usr/share/polkit-1/actions/ mpaBuia
SBIIIOTCA  TPUHATBIMUA  TI0  yMOJYaHWro. Jlomyckaercss WX HU3MEHEHHE MyTEM
penaktupoBaHuss XML-¢ainoB .policy. OIHaKO HEOOXOIUMO YUUTHIBATh, YTO JIAHHBIN
METOJ HE SBJSIETCS PEKOMEHIYyEeMbIM, TaK KaK MpU OOHOBJICHUM MPOTPAMM BHECCHHBIC

M3MEHEHUs OyyT nepe3anvcaHbl HACTPOMKAMU MO YMOJYaHHUIO.
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3.1.2. ®aiinel npaBun

W3menars mpaBuna Qopmara .policy PEKOMEHIYETCS MIyTeM HCIOIb30BaHUS
¢dainoB THma .rules, KOTOpPbIE TEPEONPEACNAIOT TMpaBuia, YCTAHOBIEHHBIE IIO
YMOJYaHHUIO B (paiiyiax TeHCTBUM .policy.
@aunel . rules PACHOJIOKEHBI B IBYX KaTaJOIax:
- /etc/polkit-1/rules.d — MPEANIONAraercsi, 4YTrO 31ECh PAaCHOJAraroTCs
HEKOTOpbIe (paiiiibl MpaBui, MOATOTOBICHHBIE Pa3padOTUMKAMU AUCTPUOYTHBA U
Bce (ailibl mpaBwil, MOATOTOBJICHHBIE agMUHHUCTpaTopoM. llpu mepcoHambHOU
HACTpOIKe MpaBHJI pacmnojiaraTb COOTBETCTBYIOMIKE (haliIbl HAZO0 UMEHHO B 3TOM
KaTajore;
- /usr/share/polkit-1/rules.d — JaHHBIA KaTaJIOT COJAEPKUT (pailiipl MpaBui,
KOTOpbI€ HAIMCaHbl Pa3padOTYUKAMK NPHIOKEHUH U qucTpuOyTuBa. Pazmemars
(ailsibl O CBOMMU MpaBUIIAMU 3/IECh HACTOSITEIbHO HE PEKOMEHAYETCS U3-3a TOrO,
4TO Ipy OOHOBJIEHUU IIPOTPaMM C/ieJIaHHbIE U3MEHEHHs1, CKOPEE BCEro, IponaayT.
HacTpauBath npaBuia MOXKHO Kak MPaBKOM CyHIECTBYIOIUX (alIoB . rules, TaK U
CO3JJaHMEM HOBBIX B  KaTajore /etc/polkit-1/rules.d. (Co3gaHue HOBBIX
GbainoB .rules sBIsAeTca Oosee O€30MacHbIM M HAJACKHBIM METOJOM, IOCKOJIBKY
MO3BOJISIET OBICTPO M 0€3 MOTEPh BEPHYTHCS K MCXOJHBIM HACTPOMKAM MyTEM yAaleHUs
(aiina c HEKOPPEKTHO 3aJIaHHBIM MPABUIJIOM, BBI3BABIINM COOM.

3amaBas uMms (¢aiia, MOKHO MPOCTO U HAAEKHO OMNPEIEIUTh MOPSIOK YTECHHUS
¢daiinoB .rules. Hampumep, myrem BHECEHHs B Hadale MMEHHM (Daiijla MOPSAKOBOTO
Homepa. IIpu sTom (ailsibl rapaHTUPOBAHHO OyIyT YUTAThCA B TOM JKE€ MOpPSAJIKE, B
KOTOPOM BO3pAacTar0T 3TH YHCIIA.

HeoOxoaumo y4uThIBaTh, YTO TMpaBWia, KOTOpbIE cojaepx aTcsi B (Qailnax,
MPOYUTAHHBIX PaHbllIE, IEPEONPEACIAIOT paBuiia B (haiiax, MPOUYNTAHHBIX MO3XKE.

ANTOpPUTM co3AaHMs NpaBuiia (Bce JEHCTBUS BBITOJHSIOTCSA OT root):

1) onpenenuTh Kakylo MOJIUTUKY HYKHO U3MEHHTb, JIJIsl STOr0 HEOOXOIMMO HAWTH B

/usr/share/polkit-1/actions/ Tpebyemylo.
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2) co31aTh HOBOE MPABUIIO:
touch /etc/polkit-1/rules.d/99-vashe pravilo.rules
3) OTKPBITH Ha PEIAKTUPOBAHNE CO3TAHHBIN (haidi:

mcedit /etc/polkit-1/rules.d/99-vashe pravilo.rules

4) BCTaBUTb TEKCT:

polkit.addRule (function (action, subject) {

if (action.id.match ("nmercreHe") &&

subject.isInGroup ("rpynnanojge3oBareyen") )
return polkit.Result.npaBuio;

rJe:

- meificTBMe — OTO 3HAYEHHE id B DJJIEMEHTE action B HYXHOM (aiiie
JIEUCTBUM .policy;

- rpynna noJjib3oBaTesierr — OTO OJIHA M3 PEaJbHO CYIIECTBYIOIIUX B
orepalmoHHoi cucteMe rpymnn. Hanpumep, 370 MOXKET ObITh Ta IpyIna, KOTopas
ObLIa cO3/1aHa MPHU 3aBEJICHUU T0JIb30BATENSI B CUCTEME;

- mpaBwsio — 9TO CIIEAYIONIME 3HAYEHUs: NO, YES, AUTH SELF, AUTH ADMIN,

AUTH SELF KEEP, AUTH ADMIN KEEP.
3.1.3. XypnamupoBanue aeiictuii polkit

Hcnonb3ys mpasuia polkit MOKHO Takke JefaTh 3alMCH B CUCTEMHBIN KypHal.
Meron 1log() 3amuchiBaeT COOOIIEHHWE B CHUCTEMHBIA IKypHajl. 3alucH >KypHaia
UCHOJB3YIOT (yar LOG AUTHPRIV, MO3TOMY 3alucu OynyT HpPOU3BOAUTHCS B (haiin
/var/log/secure.

[Ipumep:

polkit.addRule (function(action, subject) {
if (action.id == "gemcrBue") {
polkit.log("action=" + action);
polkit.log("subject=" + subject);
}
1)

B mapamerpe action mepemaerca OOBEKT ¢ uHGOPMAIMEH O COBEPIIICHHOM

MpOLIECCe U CBSI3aHHBIE C 3TUM JIEWCTBUEM MapaMeTphbl (HApuUMeEp, €Cld 3anpoIIeHHOE
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JEUCTBUE MOHTHPOBAHHUE CHEMHOTO JIMCKAa, TO B IMapaMeTpe action OyIyT MepeaaHsbl
CEepUHHBIN HOMEp JMCKa, €ro id, aioBas cucrema u T. I1.).

B mnapamerpe subject mnepemaercs OOBEKT ¢ HH(pOpPMALMEH O TMOJIb30BATEIE,
3aIlyCTUBIIEM IIPOLECC.

DTOT 00BEKT UMEET CIEAYIONINE aTPUOYTHI:

id — uaeHTu(dUKATOp IpoIecca;

- user — UM IIOJIB30BAaTCIIA,

groups — CIIMCOK I'PYIIII, B KOTOPBIC BXOJAUT ITOJIb30BATCIIb,

seat — MECTOHAxXOXJEHUE CYObeKTa (IIyCTOE 3HAUYECHHE, €CJIM MECTOHAXOKICHUE
HE JIOKaJIbHOE);

- session — ceccus CyObEKTa;

- local — true, TOIBKO €CIIM MECTOHAXOKICHUE UMEET JIOKAIbHBIN XapaKTep;

- active — true, TOJBKO €CJIM CEAHC AKTUBEH.
3.2. CpencrBa ynpaBlIeHUSI YYETHBIMU 3aIIUCSIMU M0JIb30BATEIEH

Co3naHue, peaakTUPOBAHME M yAAJICHHUE YYETHBIX 3alldcedl MoJib30BaTesei
BBITIOJTHSCTCS aJIMUHUCTPATOPOM B COOTBETCTBUHU C PYKOBOJISAIIUMH PEIICHUSIMU 00BEKTa
aBToMatu3anuu. Wnentudukamus nosis3oBatens (mpucBoenne emy koaa UID) moxer
obecnieunBaThcs Kak aBTomatudecku KC3, Tak ¥ Bpy4HYIO aJMUHHCTPATOPOM MO CBOEMY
YCMOTPEHHUIO.

[Ipu  nmoGaBnenum monb3oBarens B OC  aIMHUHHUCTPATOp  BBIAACT €My
perucTpanmonHoe uMms (MACHTU(HUKATOP) JUIS BXOJla B CHUCTEMY M Mapojb, KOTOPBIH
CIYKUT Il TOATBEpKAECHMsSI uAeHTU(UKaTopa mnois3oBarens. B nanpneiimem KC3
obecrieunBaeT ayTeHTU(UKAITMIO MOJIb30BaTENsA, TO €CTh €ro paclo3HaBaHUE MO0 UMEHU U
napoyito. BBoauMMBIE MOJIB30BaTEIEM CHUMBOJIBI MapoJisi HE OTOOpa)KaloTCs Ha JKpaHe
TepMUHAJIA.

[Ipumeuganue.B cayugae pabotet OC B rpaduiecKkoM peKuMe CUMBOJIBI TAPOJIS
3aMEHSIOTCS 3BE€3I0YKAMMU.
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AnMuHHCTpaTOp W (MIM) IMOJIB30BAaTENb MOIYT M3MEHHUTHh Mapojib KOMAHJION
passwd. [Ipu BBoze aToit komanapl OC Anbt CII 3anpammBaeT BBOJ TEKYLIErO Maposis, a
3aTeM TpedyeT BBECTH HOBBIN MApOJIb.

B cinyuae, ecnu npennokeHHbIM mapoisib cauimkoM mpocT, OC Anst CII Moxer
MONPOCUTh BBECTHU JpYyrou. Takke ecnu NpeasioKEHHBIM Mapoib yIOBJIETBOPUTEIICH,
OC Aunbt CII npocut BBECTH €ro MOBTOPHO C T€M, YTOOBI YOETUTHCS B KOPPEKTHOCTU
BBO/Ia IAPOJISL.

3.2.1. Obmas unpopmarus

s Bcex monb3oBateneid u rpynn BHyTpu OC Aunbt CII BBeneHBbl COOCTBEHHBIE
udposeie unentuduraropsl B kareropusx UID u GID cooTBeTCTBEHHO.

[Tonb3oBaTeNb MOKET BXOJUTH B OJHY WM HECKOJIbKO rpymm. I[lo yMomuaHuio oH
BXOJMT B TPYIIly, COBHNAJAIOUIYIO C €ro MMeHeM. /[ moyiydeHus: CBEIEHHH O TOM, B

KaKHue CIIC I'PYIIIIbl BXOJAUT I10JIb30BATCIIb, HCO6XOI[I/IMO BBIIIOJIHUTb KOMAaHAY:

id user name
TAC user name — UM 11OJIB30BATCIIA.
Hanpumep:

$ id test
uid=500 (test) gid=500(test) rpynnu=500 (test), 16 (rpm)

Takast 3anmuch O3Ha4aeT, 4To MoJib3oBaTelnb test (udposoit unentuduxarop 500)
BXOJIMT B TPyNmbl test U rpm. Pa3HbIe TPyIITBI MOTYT UMETh Pa3HbI YPOBEHB JOCTYyIIA K
TEM WJIM UHBIM KaTajioram; 4eM B OO0JIbIlIee KOJMYECTBO IPYIIT BXOAUT MOJIb30BaTElNb, TEM
OOJIBIIIE TIPAB OH UMEET B CUCTEME.

[Ipumeuyanue. B cBi3u ¢ Tem, 4TO B JUCTpUOYTUBAX H3/AeNUs OOJBUIMHCTBO
MPUBUJIETUPOBAHHBIX CHUCTEMHBIX yTHIHT umeror He SUID-, a SGID-6ur, Oyabte
MPEAEIbHO BHUMATENbHBI M OCTOPOXKHBI B IEPEHA3HAYEHUM TPYNIIOBBIX IIpaB Ha
CUCTEMHbIE KaTaJIOTH.

3.2.2. O6Bs3ka passwd
Jlnst oOHOBJICHUS ayTCHTH(UKAIMOHHBIX JIAaHHBIX TIOJB30BATEIs HCIOIB3YETCS

passwd. OOBsizka passwd TOAAEPKUBACT TPAAUIIMOHHBIE OMNIUM passwd W YTHIUAT

shadow.
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CUHTAaKCHUC:
passwd [ONUUA...] [VMMS HOJB30BATEJIA]
Ormmu:

1) -d, --delete — yIanuTh Naposb AJI1 YKa3aHHOU 3aIIUCH;

2) -f, -—force — GOpcUPOBaATH ONIEPAIHIO;

3) -k, -—keep-tokens — COXpaHUTh HE YCTAPEBILIME NAPOJIH;

4) -1, --lock — OJOKMPOBATh YKa3aHHYIO 3aIKCh;

5) --stdin — OpoYUTaTh HOBBIE MMAPOJIU U3 CTAHIAPTHOTO BBOJA;

6) -S, --status — BBIBECTH OTYET O CTATyCE NapoJisi B yKa3aHHOU 3alUCH;
7) -u, —-—unlock — pa30JIOKUPOBATh YKAa3aHHYIO 3aIUCh;

8) -2, --help — IOKa3aTh CHPABKY U BBIUTH;

9) --usage — AaTh KOPOTKYIO CIIPABKY 10 UCIOJIb30BAHUIO;

10) -v, --version — BBIBECTU BEPCHUIO IPOTrPaMMBI.

[Ipumeuanune. [Ipu ycnemHOM 3aBepHIEHMM KOMAaHJA passwd 3aKAHYMBACT

pa60Ty C KOJOM BLbLIXOJa «O». KOI[ BbBIXOJa «I» O3Ha4YacT, 4YTO IIPOU3O0IIa omumoKa.
TekcToBOE ONMMCAaHUE OIIMOKHU BBIBOAUTCA HA CT&HI[&pTHBH?I ITIOTOK OIITHOOK.

TonpKo cyneprnoib30BaTesib MOKET OOHOBUTD MApOIb APYTOro MOJIb30BaTEs.
3.2.3. JlobGaBieHHE HOBOTO MOJIL30BATEIS
Jns  nmoGaBieHUsT HOBOTO TOJIb30BaTelss HEOOXOAMMO BBINOJIHUTH KOMaHIY

useradd:

# useradd test

rzie test — UMsi HOBOTO TMOJIb30BaTeNsl (MOKET ObITh BRIOPAHO JIFO00€ UM, OTIIMYHOE
OT y>K€ UMEIOUIUXCS B CUCTEME).

[Tocne moGaBneHMs MOJIB30BATENSl B CHCTEMY HEOOXOIMUMO BBHIMOJIHHUTH YCTAaHOBKY

mapoJit 11 quTHOﬁ 3aIIMCH IT0JIB30BATCIIA, JJIA OTOI'0 UCIIOJIB3YCETCA KOMaHa passwd:
# passwd test

[Tocne BbIMONIHEHUS AAHHOW KOMaHIbI B KOHCOJIb OYJET BBIBEICHO COOOIIECHUE, C
MPEUIOKEHUEM O BBOJAE IMApOJAd JUIsl YYETHOM 3aIlMCH TMOJb30BaTENsl Enter new

password: (BBemmTe HOBLIT mapoJib:), B OTBET HA KOTOPOE HEOOXOIUMO BBECTH MAPOJIb
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(I[J'II/IHa M COCTaB IapoJid JOJDKHBI  YAOBJIICTBOPATH  HAJOXKCHHBIM  IIAPOJIbHBIM
OTPAHUYCHHSM).

ITocne BBOJa IIapoJid OJIA y‘{eTHOﬁ 3allUCU I10JIb30BATCIIsI, B KOHCOJIb 6y,ZIeT
BBIBCACHO COO6III€HI/IG C IPCAJIOKCHUCM O IMOBTOPHOM BBOJC IHAPOJIA JIsI MCKIIIOYCHUS
OIHOOK MpPU BBOJAE Retype new password: ([loBTopuTe BBOI naposis:), B OTBET Ha
KOTOPOC H€O6XOI[I/IMO BBIITOJIHUTBH HOBTOpHBII?I BBOJ I1apOJIA.

B ciIy4dac, €CJIM BBCIACHHBLIC IIapOJIX COBIIAJIM, B KOHCOJIb 6yneT BBIBCACHO
cooOmieHue passwd: all autentification tokens updated (naponb: BCe
MapKepH MPOBEPKM TOIJIMHHOCTY OBHOBJEHEH), YTO B CBOIO OYEpE/lb CBUIETEILCTBYET
00 yCIeIIHON yCTaHOBKE MapoJisl JIJIsl TOJIb30BaTENsl.

B PE3YIIbTATC OIIMCAHHBIX IIGI>'ICTBI/II>'I B CUCTEMC 6y,ZIeT CO3JIaH I10JIh30BATENIb test ¢
3aJIaHHBIM I1apOJICM.

B ClIydac, CCJIIM IIapOJib OKa3aJCsAa HG6G3OH3CHBIM, Ha O3KpaH 6YI[€T BBIBCICHO
COOTBCTCTBYIOLICC COO6IH€HI/IG C IPpCAYIIPCKIACHUCM !

1) ecnu nmapoiab KOPOTKHUMA:

«Weak password: too short» («HeHamexHBEM  [apoOJib: CIIMIIKOM

KOPOTKMM»)

2) ecid mapoJib HE COOTBETCTBYET TPEOOBAaHMUSIM K KjaccaM HCIHOJIb3YEMbIX
CUMBOJIOB (TIapOJIb JIOJDKEH COCTOSTHh M3 OYKB BEPXHEr0 M HUXKHETO PErucTpa,

uudp ¥ APYyrux CUMBOJIOB):

«Weak password: not enough different characyers or classes for
this length» («HeHameXHHM IapoJib : HemoCcTaTOUHO KJIaCCOBEIX

pasanMﬁ MeXIOy MCIIOJIb3yeMBIMIM CI/IMBOJ’[aMI/I»)

3) ecnau mpu MOBTOPHOM BBOJIC MApOJIM HE COBMAJM, B KOHCOJIb OyJET BBIBEJICHO
NpEeaynpexICHUE, C TMPEIJIOKEHUEM BBECTM HOBBIM MMapojb, a TaKke

OIpaHNYCHUAMHU Ha NOIIYCTUMBIC CUMBOJIBI:

«Sorry, Passwords do not match. Try again.

You can now choose the new password or passphrase.

A wvalid password should be a mix of upper and lower case
letters,

digits, and other characters. You can use a 8 character long
password with characters from at least 3 of these 4 classes.

An upper case letter that begins the password and a digit that
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ends it do not count towards the number of character classes
used.

A passphrase should be of at least 3 words, 6 to 40 characters
long, and contain enough different characters.

Alternatively, 1f no one else can see your terminal now, you
can pick this as your password: "high-worth*outset"»

I1 PUMCYAaHHUC. I[anee MMPpUBOAUTCA TIICPCBOA CHCTCMHOI'O COO6H1€HI/I§I C
IMPCAJIOKCHUCM BBCCTU HOBBIU ImapoJjib ¢ Y4CTOM OI‘paHI/I‘IGHI/Iﬁ Ha OOIIYCTHUMBIC

CHUMBOJIBI:

«I[lapon He coBnamawoT. IllonpobynTe eme pa3. Bel MoxeTe BHOPAaThH
HOBBIM [APOJIb MWK [apoJibHYLD 0Opasy. I[paBMJIBHEM HAPOJIb IOOJIXEH
coueTaTb B cefe IMNPONMCHBE M CTPOUYHEE OYKBBE, UMOPE ¥ JOpyIue
CMMBOJIEI. BEI MOXeTe MCIOOJIB30BaTh I[NapoJM IOJIMHOM M3  BOCBMMU
CMMBOJIOB, OTHOCAWMXCH, IO KpalHEeM Mepe, K TpeM U3 JYeTHpex
KJIaCCOB. ByKBa BEPXHETIO pPerucTpa, C KOTOPOY HauMHAETCs [HapoJib U
undpa, KOTOPOM  [apoJjib 3aKaHUMBaeTCH, He  y4UYMTHBAKTCA  IIpU
[IOACYUEeTe KOJMUEeCTBa MCHOJIb3YEMBIX KJaCCOB CMMBOJIOB. IlapoJsibHasa
bpasa @[mosrxkHa COCTOSATH, IO KpaMHEM Mepe, M3 Tpex CJOB IOJIMHOM
or 6 mo 40 CHUMBOJIOB, COIepXallMx pPas3HBEE KJIaCCH CHMMBOJIOB. Kpome
TOTO, ecnmn uHOOpPMAaLUHI, oTobpaxaeMas B HacTodllee BpeMsa Ha
TepMMHAaJE, HEeOOCTyNHa nIJId I[IpOoCMOTpa [OCTOPOHHMM  JMIlaM, B
KaueCcTBe I[apoJis BH MOXeTe MCIOoJb30BaTh «high-worth*outset»

B panpHedmeM mnosb30BaTeNbh MOMKET HM3MEHUTHh CBOM IApOJIb IPU  ITOMOIIU
KOMaHbI passwd.

B OC Answt CII a1 npoBepku napoJeil Ha ¢1aboCcTh UCTIONb3YETCs MOAKII0UaEMBbIii
Moayib ayrentudukanuu (Pluggable Authentication Modules, nanee — PAM) passwdqc.

[Iporpamma useradd umeeT MHOXKECTBO MapamMeTPOB, KOTOPHIE MO3BOJISIIOT MEHSTh
€ee IIOBEICHME N0 YMOJYaHHIO. B TOM u4wucie MNpenocTaBiIeTCs BO3MOXKHOCTH
MPUHYIUTENBHO yKa3aTh, Kakod Oyaer UID wim k kakoil rpymme OyIeT NpuHaIeKaTh
I10JIb30BATENb.

Cunrakcuc nporpammsl useradd:

useradd [napametTprr] LOGIN
useradd -D
useradd -D [mapameTpr]

[Ipu BBI30Be 0€3 omiuu -D, KOMaHAa useradd CO3JAaCT HOBYIO YUYETHYIO 3aIHCh
MOJIB30BATEIS, UCTIOJIb3YSI 3HAUCHUS, YKa3aHHbIC B KOMaHIHOW CTPOKE IUIFOC 3HAYCHUS TI0
YMOJTYAHUIO U3 CUCTEMBI. B 3aBHCHMOCTH OT IMapaMeTpoB KOMaHJAHOW CTPOKH, KOMaHaa
useradd OyaeT OOHOBJISITh CUCTEMHbIE (alJibl, a TaKKEe MOXET CO37aTh JOMAIIHUI

KaTaJOI' HOBOI'O ITOJb30BAaTCIIsA U CKOIIMPOBATh HCXOOHBIC CI)aI;'IJIbI.



49
JIKHB.11102-01 99 01

Ommu:

Y

2)

3)

4)

S)

6)

7)

8)

-c, —-comment KOMMEHTAPUM — J1t00as TEKCTOBas CTpOKa. OObIYHO 371ECh
KOPOTKO OTIMCBIBAECTCA YUYETHAs 3aIIUCh, U B HACTOAIIEE BPEMS UCIOJIb3YETCA KaK
oJIe 1711 UMEHU U (DaMUIJIMH T10JIb30BaTEIIS;

-b, --base-dir BA3OBHM KATAJIOI' — 0a30BbIA KaTaJOr HJisi IOJb30BaTEIIs.
Ecnu mapameTp HOME DIR HEe yKa3aH, TO 0a30BbIM KaTajor OMNpENeNsieTcs IO
VMMEHU T0JIb30BATEIS;

-d, --home [OMAIHM/ KATAJIOI' — JJs CO3[JAaBAEMOI0 IOJIb30BaTENsl OyAeT
WCIIOJIb30BaH KaTaJlor BA3OBHY KATAJIOI' B KadecTBE JOMAIIHEro karaiora. [lo
YMOJIYaHUIO, 3TO 3HAYEHUE MOJy4YaeTcs OObEIMHEHUEM VIMEHI TMOJIb30BATENs C
BA30BEM KATAJIOI'OM M HCIIOJB3YETCS KAK UM JIOMAIIHETO KAaTaJIora;

-e, --expiredate [JATA YCTAPEBAHMA — pOaTa, KOrga Yyd4e€THas 3alucCh
nosb3oBates Oyaer 3abmokupoBana. Jlara 3agaercsa B popmate I'TTT-MM-J1/1;
-f, --inactive JHEM — 4HCJIO JHEW, KOTOPBIE JOJLKHBI MPOUTH TMOCIE
yCcTapeBaHUs MapoJis, YTOObl YUeTHas 3amuch 3a0J0oKupoBasiack HaBcerna. Eciu
yKkazaHo 3HaueHue 0, To yuyeTHas 3anuch OJIOKMPYETCs cpasy Mociie yCTapeBaHUs
Mapojs, a NOpu 3HAYCHUUM -1 JaHHAs BO3MOXKHOCTb HE MCIOJIb3yETCA.
[To yMOTYaHHIO UCTIOJIB3YETCSl 3HAYEHHE —1;

-g, —-gid TPYNNA — WUMs WJIA YUCJIOBOM HUJIEHTHU(PUKATOP HOBON HAYAIHHOU
rpynnel mojis3oBarens. WnentudukaTop Tpynmbl JODKEH YKa3blBaThb Ha YXKe
CYIIECTBYIOILYIO Tpynny. UneHTudukatop rpymnmsl Mo yMoJI4aHUIO paBeH | uiaum
3HAYCHUIO, YKa3aHHOMY B (pailsie /etc/default/useradd;

-G, --groups TPYNNAL [, 'PYNNA2, ... [, PYIIAN] ] ] — CITUCOK
JIOTIOJTHUTEINIBHBIX TPYII, B KOTOPBIX YHMCIUTCS MOJib30BaTenb. [lepeuncnenue
TPYII OCYIIECTBISIETCS 4epe3 3amsiTylo, 0e3 MPOMEXKYTOUYHBIX MPOOEIIOB.
Ha ykazanHble rpynmnbl ACHCTBYIOT T€ K€ OTPaHUYCHUS, YTO W JJIsl TPYIIIHI,
YKa3aHHOM B mapamerpe -g. [lo yMoidaHuio 1mosb30BaTeslb BXOAUT TOJBKO B
HAa4aJIbHYIO TPYNIY;

-h, -—help — IOKa3aTh KPATKYyIO CIPABKY U 3aKOHYUTH PaboTYy;
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9) -m, —~—create-home — €Clii IOMAIIHETO KaTajlora MoJb30BaTelisl HE CYIIECTBYET,
TO OH OyJIeT Co3/aH;

10) -k, --key KJIOU=3HAUEHVE — HCHOJIb3YEeTCS IJIi MU3MEHEHUS 3HAUYCHUM M0
YMOJYaHUIO, XpAaHUMBIX B (aiine /etc/login.defs (UID MIN, UID MAX,
UMASK, PASS MAX DAYS W Jpyrux). IIpumep: -K PASS MAX DAYS=-1 MOXHO
UCIIOJIb30BAaTh MPHU CO3/IaHUM CHUCTEMHOW YYETHOM 3amucH, 4TOOBI BBIKIIOYUTH
ycTapeBaHUE MapoJis, JaKe €CJIM CUCTEMHAsl y4eTHas 3allich BOOOIE HE UMEET
MapoJIs;

11) -N, --no-user-group — HE CO3AaBaTh IPYIIy C TEM X€ HMEHEM, YTO H
M0JIb30BaTENb, HO JAO0ABUTH MOJIb30BATENd K IPYIIeE, YKa3aHHOM onuued -g
WJIM IEPEMEHHOM TpyNIbl B aiine /etc/default/useradd;

12) -0, -—-non-unique — MO3BOJISAET CO3AaTh YUETHYIO 3aUCh C YK€ MUMEIOIIUMCS
(ae ynukanbpabiM) UID;

13) -p, --password TIAPOJIb — IIU(POBAHHOE B3HAYCHHUE TMAPOJsi, KOTOpPOE
Bo3BpaiaeT pyHkuus crypt. [lo ymondyanuio yueTHas 3anuch 3a0JI0KMPOBaHA;

14) -s, --shell OBOJIOUKA — HUMsI PETUCTPAIMOHHON OOOJIOYKH MOJIb30BATEIS.
Ecnu 3agate mycroe 3HaueHue, TO OyAET HCIONb30BaHA PEruCTpalMOHHAas
000J104YKa 10 YMOJTYAHHIO;

15) -u, --uid UID — ymcioBOe 3Ha4YeHHe uicHTHU(UKaTopa nonb3oBarens (ID).
OHO JOMKHO OBITh YHHUKAJIbHBIM, €CJIIM HE HCIOJIb3YyeTCS MapaMeTp -o.
3HaueHHUEe AOHKHO ObITh HEoTpuUATedbHBIM. [l0 ymMomyaHUIO HCHOJIB3yeTCs
HauMeHblee 3HaueHue ID 6onbuiee 999 u Oonbiee 1000ro IPyroro 3HaYCHHS
nosib3oBaTens. 3HadeHus or 0 1o 999 o00buHO 3ape3epBUPOBAHBI IS
CHUCTEMHBIX YUYETHBIX 3aUCEH;

16) -U, -—user-group — CO3/IaTh IPYMIy C TEM K€ UMEHEM, UTO U TMOJIb30BaTENb, U

100aBUTh TIOJB30BATENS B 3Ty IPYyIILY.


https://www.opennet.ru/cgi-bin/opennet/man.cgi?topic=crypt&category=3
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ITpu BbI30BE KOMaHIbl useradd TOJBKO C ONLUENH -D MOKAXKET TEKYIIUE 3HAYCHUS
110 YMOJYaHHIO:

# useradd -D

GROUP=100

HOME=/home

INACTIVE=-1

EXRIPE=

SHELL=/bin/bash

SKEL=/etc/skel

CREATE MAIL SPOOL=yes

3.2.4. I[O6aBHeHI/IC/pC,ZIaKTHpOBaHI/Ie [10JIb30BaTelIeH B Fpa(i)quCKOﬁ 000JI0YKE U B

BeO-uHTEpdetice

Monyne llentpa ynpasienus cuctemoit (I[YC) «JlokanbpHble y4deTHBIC 3alHCH»
(maker  alterator-users) mnpegHa3HayeH 8 AJAMUHHCTPUPOBAHUS  JIOKAJbHBIX
M0JIb30BATEIICH.

JIOJIKHBI OBITh YCTAHOBJIEHBI:

# apt-get install alterator-fbi
# apt-get install alterator-users

JloykHBI OBITH 3ammylieHbl cepBuchl ahttpd u alteratord:

# systemctl enable --now ahttpd
# systemctl enable --now alteratord

Mopnyne «JlokaneHble ydeTHble 3amuch» noctyneH kak B GUI B skcnepTtHOM
pexume (pasnen «llomb3oBatenn» — «JlokaibHbIE Y4eTHBIE 3amucu») (puc. 8), Tak U B
BeO-uHTEpdeiice Mo aapecy https://ip-address:8080 (pazmen «llomp3oBaTenu» —
«JIokanbHbIE y4eTHBIC 3anmucu») (puc. 9). J[aHHbIM MOJYyJIb TO3BOJISIET CO3/1aBaTh HOBBIX

HOHBSOBaTCHCﬁ, PCAAKTUPOBATDb U YAAIATH Y7KC CYIICCTBYIOIIHUX MOJIL30BaTEIICH.
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=X LIeHTp ynpaBneHns CMCTEMONA (0T Cynepnonb3oBaTens)
4 fnasvan W@ Pexwm akcnepra  * Beixod | @ cnpaexa

Bribpatk aBatap
HoBas y4eTHaR 3aMnnce: Co3gate

B
[omawHwia katanor: /homeltest

WHTepnpeTaTop koMana: /bin/bash j

v BXOAMT B rpynny agMWHWCTPaTopoB

Ha3HaueHHbIE CUCTEMHLIE PONK Tpynnki, B KOTOPLIE BXOAWT NONL30BATENL
audio
camera
cdrom
cdwriter

floppy
proc -

Naponk: Co3aThb aBTOMaTHUECKK
% (sseguTe ppazy)
& (noBTopuTe dpazy)

ABTOMaTHUECKMIA BXOJ B CHCTEMY
PexuM knocka OBkiuHkIi pabounii cton j

MpUMEHNTE YaanwTe nons3osatens

Puc. 8 — YmpasieHue 1oKaaIsHBIME MOJB30BaTENsIMA B rpadudeckoM untepdeiice [[YC

Hoean y4&THaA 3annckb:
BuiGpaTh aBaTap

=t - KommerTapuii: Tpynnel, 8 P AWT N
audio o
camera

Nomawnwii katanor: | fhomeftest

WHrepnpetatop komang: | /bin/bash v cdrom
cdwriter
floppy
proc
HasHaueHHbIe CUCTEMHEIE ponwn: radio

BxoguT B rpynny agMUHWCTPATOPOE

scanner
test
Napone: (ensau dp==y) zizharﬁ
(nosTopuTe dpazy) uucp
vboxadd
- vboxsf
oo

wheel
*grp

O Cosgate aETOMETUHECKIA

Puc. 9 — YnpaBnenue gokaabHBIMU MOJB30BaTENsIMU B BeO-uHTepdeiice [[YC
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JInst co3maHusi HOBOM YYETHOM 3amUCU HEOOXOJMMO BBECTH MMSI HOBOW YYETHOM

3allMCHU U HAKATh KHOIIKY «COSIIaTI)», ITOCJIC YCT'O UM OTO6pa3I/ITC$I B CIIMCKC CJICBA.

A Tlpu cosmanmu monssoBatens depes 1[YC HyXHO CHMMATH OTMETKY C ITYHKTOB
«Bxoaut B rpynny aAMUHUCTPATOPOB» U « ABTOMaTUUECKUN BXOJl B CUCTEMY.

JUJ1 TONOJTHUTENBHBIX HACTPOEK HEOOXOIMMO BBIIEIUTH JT0OABIEHHOE MM, OO,

€CJId He0OXO0JUMO N3MEHUTD CYIIECTBYIOIIYIO YUETHYIO 3aliCh, BHIOPATh €€ U3 CIHCKA.

Kax1011 yd4eTHOM 3a1IMCH MOKHO 3a]1aTh:

- KOMMEHTapui — IPOU3BOJIBHBIA KOMMEHTAPUM K YYETHOW 3amucu. Hacro 3xech
YKa3bIBAIOTCS peasibHble UMA U (DaMHIINS MTOTb30BATES;

- IOMAIlIHUM KaTaJlor — KaTaJlor MOJIb30BaTeNsl, B KOTOPOM OH OyJ€T UMETh IOJIHbIE
npaBa. B ciywae peructpanuu mMosb30BaTeNsl B KOHCOJM paboTa HAYMHAETCA
UMEHHO B ATOM KaTtajore. OOBMHO [OMAIIHUK KaTajJor IOJIb30BaTeNs
pacriojaraeTcsl B /home/mumMsa nosneszosaTernd, IJIC UM IMOJb30BaTCIA — 3TO HMSI
Y4ETHOM 3aIINCH;

- IHTEPIIPETaTOp KOMaH]l — KOMaHHasi 000J104Ka, 3alycKaeMas [0 YMOJTYAHHUIO TIPH
pErucTpanuy MoJIb30BaTeNsl B TEKCTOBOM KOHCOIM. [Io ymoiyanuio ucronb3yercs
/bin/bash;

- BXOJIUT B TPYIILY aAMHUHUCTPATOPOB — IPHU YCTAHOBJIEHHOW OTMETKE IOJIb30BATEIb
UMeeT BO3MOXKHOCTh MOJIYYHMTh IpaBa agMuHucTparopa (root). Hampumep, mpu
MOMOIIM KOMaHJIbl su - (JIJI1 9TOTO HEOOXOMMO 3HATh MAPOJib AJIMUHUCTPATOPA);

-Mapojib  —  T[aposib  YYETHOM  3aluch  MOXET  ObITh  CreHEepHUpOBaH
aBTomaTniecku («Co3aaTh aBTOMaTHYECKU»), MO0 CO3[aH CaMOCTOATENbHO. Bo

BTOPOM ClTydyae He0OXOAMMO BBECTH €r0 MOATBEPKICHHE.
3.2.5. Hactpoiika napojabHbIX OrpaHuYEHUN
Hactpoiika [TapOJIbHBIX OTpaHUYCHUN IIPOU3BOAUTCS B daiine
/etc/passwdgc.conf.

passwdgc.conf — (aitn koHuUrypamuum libpasswdgc. libpasswdgc — 3TO

npoctas OuOIMoTeKa ISl MPOBEPKHU HANEKHOCTH napojieid. [ToMruMo MpoBEpKU MPOCTHIX
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naposiei, TOIIEpKUBAIOTCA TapoibHble ¢pa3pl.  Dailm  KOHPUTYypalUd  MOXKET
MCIIOJIB30BAThCA JUIsl IEPEONpEIeTICHUsI CTAHAAPTHBIX HACTPOEK 1ibpasswdgc.
®aitnt passwdgc.conf coctouT u3 ) miu 6oJee CTPOK caeayromero ¢gopMmara:
OIIIMA=3HaA4YeHIEe
[IycThle CTPOKM W CTPOKHM, HAYMHAIOUIMECS CO 3HaKa pemerka («#»),
UrHopupytorcs. CUMBOJIBI ITpo0esia MEX/1y OIMIMEe 1 3HAUEHHEM HE JIOIYCKaI0TCS.
Omnmuu, KOTopble MOTYT OBITh TIEpEIaHbl B MOAYJb (B CKOOKaX yKa3aHbl 3HAUCHHS
10 YMOJTYaHUIO):
min=NO,N1,N2,N3,N4 (min=disabled,24,11,8,7) — MUHUMAQJIbHO JOMYyCTUMAs
JUTMHA TTapOJIS.
Hcnonb3zyemble THUINBI Napojeil Mo KilaccaM CHMBOJIOB (andaBuT, YHCIIO,
CIELICUMBOJI, BEPXHUM U HUKHUM PETUCTP) OMPEAEIIAIOTCS CIASAYIOUIIM 00pa3oM:
-TUI NO HMCHOJIB3YETCs Uil Napojei, COCTOSIIMX W3 CHMBOJIOB TOJIBKO OJHOIO
KJ1acca,
- TUI N1 UCHOJIB3Y€eTCs JIJISl Mapojieil, COCTOSIIMX U3 CHMBOJIOB JABYX KJIACCOB;
- TUI N2 HMCHOJIb3yeTCd JJIA MapoibHBIX (Ppa3, Kpome 3TOro TpeOOBaHUS JJIMHBI,
naposibHas (ppaza JOHKHA TaKKEe COCTOSITh U3 IOCTATOYHOI'O KOJIMYECTBA CJIOB;
-TUNBl N3 W N4 HCHOJNB3YIOTCSA AJIA MapoJield, COCTOSUIMX W3 CHUMBOJIOB TPEX H
YEeTBIPEX KJIACCOB, COOTBETCTBEHHO.
KiroueBoe ciioBo disabled UCHOAB3YETCA AJIS 3ampeTa naposield BBIOpaHHOTO TUIIa
NO — N4 HE3aBHUCHMO OT HUX JJIVHBI.

[Ipumeuanue. Kaxnoe cneayroliee 41ciIio B HACTPOMKE «min» JOHKHO OBITh HE
OoJibliie, YeM MpeAblIyIIee.

[Ipu pacuere KoauyecTBa KJIACCOB CMMBOJIOB, 3arjiaBHbIe OYKBbI, UCIIOJIb3yEMbIE B
KauyecTBE MEpPBOr0 CHUMBOJIA U LU(]pP, UCHOIB3YEMBIX B KayeCTBE IOCIEIHErO0 CHUMBOJA
MapoJisi, He YYUTHIBAIOTCA.

max=N (max=40) — MaKCUMaJbHO JIONyCTUMas JIMHA Napojs. JTa OMUHUS MOXKET
OBITH MCIIOJIB30BAHA AJII TOTO, YTOOBI 3aIPETUTH MOJIH30BATENISIM YCTaHABIMBATh MapOJIy,
KOTOpBIE MOT'YT OBITh CIMILIKOM JUIMHHBIMH JIJI HEKOTOPBIX CUCTEMHBIX CITy:K0. 3HaueHHe

8 obOpabaThiBaeTcss 0COOBIM 00pa3oM: MapoJid JJIMHHEE 8§ CHMBOJIOB, HE OTKJIOHSIOTCS, a
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oOpe3aroTcsi 10 8 CHMBOJIOB JII TMPOBEPKH HAACKHOCTHU (TIOJIB30BATENIb TPU 3TOM
peaynpek1aeTcs).

passphrase=N (passphrase=3) — YHCJIO CJIOB, HEOOXOIMMBIX i KJIIOYEBOM
(dpassl (3HaueHUE () OTKITFOYAET MOICPIKKY MapOJIbHBIX dpa3).

match=N (mo ymoJsiuaHmio match=4) — JIJIHHA 06H1€I>'I IIOACTPOKU, H606XOILI/IMOI?I
JUTSL BBIBOJA, YTO IMAPOJIb XOTSA Obl YaCTUYHO OCHOBAaH Ha WHGOpMAIMK, HAaWJACHHOW B
CUMBOJIbHOM CTpoke (3HaueHue 0 OTKIIOYaeT MoucK mojacTpoku). Ecnm Halinena crnabas
MOJICTPOKA TapojIb He OyAeT OTKIOHEH; BMECTO 3TOTO OH OyJIeT MOABEPraThCsl OOBIYHBIM
TpeOOBaHWSAM K MPOYHOCTH TIPH yHajdeHuW cinaboit momactpoku. Ilowck moacTpoku
HEYYBCTBUTEJICH K PETUCTPY M MOXKET OOHAPYKUTh M YIAIUTh OOIIYI0 IOJICTPOKY,
HaMMCaHHYIO B 00paTHOM HaIpaBJICHUH.

similar=permit |deny (similar=deny) — IIapaMeTp similar=permit
paspelaeT 3a7aTh HOBBIM MapoJib, €CJIM OH MOXO0XK Ha CTAapbId (mapameTp similar=deny
— 3anpemiaet). [laponu cuuTaroTCs MOXOKUMH, €CIU €CTh JOCTATOYHO JUIMHHAS OO0IIas
MOJICTPOKA, M TPU 3TOM HOBBIM MapoJib C YAaCTUYHO YAAJIEHHON MOJCTPOKOW Oyner
c1a0bIM.

random=N{[,only] (random=42) — pasMep cnyqaﬁHo CIrCHCPHUPOBAHHBIX
napoJibHbIX (pa3 B 6urtax (ot 26 10 81) unu 0, 4T0OBI OTKIIIOUUTD ATy GyHKIHIO. Jlt00as
naposibHasi (pasza, KOTOpasi COJACPKUT NPEAIOKEHHYIO CIy4allHO CTeHEPUPOBAHHYIO
CTPOKY, OyJIET pa3pelieHa BHE 3aBUCUMOCTHU OT APYTMX BO3MOXHBIX OrPaHUYCHUM.

3HadYeHue only UCIOJIB3YETCS VISl 3alpeTa BEIOPAHHBIX MOJI30BATENIEM MapoJieH.

enforce=none|users|everyone (enforce=users) - mapamMeTp
enforce=users 3aJla€T OTPaHUUYCHUE 3aJaHuA Maposei B passwd Ha moJyib3oBarenen 0e3
nmoHoMouni root. Ilapamerp enforce=everyone 3a1aeT OTpaHUYCHHE 3a4aHUS TTAPOJIEH
B passwd M Ha IMOJIb30BaTEJEW, U HA cCylepnosb3oBarens root. IIpu 3Ha4YeHUH none
Moayib PAM OynieT TOJBKO MPeaynpexaaTh O CIa0bIX maposisX.

retry=N (retry=3) — KOJMYECTBO 3aIIpOCOB HOBOTO MapoJIs, €CJIU I0JIb30BATEIb

C IICPBOIo paza HE CMOKET BBECTHU JOCTATOYHO H&I[C)KHBII\/'I napoJib U IOBTOPUTL €0 BBO.
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Jlanee mpuBOAWTCA TpUMEp 3aJaHUS  CIEAYIOIMMX 3HAa4YeHW B  (haiie

/etc/passwdgc.conf:

min=8,7,4,4,4
enforce=everyone

B ykazaHHOM mpHuMepe MOJb30BaTesAM, BKIIIOUas CYINepIoib30BaTess root, Oyaer
HEBO3MOKHO 33JaTh MMApPOJIH:

- Tina NO (CUMBOJIBI OJTHOTO KJlacca) — JUIMHOW MEHbIIIe BOCbMU CHUMBOJIOB;

- Thna N1 (CUMBOJIBI ABYX KJIACCOB) — JITTMHOM MEHbIIIE CEMU CUMBOJIOB;

- TUna N2 (maposbHbie ()pasbl), TUMA N3 (CHMBOJIBI TPEX KJIACCOB) M N4 (CHMBOJIBI

YEThIPEX KJIACCOB) — JNIMHON MEHBIIIE YEThIPEX CUMBOJIOB.

3.2.5.1. YopaBneHue cpokoM AEHUCTBUS ApOJIs

Jns ynpaBieHus CpPOKOM JEMCTBHS IApOJIEM MCIHOJB3YETCA KOMaHIa chage.
chage HW3MEHSET KOJWYECTBO MHEH MEXJIYy CMEHOW TMapois M JaTOW TMOCIJIEIHETO
M3MEHEHHUS TTapoJIs.

CuHTaKCUC KOMaHJbI: chage [mapameTp] JOTMH

Komanpa ajist mpocMoTpa cripaBoyHO# nH(MOpMauu 00 yTHINTE:

chage --help

OCHOBHBIE ITAPAMETPHI:

- -1 — IPOCMOTp MH(POPMAIIUU O CTAPEHUU YUETHOM 3aMMCH MOJIb30BATENS;

- -d, --lastday LAST DAY - H3MEHSETCS 3HAU€HHE LAST DAY Ha JI€Hb, KOrja
OB U3MEHEH MapoJib NocaeAHu pa3 (uucno auei ¢ 1 suBapsa 1970). [Jata takxke
MOKeT ObITh YKka3aHa B (popmate I'TTT-MM-J1/1;

- -m, --mindays MIN DAYS - H3MEHSETCS 3HAUeHHE MIN DAYS HA MUHUMAJBHOE
YUCIIO JHEH Mexay cMeHol mapois. 3HaueHue 0 B 3TOM mojie 0003HAYaeT, YTO
II0JI30BATENb MOKET U3MEHSTh CBOM MMAp0JIb, KOTAA YIOJIHO;

--M, --maxdays MAX DAYS - M3MEHSETCS 3HA4eHHe MAX DAYS Ha
MaKCUMaJbHOE YHCIIO JHEH, B TEYEHHE KOTOPBIX NApojb €IIE JECHCTBUTENICH.

Korma cymma MAX DAYS W LAST DAY MEHBIIE, 4YE€M TEKYIIUA JEHb, Y
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MOJIb30BaTeNs OYJET 3alpolIeH HOBBIN Mapojb A0 Hayana paboThl B cucTeMe. JTa
ornepanus MOXET NPeIBAPATHCS MPEAYNPEKACHUEM (TapaMeTp —W);

- -E, ——expiredate EXPIRE DAYS — UCIHOJIb3y€TCS JJIA 3aJaHUs JAThl, C KOTOPOM
y4€eTHasl 3aIMCh MOJIb30BATENS CTAHET HETOCTYITHOM.

[TapameTp EXPIRE DAYS — uuncio nHel ¢ 1 auBapst 1970. Jlata Takske MOXKET ObITh
ykasana B ¢popmare I'TTT-MM-/1/1;

--I, --inactive INACTIVE — UCIHOJIb3yeTCS Ui 3aJlaHds KOJMYeCcTBa IHEH
«HEAKTUBHOCTU», TO €CTh JIHEW, KOIJa MOJb30BaTellb BOOOINE HE BXOAWI B
CUCTEMY, TIOCJIE KOTOPBIX €ro y4deTHas 3amuch OyneT 3a0iokupoBaHa. [lapamerp
INACTIVE €CTh KOJIMYECTBO «HEAKTHUBHBIX» JTHEH. 3HaueHHe ( OTKIHOYAET 3TOT
PEXKUM;

- -W, --warndays WARN DAYS — 3Ha4€HHME WARN DAYS 3aJaeT YHUCJIO AHEH [0
MCTEUYEHUSI CPOKa JIEMCTBHS MApoJisi, HAYMHAsA C KOTOPBIX MOJB30BaTENI0 OyJeT
BBIJIaBaThCA MPEAYNPEXKICHUE O HEOOXOIUMOCTH CMEHBI MTAPOJISL.

KoMaHnna chage paspenieHa TOJBKO [UIsl aAMUHUCTPATOpa, 32 HCKIIOUYEHHEM
UCIIONIb30BaHUsI €€ C napameTrpoM -1 (WM -h), KOTOPBIM  MO3BOJISIET
HEIPUBUJIETUPOBAHHBIM I0JIb30BATESIM ONPEAEIUTh BPEMsI, KOI/Ia UCTEKAET UX IapOJIb
WJIM, KOTJ]a yCTapeeT yueTHas 3amuch.

[Ipumevyanue. Hns paspeLeHus VICIIOJIb30BaHUs chage

HCIIPUBUICTUPOBAHHBIM IIOJIB30BATCIICM dIMUHUCTPATOPY BLIIIOJIHHUTD HﬂCTpOﬁKy:
control chage public

3.2.6. Hactpoiika HENOBTOPSIEMOCTH NapOJIs

Jns  HACTpOMKM  HENMOBTOPSIEMOCTH  NApOJEd  HMCHOJB3YETCS  MOAYJIb
pam pwhistory, KOTOPbIA COXPaHAET IOCIEAHUE IApOJIA KaXIOTO ITOJIb30BATENsI U HE
MTO3BOJISIET TOJIB30BATENI0 MPH CMEHE MapoJisi 4YepeaoBaTh OJWH M TOT K€ MapoJib
CJIMILIKOM YacTo.

Jlnst  HACTpOMKM  DTOTO  OTpaHMYEHUS  HEOOXOAMMO  W3MEHHUTh  (aiin
/etc/pam.d/system-auth-local-only TakuM OOpa3oM, YTOOBI OH BKJIIOYAI MOIYJb

pam_pwhistory MOCJE MEePBOro MOSBIECHUS CTPOKH ¢ maposieMm (puc. 10):
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password required pam passwdgc.so config=/etc/passwdgc.conf
password required pam pwhistory.so debug use authtok remember=10 retry=3
#EPAM-1.0
auth required pam_tchb.so shadow fork nullok
account required pam_tch.so shadow fork
password required pam_passwdgc.so config=/etc/passwdgc.conf
password required pam_pwhistory.so debug use_authok remember=10 retry=3
password required pam_tcb.so use_authtok shadow fork nullok write_to=tch
session required pam_tch.so

Puc. 10

AN B gaHHOM cllydyae CHCTEMHBIH KaTajgor CTaHeT JOCTYIHBIM [ 3aIHCH
MI0JIb30BATEIISIM TPYIIIBI pW_users (Co3maiTe 3Ty TPYNIy W BKIIOYUTE TyAa
MOJIb30BaTEIICH ).

VAN baza wucnone3yembix Tmaposeit Bemercs B (ailiie /etc/security/opasswd,
B KOTOPBIN MOJI30BATEIN JIOKHBI UMETh JOCTYN Ha YTEHHE W 3anuch. [Ipu sTom
OHU MOTYT YMTaTh X3IIM MapoJied OCTaJbHBIX MoJib3oBaTenel. He pexoMenayetcs
HCIIOJIB30BaTh HA MHOI'ONOJIL30BATEIbCKUX CUCTEMAX.

Cozpmaiite ¢aiin /etc/security/opasswd M HaJEIUTE IMpaBaMu Ha 3alKCh
MOJIb30BaTEIICH:

install -Dm0660 -gpw users /dev/null /etc/security/opasswd

chgrp pw users /etc/security

chmod g+w /etc/security

[locne pnoGaBneHus 3ToW CTpPOKH B (ailie /etc/security/opasswd OyayT
XxpaHutbest mnocneanre 10 maposieid monb3oBaTens (COACPKUT XdOLIM Maposied Bcex

YUYETHBIX 3aluceu HOHLSOBaTeHeﬁ) U IIpU MONBITKEC HCHOJb30BAHUS MApPOJsT U3 3TOTO
criicka OyJieT BbIBeieHa OIMOKa:

Password has been already used. Choose another.

B cuyuae, ecnu HEOOXOJIUMO, YTOOBI IpOBEpPKa BbBINOJHSJIACH W I
CYTIEepIIONb30BaTENs root, B HACTPOMKH HY>KHO JOOAaBHUTh MapaMeTp enforce for root

(paiin /etc/pam.d/system-auth-local-only):

password required pam_pwhistory.so use_authtok enforce for root remember=10 retry=3
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[TapameTpsr:

- debug — BKJIIOYUTH OTJIAAKY YEPE3 CUCTEMHBIN KYPHAIL,

- enforce for root — €CJIH 3Ta ONIMHA YCTAHOBJICHA, IIPOBCPKA MPUMCHIACTCA H
JJIA TI0JIB30BaTEIIS 100t

- remember=N — nocaejaaue N naponeﬁ AJI1 KAKA0T'O ITOJIb30BATCIIA COXPAHAKOTCS B
/etc/security/opasswd (1o ymomdanuto 10);

- retry=N — 3alPOCUTH Mapojib He Oosiee N pas, pexe 4eM BEpHYTHCS C OIIUOKOM

(mo ymomganwuto 1).

3.2.7. Moaudukaius yxe UMEIOIIUXCS MOJIb30BaTeIbCKUX 3amucen

s Monudukanuu yXe HMEIOIUXCA MO0JIb30BATEIIbCKUX 3aluCced MPUMEHSIETCS

yTuiauTa usermod.

CuHTakcuc: usermod [mapamerper] LOGIN

Omnu:

1) -a, --append — n00aBUT mMoJib30oBaTeNsi B rpymnmy. HMcmonb3yercsi TOJIBKO
COBMECTHO C OMIHEH -G;

2) -c, -—comment KOMMEHTAPUII — Jro0asi TeKcToBas cTpoka. HoBoe 3HaueHue
KOMMEHTapH4;

3) -d, ——home JOMAIHM/ KATAJIO' — Ha3HAYUTh HOBBIM JOMAIHUNA KATAJIOT IS
nojib3oBatess. Eciu BBeJeHa TakKe OMNIMS -m, COAEPKUMOE TEKYIIEro
JIOMAITHEro KaTajora IoJIb30BaTelis OyAeT MepeMeIIeHo B co3laBaeMblii. Ecim
ATOTO KaTajora He CyIIECTBOBAJIO — OH OYJET CO3/aH;

4) -e, —--expiredate JATA YCTAPEBAHMA — Jgara, KOrjga Y4€THas 3aIlucCh
nosb3oBatels Oyner 3abmokupoBana. Jlara 3agaercs B popmare I'TTT-MM-J1/1;

5) -f, --inactive IHEJ/ — 4YHCIO JAHEH, KOTOpBIE [OJKHBI TPOWTHU TMOCHE
yCcTapeBaHUs MapoJis, YTOOBI YUeTHAs 3aMuch 3a0JI0KMpOBajiach HaBceraa. Ecnu
yKa3aHo 3Ha4YeHue 0, TO y4eTHas 3aluch OJIOKUPYETCs Cpa3y MOCIe yCTapeBaHUs
napoyisi, a TMpU 3HAYEHUUM -1 JaHHAsA BO3MOXKHOCTb HE MCIOJIb3YETCH.

ITo YMOJIYaHUIO UCIIOJIB3YCTCA 3HAYCHHUC —1,
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6) -g, ——gid T'PYINNA — UMS WM YUCJIOBON HACHTU(PUKATOP HOBOM HayaIbHOM
TpyIIbl ToJb3oBaTensa. MmeHTndukaTtop rpymmbl JOMKEH yKa3blBaTh Ha YKe
CYIIECTBYIOIILYIO TPYIIITY;

7) -G, -—groups TPYMNAL [, TPYIIA2, ... [, TPYIINAN] ] ] —  COHCOK
JOTIOJTHUTENBHBIX TPYII, B KOTOPBIX YHUCIUTCS TOJib3oBaTesb. [lepeuncienue
TPpyHN OCYIIECTBIISIETCS dYepe3 3alATyro, 0e3 MPOMEXKYTOUYHBIX MPOOETIOB.
Ha yka3zaHHble Tpynmbl ACHCTBYIOT T€ € OrPAaHUYEHHUS, YTO W I TPYIIIbI,
yKa3aHHOU B mapameTrpe -g. Eciu monb3oBaTenb COCTOUT B IpyIine, KOTOpas HE
Obula TepeducieHa, IMOJb30BaTeNb OydeT ydaleH W3 JTOW TpyHdmbl, 3TO
MOBEJICHUE MOKET OBITh U3MEHEHO, €CITU UCIOJIb30BATh TAKXKE MapameTp -a;

8) -1, --login NEW LOGIN — UMs MOJb30BaTeisi OyneT U3MEHEHO ¢ LOGIN Ha
NEW LOGIN. Hukakue apyrue mapaMeTpsl oab30BaTessl HE U3MEHSTCS;

9) -1, --1ock — 3a0J10KMPOBATH MMAPOJIb MMOJIH30BATEIIS;

10) -h, -—help — MoOKa3aTh KPATKYIO CIIPABKYy U 3aKOHYUTH PaOOTY;

11) -m, --move-home — TEpPEMECTUTh COJIEp)KAHUE JOMAIIHEr0 KaTajora
noJib3oBaTesis. Mcrnonp3yeTcst TOIbKO COBMECTHO C OIMIUEH —d;

12) -p, --password T[IAPOJIb — IMU(POBAHHOE 3HAYCHHE I1apOJs, KOTOPOE
BO3BpaIiaeT QyHKIUSA crypt;

13) -s, —-shell OBOJIOUKA — HUMsI PETUCTPAIMOHHON OOOJIOYKH TMOJIH30BATEIS.
Ecnmu 3amate myctoe 3HaueHue, TO OyAeT HWCHOIb30BaHA PETHCTPAIlMOHHAsS
000J104YKa 10 YMOJTYAHHIO;

14) -u, --uid UID — ymucioBOe 3HadeHWe uaeHTu(ukaTopa mnoibs3zoBarens (ID).
OHO JOMKHO OBITh YHHUKAJIbHBIM, €CJIIM HE HCIOJIb3YyeTCS MapameTp -o.
3HaueHUE AOHKHO OBITh HEOTpPHUIATEIBHBIM. [l0 yMOIYaHWIO HCHOJIB3yeTCS
HauMeHblee 3Hauenue ID 6ompiiee 999 u Oosnbliee 1000r0 IPyroro 3HaYCHHUS
nosib3oBatens. 3HadeHus ot 0 mo 999 o0O0bUHO 3ape3epBUPOBAHBI IS
CUCTEMHBIX YYETHBIX 3aITUCEH;

15) -u, -—unlock — pa30JIOKUPOBATH MMAPOJIb [TOIH30BATENS.
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Jlo6aBuTh nonb3oBaTens testl B rpynmsl audio, rpm u testl:

# usermod -G audio, rpm,testl testl

Takasa KOMaHIa U3MCHHUT CIIMCOK I'PYIIII, B KOTOPBIC BXOJUT II0JIb30BATCIIb test]l —
Terepb BXOJUT B rpynmsl audio, rpm u testl.

CmeHa UMeHH nojIb30BaTels ¢ test] Ha test2:

# usermod -1 test2 testl

BpeMeHHO 38,6JIOKI/IpOBaTI) BO3MOKXHOCTb BX0OJld B CUCTEMY I10JIb30BATCJIIO test2:

# usermod -L test2

Pa30si0kupoBaTh nosib3oBaTens test2:

# usermod -U test?2

OTKJIIOYATH HHTepaKTHBHBIﬁ BXO/1 ITIOJIB30BATCJIO test2:

# usermod --shell /sbin/nologin test?2

N3MeHeHnst BCTynsIT B CHIIy TOJBKO TPHU CIEAYIOIIEM BXOJE IOJB30BATENsS B
CUCTEMY.

[Ipy He WHTEpaKTUBHOM CMEHE WIM 3aJlaHUd TMapojell uis UeJIoW TpyMIbl
M10JIb30BaTeIeH HGO6XOI[I/IMO HCIIOJIB30BATh YTHIIUTY chpasswd. Ha CTaHHapTHBIfI BXO/1 en

cieayer nmoaaBaTb CIIMCOK, KaXXJasd CTpOKa KOTOPOTIo 6y):[eT BBIIIAACTh KAk

<uMsa> :<mnapoJjib>.
3.2.8. Y naneHue moab30oBaTeIen

Jlns ynanmeHus moJib30BaTelield UCIoJib3yeTcs mporpamMma userdel.

CuHTaKCHUC:
userdel [-r] LOGIN
VY nanuth nmoJjir3oBareid test2 U3 CUCTEMBI:

# userdel test?2

Ecnu Oyner AONONHUTENBHO 3a7aH MapaMerp -r, TO OYyIeT YHUYTOXKEH U
JOMalTHUM KaTaJor Mosib3oBarens. Henb3st yganuTe mMoJib30BaTeNs, €CIU B JaHHBIN
MOMEHT OH ellle paboTaeT B CUCTEME.

3.2.9. OnoBewieHre mnoab3oBarens mnocie ycrnemHoro Bxoma B OC o ero
MpebIIYIIEM BX0O1€

Ecnmu 3aiitu B cuctemy mnoib3oBareneM, Hampumep, testl (mo cooOpakeHHsM
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0e301macHOCTH BBOAMMBIC CUMBOIJIBI IIAPOJIAI HC ITOKA3bIBAKOTCS Ha 3KpaHe):

login: testl

Password:

Last login: Fri Mar 22 16:53:20 2024 from localhost on tty2
[test@host ~]$

To mocne ycnemHOW aBTOpPU3allMd CHUCTEMA OMNOBEIIAET IOJb30BATENS O
npeasiaynieM Bxozae B OC:

Last login: Fri Mar 22 16:53:20 2024 from localhost on tty2

3.2.10. Pa3pemienne (3amper) JACHCTBUM  IOJIB30BATENEH, pa3pelIEHHBIX [0

UICHTU(DUKAITIY ¥ ayTeHTU(OUKAITIN

[To ymonmyanuio 10 ayTeHTU(PHUKAIIMU TOJb30BATEISAM JOCTYIIHBI CJICAYIOIIHE
JEUCTBUS: BO3MOXKHOCTh BBIKJIIIOUUTB/TIEPE3arpy3uTh KOMIIBIOTEP, MOMEHSTh PACKIAIKY
KJIaBUATYPbI, TOCMOTPETH CIIMCOK MOJIb30BaTEICH.

Jist Toro, 4YTOOBI CKpPBITH CIHMCOK TIOJIb30BaTelield MpU BXOJE B CHCTEMY,
HeoOxoauMo B (aill /etc/lightdm/lightdm.conf B pa3jaene [Seat:*] JoNHCAaTh
CTPOKY:

greeter-hide-users=true

I[JI?I TOr'0 YTOOBI OTKJIIOYUTH BO3MOKHOCTH BBIKITFOUNUTH/ IIepe3arpy3suTb KOMIIBIOTCD,

co3mainrte pain /etc/polkit-1/rules.d/lightdm.rules (cM. 1. 3.1):
# touch /etc/polkit-1/rules.d/lightdm.rules
B koTopoM HEOOXOAMMO MPONUCATH:

polkit.addRule (function (action, subject) {
if (action.id.indexOf ("org.freedesktop.loginl.") == 0) {
if (subject.user == ' 1ldm') {
return polkit.Result.NO;

}
1)
Ecau HeoO0X0o1uMo 3anpeTUTh TOJIBKO TIepe3arpy3Ky, TO MPaBuiIo OyIeT TaKuM:

polkit.addRule (function (action, subject) {

if (action.id.indexOf ("org.freedesktop.loginl.reboot") == 0) {
if (subject.isInGroup ("wheel")) {
return polkit.Result.YES;
} else {

return polkit.Result.AUTH SELF;
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3.3. CpencrtBa ynpaBiieHus1 JUCKpeliMoHHbIMU 1P /]

3.3.1. Komannma chmod

Komanaa chmod M3MeEHsIET mpaBa AOCTYIa YKa3aHHOTO (haiija FILE B COOTBETCTBUU
C IpaBaMM JIOCTyIla, YKa3aHHbIMU B IIapaMEeTpe peXHUM, KOTOPbI MOXKET ObITh
OpEICTaBI€H KakKk B CHMBOJIBHOM BHJAE, TaK W B BHUJE BOCBMEPUYHOIO YMCIA,

MpCaACTaBJLAOIICTO 6I/ITOBYIO MACKy HOBBIX IIpaB JOCTYIIA.

CuHTaKCHUC:

chmod [ONU¥A]... PEXMM[,PEXUM] ... OAWI...

chmod [ONUMS] ... BOCBLMEPUUHHI-PEXVM ®AWII. ..

chmod [ONLMNA]... --reference= DOANJI OAUIL. ..

Omnu:

1)-c, --changes — TOXe€ 4YTO U --verbose, OyJeT COOOIIECHO TOJBKO O

BBIITOJIHCHHBIX U3MCHCHMUAX

2)-f, --silent, --quiet — HE IIOKa3bIBaTh OOJIBINIMHCTBO COOOIICHUN 00
omnoOKax;

3)-v, --verbose — BBIBOJAUTh JUATHOCTHYECKYIO HHMOpPMALMIO [JIs1 KaxXIO0ro
datina;

4) --no-preserve-root — HE 00pabaTbiBaTh «/» CHEUUATBLHBIM 00pa3oM (1o
YMOJTYAHUIO);

5) --preserve-root — HE BBINOJHATh PEKYPCUBHBIE ONIEPALINH C «/»;

6) --reference=V®AI — UCNOIB30BATh PEXUM (aiina UOAT,

7) -R, -—recursive — peKypCUBHO U3MEHSTH (DAl U KATAJIOTH.

dopmat CHMBOJIBHOTO PEKUMA CIICTYIOIINH:

[ugoa...][[+—-=] [pazpewmerHUs. .. ] ...]

31ech pa3penieHus — 3TO HOJIb WM Oosiee OyKB M3 HAaOOpa rwxXst WJIM OfHA U3
OykB U3 Habopa ugo.

Kaxxp1ii apryMeHT — 3TO CIIMCOK CUMBOJIBHBIX KOMaHJ M3MEHEHHS TIpaB JO0CTYIIa,
pasneneHHbI 3ansaTeiMu. Kaxmas Takas KOMaHJa HauWHAETCS C HyJsS Uiau Oornee OykB
ugoa, KOMOWHAIMS KOTOPBIX YKa3bIBAaeT, YbH MpaBa J0CTyMa K ¢ailny OyayT W3MEHEHBI:

MOJIH30BATEIS, B ICI0MIero ¢aitioM (1), moIbh30BaTeNeH, BXOAAIINX B TPYIITY, K KOTOPOU
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OpUHAICKUT (ailn (g), ocTaldbHBIX MOJIb30BaTeNe (0) WM BCEX MOJb30BaTeneh (a).
bykBa «a» skBuBajeHTHa ugo. Ecau He 3amana HU oHA OyKBa, TO aBTOMAaTHYECKH OyaeT
UCIOJIb30BaHa OyKBa «a», HO OUTHI, YCTAHOBJIEHHBIE B umask, HE OyIyT 3aTPOHYTHI.
Omneparop «+» no0OaBnseT BbIOpaHHBIE IpaBa JOCTyHa K YK€ HMEIOLUMCS Yy
Kaxa0ro (Qaiina, «-» yJaaiaseT 3T MpaBa. «=» MPUCBAUBAET TOJIBKO 3TH IpaBa KaXAOMY
yKazaHHOMY (haidiy.
ByKkBBI rwxXst 3aJai0T OUTHI JOCTyMA JJs MOJb30BATENEH: «» — YTCHHE, «W» —
3alUCh, «X» — BBINOJHEHUE (MJIM TOUCK ISl KaTaloroB), «X» — BBINOJIHEHUE/TIOMCK
TOJIKO €CJIM 3TO KaTajlor WK ke (ailsl ¢ y)ke YCTAaHOBIEHHBIM OMTOM BBITIOJIHEHUS, «S» —
3agath ID monb30BaTess ¥ rpyNIbl PH BBHITIOTHEHUH, «t — 3aIPeT yIaIeHHs.
YucnoBoll peXUM COCTOUT HE 0oJjiee YeM U3 YEeThIpeX BOCBMEpPHUHBIX Lupp (OT
HYJISL O CEMH), KOTOPBIE CKJIaIbIBAIOTCS U3 OMTOBBIX MACOK C paspsaamu «4», «2» u «1».
JIroOble MpOMyLIEHHBIE Pa3ps/Ibl JOTIOIHIIOTCS JUAUPYIOIIUMHU HYJISMU:
- IEPBBIN pa3psil BHIOUPAET YCTAHOBKY HACHTU(UKATOpaA Mosib3oBaTens (setuid) (4)
iy uaentudukaropa rpymisl (setgid) (2) nnm sticky-oura (1);

- BTOpPOW pasps] BbIOMpaeT mpaBa JOCTyNa /s [OJb30BaTeNs, BIAJCIOIIETO
JTAHHBIM (aitioM: uteHue (4), 3anuch (2) u ucnonnenue (1);

- TpeTHil pas3psil BBIOMpAET MpaBa JOCTyNa Ui IOJIb30BaTeseil, BXOIAIIMX B
JAHHYIO TPYIILY, C TEM € CMBICIIOM, UTO U y BTOPOTO pa3psiia;

- YeTBEPTHIN pa3psi/l BEIOMpAET MpaBa JOCTyNa JJI OCTAIBHBIX MOJb30BaTeNne (He
BXOJSIIINX B JAHHYIO TPYIILY), OISITh C TEM )K€ CMBICIIOM.

[Ipumepsr:

1. YToObI yCTaHOBUTH MpaBa, MO3BOJISIIOLIUE BIIAJENbIly YATATh U NMUCATh B (ailn, a
YyjieHaM TPYIIbl U MPOYUM MOJIb30BATESAIM TOJIBKO 4YUTaTh, Haao cioxuth 0400, 0200,

0040 1 0004. Takum 06pa3oM, KOMaHAY MOXKHO 3alMCcaTh JBYMS CIIOCOOAMM:

chmod 644 f1
chmod u=rw,go=r fl

2. I1o3BOJIMTH BCEM BBITIOIHATE Gaii £2:

chmod +x £f2
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3. 3anpeTuTh yaaieHue daitna £3:

chmod +t £3

4. I[aTB BCCM IIpaBa Ha YTCHHUC, 3aIIMCh U BBIIIOJIHCHHUC, a TAKKC Ha IICPCYCTAHOBKY

uAeHTU(UKATOpa TPYIIIBI IPH BBHITIOJHEHUH (aiina £4:

chmod =rwx,g+s f4
chmod 2777 f4

3.3.2. Komanga chown

Komanga chown u3MeHsieT Biafenblia U (WIW) CPYINMNy, BAAJACIONIYI0 KaXKIbIM W3
yKa3aHHBIX (ailyioB, COTJacHO 3aJlaHHBIM apryMEHTaM, KOTOpPbIE MHTEPIPETUPYIOTCS B

IMOCJICAOBATCILHOM ITOPAIKE.

CuHTakcuc:

chown [KJIOY]..[BJIANEJIEL] [: [TPYIIA]] QAN

chown [OIIIMVA] ... —--reference=MOAWJI OAUII. ..

Omnu:

l1)-c, --changes — TOXE€ 4YTO U --verbose, OyJeT COOOIIEHO TOJBKO O

BBIITOJIHCHHBIX U3MCHCHUAX

2)-f, --silent, --quiet — HE€ IIOKa3bIBaTh OOJBIIMHCTBO COOOIIEHUN 00
omunoOKax;

3)-v, --verbose — BBIBOJUTHh JMAarHOCTMYECKYIO HHGOPMAIMIO IS KaXIO0Tro
daiina;

4) --no-preserve-root — HE o00pabaThiBaTh «/» CHEIUAIBLHBIM 00pa3oM

(0 yMOT4aHu10);

5) --preserve-root — HE BBIIOJHATh PEKYPCUBHBIC OTIEPAIIHH C «/»;

6) --reference=V®AIJ — UCTIOIL30BATh BIIAJEIbIIA U TPYMITY (haiisa VoA,

7) -R, -—recursive — peKypCUBHO U3MEHSTH (HaMJIbl U KaTAJIOTH.

M3MeHuTh Biaieblla MOXKET TOJIBKO BIaeNel] (aiisia Win Cyrneprnoib30BaTeib.

B cnywae, ecnm 3agaHO TONBKO WMS TOJB30BaTeNs (WM €ro YHUCIOBOM
UIEeHTU(UKATOP), TO JIaHHBIA TIOJB30BATENIb CTAHOBUTCS BJIAQACIBIEM KaXIOTO U3
yKa3aHHBIX (aityioB, a rpynna 3Tux (aitioB He usmensiercs. [Ipu 3ToM, eciiv 3a UMEHEM

MOJIB30BATENST Yepe3 JABOCTOUYUE CIEAYeT UMsI TPYNIbI (MJIM YHUCIOBOW HACHTH(PUKATOP
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rpynmnsl) 6e3 mpoOenoB Mexay HUMHU, TO U3MEHsSEeTCS Takxke W rpymnmna Qaitnos. Takxke,
€CJIM 32 UMEHEM IO0JIb30BaTEINs CIEAYET JBOETOYME WM TOYKA, HO TPYIIa HE 3aJaHa, TO
JaHHBIN 1I0JIb30BATENb CTAHOBUTCS BJIA/IEbIEM YKa3aHHBIX (hailiioB, a rpymna yKa3aHHbIX
¢baitioB M3MEHSETCSI HA OCHOBHYIO TPYIIY IOJb30BaTelNs. Takke, €Cl OIMyIIEHO HUMS
II0JIb30BATEINSl, @ JBOETOUYME WJIM TOYKAa BMECTE C IPYNION 3aJaHbl, TO OyleT U3MEHEHa
TOJIBKO IpyIIa yKa3aHHbIX (hailJioB; B 3TOM CIIy4ae chown BBIIOJHSET Ty K€ (QYyHKLUIO,
4YTO U chgrp.

[Ipumepsr:

1.ITomeHsTh BaenbpIa KaTajaor /u Ha MoJIb30BarTens test:

chown test /u

2.IToMeHsTh Biajenblla U TPYNIy KaTajora /u:

chown test:staff /u

3.IloMeHsTh Biajenblla KaTajora /u 1 BIOKEHHBIX (aiyioB Ha test:

chown -hR test /u
3.3.3. Komanga chgrp
KomaHga chgrp W3MEHSET IPYIIy, BIAJCIONIYI0 Ka)XIbIM M3 YKa3aHHBIX (ailyioB

FILE, Ha rpymnmny GROUP, KOTOpas MOXET OBITH 3aJaHa UMCHCM I'PVYIIIIBI WJIIKM YUCJIIOBBIM

UIEHTU(UKATOPOM TPYTIIIHIL.

CuHrakcuc:

chgrp [ONUUA]...TPYNNA ®ANI ) )

chgrp [OILOVA]... —--reference=NOAWII OAUII. ..

Omnu:

1)-c, --changes — TO &€, 4TO U --verbose — OYAET COOOIIEHO TOJBKO O

BBIITOJIHCHHBIX U3MCHCHUAX,

2)-f, --silent, --quiet — HE IIOKa3bIBaTh OOJIBIIMHCTBO COOOIICHUN 00
omnoOKax;

3)-v, --verbose — BBIBOJUTHh JUAarHOCTHYECKYIO HHGOPMAIMIO IS KaXIO0Tro
daiina;

4) --no-preserve-root — HE o00pabaThiBaTh «/» CHEIUAIBLHBIM 00pa3oM

(o yMOI4aHu10);
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5) --preserve-root — HE BBHINOJHATh PEKYPCUBHBIE ONIEPALIMH C «/»;
6) --reference=oANI — UCTIOJIB30BATh BJIJICNIblIa U TPYNNY (haiiia VAT,

7) -R, ——recursive — peKypCUBHO U3MEHSTH (paitiibl U KaTaJIOTH.
3.3.4. Komanga umask

Komanga umask 3amaer Macky pexuMa co3faHusi (aiina B TeKylled cpeje
KOMAaH/JIHOTO MHTEPIIPETATOPa PAaBHOW 3HAUYEHUIO, 3a1aBAEMOMY OIIEPAH/IOM PEXKHUM. JTa

MacKa BJIMSET Ha HayallbHOE 3HAUCHUE OWTOB ImpaB O0CTyIla BCCX CO3AaBaCMBIX HaJICC

(aiinnos.
CuHTakcuc:
umask [-p] [-S] [pexuM]

[Tonb30BaTENBCKOM Macke pexuMa co3laHus (pailioB MpHCBauMBAETCA yKa3aHHOE
BOCBMEpPUYHOE 3HaueHHE. TpH BOCbMEpUYHBIE HHUQPPHI COOTBETCTBYIOT IpaBaM Ha
YTEHUE/3aMUCh/BBITIOJTHEHUE ISl Biajeliblia, WICHOB IPYIIbl U MPOYUX IOJIb30BaTeNIeH
COOTBETCTBEHHO. 3HAUYCHHE KaXJOW 3aJlaHHOW B Macke MUGPhl BBIYUTACTCS U3
COOTBETCTBYIOIIEH «IU(PBI», OMpeesIeHHON cucTeMoit ipu co3aanuu ¢aina. Hanpumep,
umask 022 yAalseT MpaBa HA 3alUCh JJI1 WICHOB TPYNNbl U MPOYUX MOJIb30BaTENCH
(y (aitsioB, co3aBaBIIMXCS C PEKUMOM 777, OH OKa3bIBae€TCs paBHBIM 755; a pexuM 666
npeoOpa3zyetcsi B 644).

Ecnm macka He yka3aHa, BBIJAETCS €€ TEKYIlee 3HaUYCHHUE.

KOMaHI[a umask pPacHO3HACTCI M BBIINOJHACTCA KOMAHIHBIM HHTEPHPETATOPOM

bash.

3.3.5. Komanga chattr

Komanna chattr — u3mensier atpulyThl (aiiyioB ¢aiaoBoil cucteMsl ext2fs.

CuHTaKCuC:

chattr [ -Rvf ] [+-=aAcCdDeijsSTtu] [ -v Bepcusa ]| obanjtl...

Omneparop '+' o3Hauaer n00aBieHHE BHIOPAHHBIX aTPUOYTOB K CYIIECTBYIOIIMM

' J

atpuOyTam; '-' 0O3HA4YaeT UX CHATUE; '=' O3HAYaeT OMNpPEACNICHHE TOJbKO 3TUX YKa3aHHBIX

aTpuOyTOB 1151 (HaiiIIoB.
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CumMBOJIBI 'ASacDdijsTtu' YKa3blBalOT HA HOBBIE aTpuOyThl 1 (ailyioB: He
OOHOBJISITH BpeMs TOCJeaHEro aocTyna (atime) k dainy (2), CHHXPOHHOE OOHOBJICHHE
(s), Tonpko gobarneHue K daitny (a), cxkaTelii (c), CHHXPOHHOE OOHOBJICHHE KaTaJIOTOB
(D), He apxuBHpoBaTh (d), HEW3MEHsAeMbIH (i), >KypHaJIUpOBaHWE MaHHBIX (),
Oe3oracHoe yjaajleHue (s), BepIIMHA uepapxud kartajgoroB (T), HeT tail-merging (t),
HeyAasieMbId ().

Ommu:

1)-R — pEeKypCHUBHO H3MEHSTh aTpuOyThl KaTajJoroB M HX COJEPKHUMOTO.

CHUMBOJIMYECKHE CCBUTKH UTHOPUPYIOTCS;

2) -V — BBIBOJUT PACIIUPEHHYIO HH(OPMAITHIO U BEPCHUIO TTPOTPaAMMBI;

3) -f — MOJaBIATH COOOIICHHUS 00 OIMOKaX;

4) -v Bepcusa — yCTAaHOBUTh HOMEP BEpCUU/TEHEPALUH (aiiia.

[Ipu u3menenuun Qaina ¢ atpubyToM (2) Bpems MOCHEAHEr0 JOCTyIa K HEMY HE
HU3MEHSIETCS.

@aitn ¢ arpubyroM (a) MOXKHO OTKpPBITH JUIsl 3allUCH TOJBKO B PEXKHUME
noOaiieHua.  TOJIBKO  CyNepHoJib30BaTellb  WJIM  HPOLECC €  BO3MOYKHOCTBIO
CAP_LINUX IMMUTABLE MoxeT ycTaHaBIuBaTh U CHUMATh 3TOT aTpUOYT.

®aiin ¢ atpuOyToM (c) aBTOMATUYECKH CHKMMAaETCsl Ha JUCKe snpoM. UTeHue u3
Takoro (paiinia Bo3BpalaeT Hecxkarble nanubie. [Ipu 3amucu B Takou ¢aiiin JaHHbIE Mepe
3aMHChI0 HA JUCK CKUMAIOTCA.

[Ipu n3meHeHuu katanora ¢ aTpuOyToM (D) U3MEHEHHUS CUHXPOHHO 3alHChIBAIOTCS
Ha JHUCK. OTO DJKBUBAJICHTHO OMNIMM MOHTHUPOBAHHMS dirsync TPUMEHEHHOH K
MTOAMHOKECTBY (haiIIoB.

@aitn ¢ arpubyrom (d) He sBIAETCS KaHIWJATOM HA apXWBUPOBAHHE TIPH
MCITOJIb30BAaHUU KOMaHIbI dump.

ATpubyT (E) UCHOJIB3yeTCs] SKCIEPUMEHTAIBHBIMU COKHUMAIONUMU TaTYaMH IS
TOT'0, YTOOBI TTOKA3aTh, YTO CKATHIN (ailyl coepKUT OomuOKu cxaTus. OH HE MOXKET ObITh
YCTAaHOBJICH WM COpOIIEH C MOMOIIBIO chattr, XOTS €ro MOXXHO MPOCMOTPETH C

IIOMOIIIBKO 1lsattr.
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ATpuOyT (I) HUCIONB3YyETCA KOJIOM htree JIJII TOTO, YTOOBI MMOKAa3aTh, YTO KaTaJaoT
WHJEKCUPYETCS C WCIOJB30BaHUEM XAIIMPYIONUX JnepeBbeB. OH HE MOXKET ObITh
YCTaHOBJIEH WM COPOLIEH C MOMOMIbI0 chattr, XOTS €ro MOXHO MPOCMOTPETh C
IIOMOIIUBIO 1lsattr.

@aiin ¢ atpudyToM (i) HE MOXKET ObITh U3MEHEH: OH HE MOXKET ObITh YJaJ€H WU
NeperMEHOBaH, K 3TOMY (aiiy He MOTYT OBITh CO3/IaHbl CCHUIKU, U HUKAKUE JAHHbIC HE
MOTYT OBITh 3amucaHbl B ATOT (aiin. TonbKO cyneprnoyib30BaTellb WU MPOIECC C
BO3MOXHOCTBIO CAP_LINUX IMMUTABLE MOET YyCTaHaBJIMBATh U CHUMATh ITOT aTpUOYT.

[Ipu 3anucu B ¢aiin ¢ aTpubyToM (j) BCE JaHHBIC, 3alMChIBAEMbIE B TaKOU (haii,
3aMUCHIBAIOTCS B )KypHalle ext3, mpexkae yeM OHU OyIyT 3almrcaHbl HEMOCPEICTBEHHO B
¢aitn, ecnu (ailsioBas cucTeMa CMOHTHPOBaHa C ONIUSAMH data=ordered WIHU
data=writeback. Eciu (aiiioBast cuctemMa CMOHTHpPOBaHA € OMIMEN data=journalled,
TO BCE JaHHBIC KXYPHATUPYIOTCS, U 3TOT aTpuOyT HE JaeT HUKakoro 3ddekra. Toibko
CYNEpIOab30BaTENb WM TPOLECC C BO3MOXXHOCTBIO CAP SYS RESOURCE MOXET
yCTaHABJIMBATh WM CHUMATh 3TOT aTpUOYT.

Korna ynansercs ¢aiin ¢ arpubyToM (s), Bce ero OJIOKH 3aIroIHSIOTCS HYJISIMU.

[Ipu wu3menenun aiina ¢ arpuOytom (S) BCe M3MEHEHUS CHUHXPOHHO
3aMKMCHIBAIOTCS HA JAWCK; 3TO SKBUBAJIECHTHO OMIIMHM MOHTHPOBAHHMS 'Sync', MPUMEHEHHON K
MTOAMHOKECTBY (haiIIoB.

Karamor ¢ arpubyrom (T) Oyner MOAHAT Ha BEPIIMHY UEPAPXUU KATAJIOTOB IS
Henel Orlov block allocator.

VY (aitna ¢ atpubytom (t) B KoHIle He Oynet partial block fragment, coenunenHoro
¢ apyrumu Qaitnamu (115 Tex (ailsioBbIX CUCTEM, KOTOpPbIE MOAAEPKUBAIOT tail-merging).
O10 HeoOxoauMo s mpuiokeHui, Takux kak LILO, koropelie uuTaroT (aitioByro
CUCTEMY HAMPAMYIO, U KOTOpbIEe HEe TOHUMAIOT tail-merged daiimbi.

[Ipn ynanenuum aiina ¢ arpubyroMm (u) €ro CoOIEpPKUMOE COXpaHseTcs. ITO
MO3BOJIACT MOJIF30BATENI0 BOCCTAHOBUTH (DAl

ATpuOyT (X) MCHOJIB3YyETCS SKCIEPUMEHTAIBHBIMU CKUMAIOIIMMU TTaTYaMU, YTOObI

MOKa3aTh, YTO MCXOJHOE COJIEPKUMOE CXKaThIX (haliIoB AOCTYMHO HampsiMyro. B manHOe
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BpEMsi OH HE MOXKET ObITh YCTAHOBJIEH WJIM MEPEYCTAaHOBJIEH C MOMOIIbIO chattr(l), HO
MOJKET OBITh MMOKa3aH C TOMOIIBIO 1sattr.

ATpubyT (Z) UCHOJNB3YyeTCs SKCIEPUMEHTAIBHBIMU CKUMAIOIIUMU TaT4aMU, YTOObI
MoKa3aTh, 4YTO CXaThli (aitn He coxpaHeH. OH He MOXKET OBITb YCTAaHOBIICH WJIH

HepeyCTaHOBHeH C ITIOMOIIIBIO chattr, HO MOXCT 6BITB IOKa3aH C IOMOIIBIO 1sattr.
3.3.6. Komanga 1sattr

Komanpa 1sattr — BeIIaeT CIMCOK aTpuOyTOB ¢aiinoB Ha Linux ext2fs.

CuHrakcuc:

lsattr [ -RVadv ] [ danjwel... |

Onumu:

1)-R — pEeKypCUBHO U3MEHATh aTpUOyThl KaTaJOTOB M HX COACPKHUMOTO.

CHUMBOJIMYECKHUE CCHUIKU UTHOPUPYIOTCS;

2) -V — BBIBOJIUT PACIIUPEHHYIO HH(GOPMAIINIO U BEPCHUIO MTPOTPaAMMBI;

3)-a — mpocmatpuBaeT Bce (ailibl B Karajore, BKJIOYas T€, MMEHa KOTOPBIX
HauyMHawTCcA ¢ '.';

4) -d — oroOpaxaeT KaTaJlord TakK Xe, Kak u (ailsibl, BMECTO TOTO YTOOBI
IPOCMATPUBATH UX COJIEPKUMOE;

5) -v — mpocMaTpuBaeT HOMepa Bepcuit/reHepanuii (paitsios.

3.3.7. Komanna mksock

Komanma mksock co3maer coker gomeHa UNIX (IPC-coker) — cokeT

MEXKIIPOLIECCHOTO B3aNUMOICUCTBHUSI.

Komanga mksock 00aaer cieayromyuM CHHTAKCUCOM:
mksock [OIIOMN] UMA. ..

Omnu:

1) -m, —-—-mode=PEXVM — HA3HAYUTh MPaBa JOCTYIa HA COKET.
3.3.8. Komanma mkfifo

Komanna mkfifo co3macT UMEHOBAHHBIN KaHAJ.

CuHTaKcuc:

mkfifo [OPTION]...NAME...
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Ommu:
l1)-m, --mode=PEXMM — — Ha3Ha4UTh MpaBa JIOCTya Ha CO3/laBacMbIil

MMECHOBAHHBIN KaHaJ.

3.3.9. Komanga getfacl

KomMaHna getfacl BBIBOIUT JUIs KOKIOTO (paiiyia ero XapakTepUCTHKU: UM (Daiina,
BIajenbla, rpynny-siaagensiia u ACL. B ciywae, ecnm katamor mmeer ACL 1o
YMOJTYaHUIO0, TO getfacl BhIBOAUT Takxke ACL nmo ymomuyanuto. @aitibl He MOTYT UMETh
ACL 1o yMOJYaHUIO.

Cunrakcuc:

getfacl [-dRLP] odamn

Omnu:

1) --access — BoiBecTH TOJIbKO ACL dhaiina;

2) -d, --default — BbiBecTH TOJIbKO ACL 1o yMoI4aHuio;

3) -—omit-header — HE MOKa3bIBaTh 3ar0JIOBOK (MM (haiiia);

4) --all-effective — MOKa3bIBaTh Bce A (PEKTUBHBIC MIPABA;

5) -—-no-effective — HE IOKa3bIBATh dPPEKTUBHBIC MIPABA;

6) --skip-base — npomnyckaTh ¢aiibl, UMEIOIINE TOJIHKO OCHOBHBIE 3aIHCH;

7) -R, ——recursive — JIJIs IOJKATAIIOTOB PEKYPCUBHO;

8)-L, --logical — cleaoBaTh MO CUMBOJUYECKUM CCBUIKAM, Ja)XX€ €CIU OHHU HE

yKa3aHbl B KOMaHJIHOW CTPOKE;

9) -P, --physical — HE Cl€I0BaTh MO CUMBOJMYECKUM CCBUIKAM, Ja)K€ €CJIU OHHU

yKa3aHbl B KOMaHJIHOW CTPOKE;

10) --tabular — HCMOIB30BATh TA0YIMPOBAHHBIN (OpPMAT BHIBOJIA;

11) --numeric — MOKa3bIBaTh YMCIOBBIC 3HAYCHUS TTOJIH30BATEIISI/ TPYTITIHL;

12) --absolute-names — HE YAAIATh BeAyIIUE «/» U3 MyTH (aitna.

dopmart BeIBOAA:

# file: somedir/

# owner: lisa

# group: staff

user: :rwx

user:joe:rwx #effective:r-x
group: : rwx feffective:r-x

oY U LW N
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7: group:cool:r-x

8: mask:r-x

9: other:r-x

10: default:user::rwx

11: default:user:joe:rwx #feffective:r-x

12: default:group::r—-x

13: default:mask:r-x

14: default:oter:—---

CTpOKI/I YCTBIPC, HICCTh U JACBATH OTHOCATCA K TPAJAUIIMOHHBIM 6I/ITaM IIpaB 10CTyIia
K @aﬁﬂy, COOTBCTCTBCHHO, AJIA BJIaACJIblld, I'PVYIIIIBI-BJIAACIIbIIA U BCCX OCTAJIBHBIX. Ot
TPpHU 3BJICMCHTA SABJIAIOTCA 62130BBIMI/I. CTpOKI/I IIATh U CEMb ABJIAKOTCA JJICMCHTAMHU JIA
OTJIENBHBIX TMOJIb30BaTeNs U rpynnbl. CTpoka BoceMb — Macka 3((GEeKTUBHBIX MpaB. DTOT
QJICMCHT OI'PAHHNYHUBACT 3(1)(1)€KTI/IBHBIC IpaBa, IIPCAOCTABIIACMBIC BCCM TIpVIIIIaM H
OT/ICJIbHBIM TOJIb30BaTEIsIM. Macka He BIUSAET Ha MpaBa JJig Biajenblia (aiina u Bcex
npyrux. CTpokd ¢ AecATOM IO 4eTblpHaauaryr mnokasbiBatoT ACL mo ymMmomyanwuto,

aCCOHHHpOBaHHBIﬁ C JaHHBIM KaTaJIOI'OM.

3.3.10. Komanpga setfacl

Komanna setfacl usmensier ACL k ¢aiinam unu karamoram. B koMaHHO#M cTpoke
3a MOCIEAOBATEIbHOCTBIO KOMaHJ HJAET IOCJIEA0BATENbHOCTh (aiyioB (3a KOTOpOH, B
CBOIO OYEpE/Ib, TAKKE MOXKET UATH MOCIEA0BATEIILHOCTh KOMaH/ U TaK JaJiee).

CuHrakcuc:

setfacl [-bkndRLP] {-m| -M| -x| -X ... } damnun

Omnu:

1) -m, --modify=acl - uaMmeHuTh Tekymuit ACL nis daiina;

2)-M, --modify-file=file — mpouuTtaTh 3anucu ACL nna momudukanuu u3

datina;

3) -x, ——remove=acl — yganuTh 3anucu u3 ACL ¢daiina;

4) -X, -—remove-file=file — npountaTh 3anucu ACL mis ynanenus u3 ¢aiina;

5)-b, -—remove-all — yaanuTh Bce pa3pelieHnble 3anucu ACL;

6) -k, ——remove-default — yaamuth ACL no yMoI4aHu1o;

7) --set=acl — ycranoButb ACL nns aitna, 3amenus Texkymmii ACL;

8) --set-file=file — npountarh 3anucu ACL s yctaHoBiIeHUs U3 (aiina;
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9) --mask — nepecunTarh Macky 3(pHEeKTUBHBIX IPaB;

10) -n, --no-mask — HE MepecUUThHIBaTh Macky 3(P(EKTUBHBIX MpaB, OOBIYHO
setfacl MEPECUUTHIBAET MACKy (Kpome ciiyyasi SBHOTO 3aJlaHUsl MAacKu) JJIst
TOT0, YTOOBI BKJIIOUUTH €€ B MaKCUMAaJbHBIN HA0Op MpaB JOCTYIA 3JIEMEHTOB,
HAa KOTOpbIe BO3JEUCTBYeT Macka (s BceX Tpynn U OTAEIbHBIX
M0JIb30BaTeIe );

11) -d, --default —npumenuts ACL o ymoia4anuio;

12) -R, --recursive — JIJIsl HOJIKATAJIOrOB PEKYPCUBHO;

13) --restore=file — BOCCTAaHOBUTh PE3EPBHYI0 KOMHIO TIpaB JOCTyIIa,
CO3JIaHHYI0 KOMaHAOW getfacl -R WM el mogoOHOW. Bce mpaBa nmoctyma
JiepeBa KaTaJlorOB BOCCTaHABJIMBAIOTCS, UCIOJIb3Yys 3TOT MEeXaHU3M. B ciyuae,
€CJIM BBOJIMMbBIC JTAHHBIE COJEPM AT BJIEMEHTHI ISl BIAJENblia WIA TPYMIbI-
BJIJIEIbIIa U KOMaH/la setfacl BBINOJIHACTCS MOJIB30BATEIIEM C UMEHEM T0Ot,
TO BIAJENel] W Tpynna-Biajaenel] Bcex (alaoB TakKe BOCCTAHABIMBAIOTCS.
OTa omuus HE MOXET HCIOJIb30BaThCS COBMECTHO C JPYTMMM OMNIUSMH,
3a UCKJIFOYEHHUEM OILHUH --test;

14) --test — pexum TectupoBanusd (ACL He U3MEHSIOTCS).

[Ipu ucnosib30BaHUM OMIUNA —-set, -m U —x JOJDKHBI OBITh NIEPEUYUCIICHBI 3aUCU

ACL B komanaHOi1 cTpoke. DneMeHTsl ACL pa3nensrorcss OoAMHAPHBIMU KaBbIUKAMH.

[Tpu urennn ACL u3 ¢aita mpu mMOMOIM ONIUA --set-file, -M U -X KOMaHJIa

setfacl TPUHUMAET MHOXECTBO AJIEMEHTOB B (popMare BBIBOJA KOMaHIbl getfacl.

B cTpoke 00b1yHO coniepxkutTcs He Ooble ogHoro anemeHTa ACL.
3.3.11. Dnementot ACL

Komanpa set facl ucnomassyer cienaytoue popmarsl semenToB ACL:
1) mpaBa nmoctyma oTAenbHOrO moJib3oBarensa (ecau He 3agan UID, to mpasa
JOCTyTa Biajaenbila daimna):

[d[efault]:] [ulser]:]JUID [:[+]|"]perms]
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2) mpaBa A0CTyna oTAaeiabHOM rpymnmsl (ecin He 3amadH GID, To mpaBa pocrtymna
IPYIIIbI-BIaAENbIA):
[d[efault]:] glroup] :GID [:[+]|"]perms]
3) macka 3¢ (PEeKTUBHBIX TIPaB:
[d[efault]:] m[ask]:[+]|"] perms
4) npaBa AOCTyIa BCEX OCTAJIbHBIX:
[d[efault]:] o[ther]:[+|"] perms
OnemeHT ACL sBisieTcst a0CONIOTHBIM, €CIM OH COJIEPYKUT IOJIE PErms U SBIISIETCS
OTHOCHUTENBHBIM, €CIIM OH BKJIIOYaeT OJWH M3 MOAU(PHUKATOPOB: «+» WIH «™».
AOCOIJIIOTHBIE DJIEMEHTHI MOTYT HCIOJIb30BaThCS B  OINEpalMiX YCTAaHOBKU WIIU
moaudukammu ACL. OTHOCHUTENbHBIE AJIEMEHThl MOTYT MCIOJIb30BaThCS TOJBKO B
onepauuu Mmoaudukanuu ACL. IlpaBa moctyna ajig OTAEIbHBIX MOJIb30BATENEH, TPYIIIbL,
HE cojepkamue HuKakux noJsieid nocie 3Hadenuit UID, GID (mone perms mpu 3TOM
OTCYTCTBYET), UCIOJIb3YIOTCS TOJBKO JJIsl yJAIECHUS 3JIEMEHTOB.
3nauenus UID m GID 3agarorcst umMeneM uian 4yucioMm. Ilojie perms MOKET OBITH
MPEICTaBICHO KOMOWHAIMENH CUMBOJIOB r, w, x, — WK 1udp (0 — 7).
3.3.12. ABTOMaTH4eCcKr CO3/IaHHBIE IPaBa JOCTYyIIA
M3HavanbHO (aiiibl U KaTajoru cojaepkar TOJIbKO Tpu 0a3oBbix 3nemeHta ACL:
IUTISl BIIAJEIbLIA, TPYIIIbI-BIIAJIENblIa U BCEX OCTANBHBIX MOab30BaTeneil. CymecTByeT ps
MIPaBUJI, KOTOPBIE CJIEYET YUUTHIBATh IPU YCTAHOBKE MPAB JOCTYIA:
1) He MoryT OBITH YJaleHbl cpa3y TpU 0a30BbIX 3JIEMEHTA, JOJHKEH MPUCYTCTBOBATH
XOTs OBI OJIUH;
2) eciiu ACL coniepKuT mpaBa J0CTyna JJisl OTIEIHOTO MOJIb30BaTENs WU TPYIIIIHI,
10 ACL Takxe n0JKeH conepxkaTh MacKy 3(p(EeKTUBHBIX MPaB;
3)ecim ACL copepxut kakue-mu00 3memeHTel ACL 1o ymMondaduio, TO B
MOCJIETHEM JOJKHBI TaK)Ke€ MPUCYTCTBOBATh TPU 0A30BBIX 3JIEMEHTA (T. €. MpaBa

JOCTYTIa MO0 YMOJIYAHUIO JIJIsl BJIaJI€bLIA, TPYIIbI-BJIAI€NblIa U BCEX OCTAJIbHBIX);
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4)eciu ACL 1mo yMOJTYaHUIO COJIEPKHUT IpaBa JOCTyla Uil BCEX OTIEIbHBIX
noJib3oBaTene wim rpynn, To B ACL Takxke qoJKHA NMPUCYTCTBOBAThH Macka
3¢ PEeKTUBHBIX MPaB.

Jis Toro 4ToOBl MOMOYb MOJH30BATENIO BBHIMOIHATH 3TH TMpaBUjia, KOMaHIa
setfacl CO3JaeT ImpaBa JOCTYIA, HCIOJNb3ys VYK€ CYLIECTBYIOIIUE, COTJIACHO
CJIEIYIOLIUM YCIIOBUSM:

1) eciu mpaBa AocTyma sl OTAEIBHOTO MOJIB30BATEN WM TPYIIBI JOOABICHHI B
ACL, a macku mpaB HE CYLIECTBYET, TO CO3/Ia€TCS Macka C MpaBaMH JOCTYyIa
IPYIIbI-BIAIEIbIA;

2) ecnu co3nan dneMeHT ACL o yMon4aHuio, a Tpex 0a30BbIX JIEMEHTOB HE ObLIO,
TOTJIa JeJiaeTcs UX Konusi u onu noo6asisitorcss B ACL o ymonruanuio;

3)eciu ACL 1o yMOT4aHUIO COJIEPXKUT Kakue-IuOO TpaBa JocTyna Jjis
KOHKPETHBIX MOJIb30BATEINSI WM TPYIIbI U HE COJIEPKUT MACKy MpaB JOCTYyIa MO
YMOJIYaHUIO, TO TPHU CO3/JaHUM dTa Macka OyJIeT MMEeTh T K€ IpaBa, uYTO U

rpynmna no yMoJ4aHuIo.
3.4. CpencTBa ynpaBi€HUsS U OYUCTKU NaMSTH

3.4.1. YnpaBineHne MEXaHU3MOM OYMCTKH ONIEPATUBHOM NaMSITH

[Ipu nepBoHa4YaJIbHOM HAa3HAYEHUH WJIM IIPU NIEPEPACIIPEAECICHUH BHEIIHEN MTaMsTH
KC3 3arpynnser cyoObekTy AocTyn kK octatounoi nndopmanuu. [Ipu nepepacnpenenenuu
onepatuBHOM namsaTu KC3 ocyiiecTBiseT ee OUNCTKY.

Bremnsas mnamarb, ucnosb3dyemas OC, pacrnoslaraeTcsi Ha OTIEIBHOM pas3fene
JUCKa, TPEACTaBICHHOM B (DalJIoBOM cHUCTEME CHEeUHUaANbHbIM (alaoM, AOCTyNn K
KOTOPOMY HEMOCPEACTBEHHO U3 TPOrpaMMbl KOHTPOJIMPYETCS MpaBamMu Aoctyna Linux.

[To ymomyaHuio AOCTYI K pa3jieiaM JAUCKa UMEET TOJBKO JOBEPEHHBIN CyOBEKT MU
wieH rpynnbl «disk». Ilpu a1000M BBIIENEHUM MPOIECCY OMNEPATHBHOW NaMSATH OHA
IIPEABAPUTEIBHO OYHUIIAETCS.

OC AnpT CII  comepXuT MEXaHM3M OYHUCTKH  OCBOOOXKZAeMBIX  oOacTeit

OMEpPaTUBHOM MaMATHU. DTOT MEXAaHW3M HE BKJIIOYEH MO YMOJTYAHHUIO MO COOOpaKeHUSIM
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MPOU3BOJUTEILHOCTH U B CBSA3HM C TE€M, UTO 3aIIUTa MaMSITH, OCYLIECTBISIEMAsl SIIPOM 1O
YMOJTYaHUIO, JJIsl MHOTHUX MOJIEJIEH yIpo3 SBISETCS TOCTATOYHOM.

OuncTKa 0CBOOOXKIAEMBIX 00JIacTel ONEPaTUBHON NMaMATU MPOUCXOIUT B MpoIiecce
nepeBoga aapoM OC KaxIoil CTpaHMIBI MaMATH B paspsijl «HEUCIONb3yeMbIx» (free).
OTO 03HayaeT, B YMCIE MPOYETo, YTO HU OJHA CTPAHUIA U3 YHMCJIA HEUCIOJb3yEeMbIX HE
OyneT conepkaTh JaHHBIX, KOTOpbIe TaM pasmemana OC wim MPHIOKEHUS B TPOIecce
pabOTHI CUCTEMBL.

[Ipumevanue. OuncTka  OCBOOOXKIZAaEMBIX  oOOJlacTed  MmaMsITH  HE
pacmpocTpansieTcss Ha swap. Ecin Tpedyercst ucmonbp3oBanue GyHKIIUNH OYHCTKH MaMSTH,
swap He JOJHKEH HMCHOJB30BaThCs (HE JOKEH OBITh MOJKIIOUEH WM JOJIKEH BOOOIIE
OTCYTCTBOBATb).

JUisi BKIIFOUEHHMS] MEXaHU3Ma OYUCTKH OCBOOOXKIAEMOW OIEpaTUBHON MaMATH
HeoOxoauMo B (ailiie /boot/boot.conf B 3HAYCHUH MEPEMEHHOW CMDLINE WU3MEHHTH
mapameTpsl init on alloc=1 init on free=1. Bcs mamsTe, BelenseMas uyepes page
allocator u slab allocator, 6ynet 0OHYISITECSA PU OCBOOOKACHUMU.

[IlpumMevanue. [ng npuMeHeHUS HACTPOHMKM HEOOXOAMMO Tepe3arpy3uTh
CUCTEMY.
J{ns BBIKJIFOYEHUS MEXAaHU3Ma OYUCTKH HEO0OXOJMMO YyKa3aHHbIE IapaMeTphbl

M3MCHUTb HA init on alloc=0 init on free=0.
Jlns oTKIIIOUEHHS Swap HEOOXOJMMO 3aKOMMEHTHPOBATh (WJIM yIalluTh) B (aiiie
/etc/fstab CTPOKY, cojaepiKailyio ciioBo swap. CTpoka MOXET BBITVISACTh CICAYIOITUM

oOpazom:

UUID=[...] swap swap defaults 0 0

Ilocne BHeceHust u3MeHeHU B (ainbl /boot/boot.conf H /etc/fstab
HE00X0IMMO Tepe3arpy3uth [I9BM.

3.4.2. OuncTKa JUCKOBOM MaMSTH

Jlst oOecrieueHust OYMCTKH JUCKOBOTO MPOCTPAHCTBA TMPH BBIXOJIC MTOJIH30BATEIS U3

CUCTEMBI J100aBbTE B (DAl /etc/lightdm/1lightdm.conf B CEKIUIO [Seat:*] CTPOKY:

session-cleanup-script=sfill -11zf /home

VAN Baumanune, mnpum OoaplioM 00beME JUCKOB ATO 3HAYMTEIBHO 3aMEJJINT
BO3MO’KHOCTbH BX0J1a HOBOT'O IT0JIb30BaTEIIS.
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Bo3MOxHOI anbTepHATUBOW SBIISIETCS 3allyCK KOMaH/Abl sfill MPU MOMOIIHU Cron,
Hanpumep, st CepBepa, 100aBUTH 3a7auy: * * * * * sfill -11zf /home
Komanna sfill mpenHasHayeHa JUisl yaalieHHs B O€30MaCHOM PEKUME JIaHHBIX,
PaCIOJIOKEHHBIX Ha JIOCTYITHOM JMCKOBOM MPOCTPAHCTBE HOCUTENEH (OUMCTKA OT CJIEIOB
yIaJ€HHBIX JAHHBIX CBOOOJHOTO MeCTa). DTH JaHHbIE BIIOCIEICTBHM HE MOTYT OBITH
BOCCTaHOBJICHBI. be3omacHbli MpoIlecc yaaneHus NaHHbIX sfill BBITJISIUT CIEAYIOIIUM
oOpazom:
- 1 mpoxong ¢ 0xfT;
- 5 ciy4aiiHbIX TMpoxonoB. Mcnonedyercss /dev/urandom nisi 6e3omacHoit RNG,
€CJIM TAaKOBBIE UMEIOTCS;
- 27 IpOXOI0B CO CIEUUATIBHBIMYU 3HAYCHUSIMU;
- 5 ciywaiiHbIx npoxojaoB. Ucnonb3yetcs /dev/urandom st 6e3omacHoit RNG,
€CJIM TaKOBBIE UMEIOTCS;
- TIOCJIE TOTO, TEHEPUPYETCSI TaK MHOTO BPEMEHHBIX (DAISIOB, KaK 3TO BO3MOKHO,
JUTSL TOTO, YTOOBI OYUCTUTH MTPOCTPAHCTBO MHACKCHBIX JecKkpurntopoB. [locre Toro,
KaK BpeMEHHBIE (ailyibl OOJIbIIIE HE MOTYT OBITh CO3JaHbl, OHH OYAYT yIaJieHbl U
sfill OyzeT 3aBepIleH.
CuHTaKCHUC KOMaHbI:
sfill [-f] [-i] [-I] [-1] [-1] [-v] [-z] directory/mountpoint
Ommy KOMaHIbl:
1) -£ — ObICTpBIN (M HEOE30MACHBII) PEXUM: HE UCTIONb3YETCS /dev/urandom, HET
peXrUMa CHHXPOHU3AIUY;
2)-i — OYHUCTUTH TOJBKO MPOCTPAHCTBO HHJIEKCHBIX JE€CKPUITOPOB, HE CTUPATh
MeCTa Ha JUCKE;
3) -1 — OYUCTUTH TOJIBKO MECTO Ha JAUCKE, HE OUYUILIATHh MPOCTPAHCTBO MHACKCHBIX
JNECKPUNTOPOB;
4) -1 — ymeHbIIaeT 6€30MacHOCTb. BBIMOTHSAETCS TOJIBKO JBa MPOXoja: MPOXo ¢
Oxff 1 okOHUYATENBHBIN TPOXOJT CO CIIYIANHBIMH 3HAUCHHUSIMU;
5)-1 — -1 — BTOpO# pa3 ymeHbIllaeT O0€30MaCHOCTh €Ile OOJIbIIE: BBIMOJHICTCS

MIPOXOJ TOJIBKO C 3alMChI0 CIYYANHBIX 3HAYECHUM;



78
JIKHB.11102-01 99 01

6) -v — OAPOOHBIN PEKUM;

7) -z — nemaeT MOCIeTHUIN MPOXO.I C HYJISIMU BMECTO CITYYailHBIX JaHHBIX;

8)directory/mountpoint — MECTONOJOXKEHHE (Qailna, CO3JaHHOTO B Ballen
¢aitnoBoit cucteme. OH JOKEH HAXOIUTHCS B pasjeiie, KOTOPhIA HEOOXOAUMO

nepe3anucarh.
3.5. CpencTBa KOHTPOJIS BBOJIa-BBIBOIA

3.5.1. CpencrBa B3aMMOAEHCTBHS C YCTPOMCTBAaMU BBOJIa-BhIBOIA

B OC Anbt CII goctyn k pu3ndeckoMy yCTPOUCTBY OCYIIECTBISETCS C MOMOIIBIO
cnenuaibHoro (aitna ycrpoicrtsa. IIpy BBITONIHEHUH ONEPALM OTKPBITHS, YTEHUS WA
3amucu ¢ (aillioM yCTpONCTBA OCYIIECTBISETCS OOMEH JaHHBIMU C (PU3NYECKUM
ycTporcTBOM. Daiisibl YCTPOMCTB XPAHATCS B KaTajiore /dev.

B OC Anpt CII ncnons3yroTcs CTaHAAPTHBIE UMEHA YCTPOMCTB:

- ttyN — KOHCO1J1b;

- MOUSE — MAHUITYJIATOP TUIIA «MBILIbY;

- audio — 3ByKOBas KapTa;

- modem — MozEM;

- ttySN — nocnegoBaTeIbHbIN NIOPT;

- IpN — napaiienbHsblil MOpT;

cuaN — MOI'yT 0003HAYaTh IMOCJICAOBATCIIBHBIC IIOPTHI,

sdxN — HakoOIMUTENIb Ha KECTKUX MarHUTHBIX JUCKax,

fd0 — nmepBBIil AUCKOBOJ AJ1s1 THOKUX TUCKOB;

stN — crpumep ¢ uarepdeiicom SCSI;

- nrtfN — 3amoMuHaroniee yYCTpONCTBO Ha TMPUHIMIIE MArHUTHOM 3amuCU  Ha
JIEHTOYHOM HOCHTEJIE, C MOCIEA0BATEIbHBIM JOCTYIIOM K JIaHHBIM ¢ UHTEepdeiicoM
FDC,;

- mdN — maccuB RAID;

- ethN — ceTeBas nnara;

- null — mycroe ycTpoicTBO.

[Ipumeuanue. N—HoMep ycTpoiicTBa (Hampumep, ttyl — nepBasi KOHCOIb).
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3.5.2. CpenctBa KOHTpOJII  HUCIOJIb30BaHUs UHTepdercoB BBoAa (BBIBOJA)
uH(pOopMaIIMU Ha MAIlIMHHBIE HOCUTENIU JJAHHBIX

B OC Anpet CII mopgaepKMBarOTCS OTPAaHUYCHHE WM 3alpeT HCIOJIb30BAHMS
BHEIIHUX HocuTeled npu momorw npaBmwi APl 6ubmmorexu polkit u (nm) udev.

3.5.3. Orpanuuenus npu nomoinu npasuit API 6ubnuotexu polkit

VYerpoiictBa xpaHeHUsT MHGOpMAIMM  JIEISTCS HA CHCTEMHBIE, KOTOpbIE HE
CUMTAIOTCS W3BJIEKACMBIMU, U HECUCTEMHBIC, K KOTOPHIM OTHOCSTCS MOJKIIIOYacMbIe
nakonutenu tuna USB, Flash menua m ontuyeckue mpuBoabl. g Kaxaol w3 rpymm
YCTPOMCTB, CHCTEMHBIX U HECUCTEMHBIX (M3BJIEKaeMbIX, removable), 171 o1HOM onepanuu
MOXKET MOHaJA00UThCs HacTpoiika AByX polkit actions — Mo ogHOMY Ha KaXIylo TpyHILy
YCTPOMCTB.

YtoObl y3HATH, ABJISETCA JU YCTPOUCTBO CHUCTEMHBIM M PACHpPOCTPAHSETCA JU Ha
HEro JNEWCTBUE org.freedesktop.udisks2.filesystem-mount-system, HEOOXOIUMO

BBITIOJIHUTH KOMaHI[y, KOTOpaH BBIBCJICT BCC ITOAKIIFOYCHHBIC HAKOIIUTCIIN .
udisksctl status

II puMcHYaHHUC. Hpe,Z[BapI/ITeJILHO HGO6XOI[I/IMO YCTAaHOBHUTD IIAKCT:
# apt-get install udisks2

Jlanee Hy>XKHO BBINIOJIHUTH KOMaHJly ¢ UMEHEM yCTPOMCTBa (Hampumep, /dev/sdb).

CTaTyc true A4 HintSystem, B BBIBOAC KOMAaHIBI T'OBOPHUT, YTO 3TO CHCTCMHOC

YCTPOMCTRBO:
udisksctl info -b /dev/sdb|grep ' Device:\|HintSystem'
Device: /dev/sdb
HintSystem: true

JIns  HECHCTEMHBIX YCTPOMCTB, HAa KOTOpBIE pacCHpOCTPAHSAETCS JIEUCTBUE
org.freedesktop.udisks2.filesystem-mount-other-seat, CTaryC napaMeTpa
HintSysten16yﬂeTfalse.

3a pa3pelieHus BBO/1a-BbIBOJIa HA MAIIMHHBIC HOCUTEIN JIAHHBIX OTBEYAIOT:

- org.freedesktop.udisks2.filesystem-mount-system — pa3pCHICHUC Ha

MOHTHUPOBaHHE (PAIIOBBIX CHCTEM CUCTEMHBIX YCTPOWCTB;
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- org.freedesktop.udisks2.filesystem-mount-other-seat — pPa3peUICHUC
HAa MOHTHPOBaHME (DAWJIOBBIX CHCTEM C YCTPOMCTB, MOAKIIOYEHHBIX B JIPYroe
MECTO;

- org.freedesktop.udisks2.eject-media-other-seat — pa3peHICHUC HaA
N3BJICHCHHC JIOTKA OIITHUYCCKOI'O ITPUBOIA,

- org.freedesktop.udisks2.power-off-drive-other-seat — pa3pCIICHUC Ha

m3Bneyenue USB-HakonuTesl.

I[anee IMPUBOAUTCSA IIPHUMCP CO3AAHHA IIpaBUJId, PA3PCIIAOIICTIO IMOJIb30BATCIIIO U3
CUCTEMHOW TpyHIbl XgIp BBIIOJHATh MOHTUPOBAHHE M W3BICYCHHE YCTPOMCTB —
¢ 3ampocoM maposisa. Ilpm 3TOM JIsI OCTAIBHBIX MOJB30BATENECH JIEUCTBUS IO
MOHTHUPOBAHHIO U U3BJICUCHUIO 6YIIYT 3alIpCIICHLI.

Jns  paspemieHuss IOJB30BATEN0 MOHTHUPOBAaHHUS W HW3BICYEHUS YCTPOMCTB
HCO6XOI[I/IMO BBIIIOJIHUTL  CJIICAYIOIIUC ,Z[GﬁCTBHH (BCG ,ZICI?ICTBHH BBITIOJIHATOTCA OT
aIMUHHUCTPATOPA):

1) co3nate (aitn mpaBuia 99-udisk2 mount.rules:

# touch /etc/polkit-1/rules.d/99-udisk2 mount.rules

2) HaMmoOMHUTh 99-udisk?2 mount.rules CIEAYIOIIUM COACPKAHUEM:

polkit.addRule (function (action, subject) {
if (action.id=="org.freedesktop.udisks2.filesystem-mount-system") ({
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {
return polkit.Result.NO;
}
};

if (action.id=="org.freedesktop.udisks2.filesystem-mount-other-seat") ({
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;
}
}i

if (action.id=="org.freedesktop.udisks?2.eject-media-other-seat") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH ADMIN;
} else {

return polkit.Result.NO;
}
}i
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if (action.id=="org.freedesktop.udisks?2.power-off-drive-other-seat") {
if (subject.isInGroup ("xgrp")) {
return polkit.Result.AUTH_ADMIN;
} else {

return polkit.Result.NO;

3) co3aaTh CUCTEMHYIO TPYIITY Xgrp (€C/IH €€ €IlIe HET):
# groupadd -r xgrp
4) 106aBUTH MMONB30BATENS B TPYIILY XEIP:

gpasswd -a ¥MMA IOJIb30BaTeNsa Xgrp

3.5.4. Kontposb npu oMoty mpasui polkit

[TpaBuna polkit Takke Mo3BOJIAIOT GOPMHUPOBATH MPaBUIIA IS TOOABICHUS 3aMKCeit
B CHCTEMHOM JXypHasie. Hampumep, mpu MOAKIIOYEHUH CHEMHOTO YCTPOWCTBA MOYKHO
3aMKChIBATh B )KypPHAJI, KAKOE YCTPOUCTBO OBLIO MOJKIIOUEHO U KaKUM TOJIb30BaTEIEM.

J171s1 5TOro HeoOXOAMMO BBITIOJIHUTD CIEAYIOIINE IEHCTBUS:

1) co3nath (aitn mpaBuia 70-udisk2 mount.rules:

touch /etc/polkit-1/rules.d/70-udisk2 mount.rules

2) HaAIOJIHUTH €r0 COJICPKUMBIM:

polkit.addRule (function (action, subject) {
if (action.id=="org.freedesktop.udisks2.filesystem-mount-system") {

polkit.log ("mount action=" + action);
polkit.log ("mount subject=" + subject);
return polkit.Result.YES;

}s

if (action.id=="org.freedesktop.udisks2.filesystem-mount-other-seat") {
polkit.log ("mount action=" + action);
polkit.log ("mount subject=" + subject);
return polkit.Result.YES;

}i

1)

Teneps npu MonTUpoBanuu USB-nucka B /var/log/secure MOABSITCS 3aIIUCH:

# tail -2 /var/log/secure

Nov 22 12:57:12 host-15 polkitd[9879]: /etc/polkit-1/rules.d/99-
udisk2 mount.rules:4: action [Action
id='org.freedesktop.udisks2.filesystem—-mount-system'
id.version="'FAT32' id.usage='filesystem!'
drive.serial="11101094E6BA1AOO0A4A5200A"' id.label="ALT p8
xfce/e2k' partition.flags='0x00000000"

polkit.gettext domain='udisks2' drive='UFD 2.0 Silicon-Power4G
(/dev/sdbl) ' partition.number='1' id.uuid='F076-C625"'
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drive.vendor='UFD 2.0' device='/dev/sdbl' id.type='vfat'
partition.type='0x0b' polkit.message='Authentication is required
to mount $(drive)' drive.revision='PMAP' drive.model='Silicon-
Power4G']

Nov 22 12:57:13 host-15 polkitd[9879]: /etc/polkit-1/rules.d/99-
udisk2 mount.rules:5: subject [Subject pid=4673 user='test'
groups=

uucp, proc, cdrom, floppy, cdwriter,audio, radio,users, scanner, Xgrp,
vmusers,audit group,auditl, test, seat='seatO' session='5"
local=true active=true]

Takum oOpa3oM, B CHUCTEMHOM >XypHaje 3apeructpupoBaHo, yto USB-guck ¢

CCpHﬁHLIM HOMCpPOM 11101094E6BA1IAOOA4A5200A OB MOJKIFOYEH MOJIb30BaTEJIEM test.

3.5.5. Orpanuyenus npu nomotu npasui Udev
Udev — cepBuC, KOTOPBIA MOIXBATHIBACT M KOHMUTYPUPYET BHEITHUE yCTPOMCTBA,
noxiyvas yenomiieHus ot siapa OC.

[Ipumeuanune. [Ipu pasrpaHndeHHH NOCTyIIa K YCTPOMCTBAM THUIIA BUACOKAPT,
100 CETEBBIX KapT, Ha3BaHHBII METOJ HE UCIIOJIb3YETCH.

Jlns pemieHus 3aJayd  pasTpaHUYEHHUS JOCTyNa K YCTPOMCTBAM Ha OCHOBE
reHepaium npaBui MeHepkepa yerpoictB udev B OC peanns3oBaHblL:

- CpeICTBa pa3rpaHUyYECHUS IOCTyIa K yCTPOMCTBaM Ha OCHOBE TpaBui udev;

- CpeACTBa perucTpaluu yCTpoiCTB.

CpenctBa pasrpaHUuEHUsl TOCTyIa K YCTPOMCTBAM Ha OCHOBE T'€HEpallM MpaBHII
udev obecrneynBalOT JAMCKPELIMOHHOE pasrpaHMyYEHHE JOCTyla IoJIb30BaTeneil K
MOAKIIIOYaeMbIM, B TIEPBYIO ouepein, yepe3 unrepdeiic USB, yctpoiicTtBaM (ckaHepawm,
CHEMHBIM HAKOIHUTEJISIM, BHICOKaMepam).

CpenctBa peructpaiuy yCTpoucTB 00€CIeunBaoOT YUeT MOJKI0YaeMbIX YCTPOUCTB
U ChEMHBIX HOCHUTENEH B CHCTEME, YCTaHOBKY JIHCKPELMOHHBIX aTpuOyTOB JocCTyma
MOJIb30BaTeel K YCTPOWCTBaM M CO3JAaHHME JOMOJHUTENBHBIX TPaBHJI JIOCTyNa K
YCTPOMCTBY (Hampumep, OTpaHWYEHUE Ha MOAKIIOUEHHE YCTPOWCTBA TOJBKO K
onpenenenHomy USB-nopty).

Udev rubOko HacTpaumBaeTcs 1oJ oOOOpyAOBaHME U 33Jaud C TOMOIIBIO

CIICHHUAJIbHBIX ITPpAaBHII.
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[IpaBuna Udev xpandarcs B nmanke /etc/udev/rules.d. ®aiin npaBui 0053aTeNbHO
JOJKEH UMETh PaCIIMPEHUE . rules.

[Tpumep npasuiia 1uist cbemHoro USB-HocuTens:
ENV{ID SERIAL}=="JetFlash TS256MJF120 OYLIXNA6", OWNER="user",
GROUP="users"

B mpusenenHom mnpumepe s cbeMHoro USB-HocuTens ¢ cepuiHBIM HOMEPOM
JetFlash TS256MJF120 OYLIXNAG6 pa3pelleHO €ro  HCIOJIb30BAHHUE  BIAJEIbILY
YyCTPOMCTBA: MOJI30BATENIO USET U MOJIB30BATENSAM, BXOIALIUM B TPYIITY USETS.

TunoBoe mnpaBuno Udev COCTOMT W3 HECKONBbKUX TMap «KIOY — 3HAYCHHEY,
pa3lIeIeHHBIX 3aIIATOM.

Oy KIIOYM UCHOJIB3YIOTCS  JUIl  MPOBEPKH  COOTBETCTBHSI  YCTpOMCTBA
ONPENECICHHOMY IPAaBUIly, B TaKUX KIFOUaX HCIOJIB3YETCS 3HAK «==)» I pa3leieHUs
napsl. Crieqyromuil npuMep OTpaXkaeT NPUMEHEHHUE MPaBHJIa TOJIBKO JUIS Cilydasi, €Clid

3HAUYCHMUI KJIr04Ya SUBSYSTEM UIsL 3TOI'O YCTpOﬁCTBa paBHO block:

SUBSYSTEM=="block"

Hpyrue K04 WCHOJNB3YIOTCS IS yKa3aHWs JIEUCTBUS, €CIM BCE YCIOBUS
COOTBETCTBHS BBINOJHAOTCA. JJId pa3faeneHus nmap B TaKUX KJIIOYax HMCIOJIb3YEeTCSl 3HAK
paBHO «=». Hampumep, B ciyyae C NAME="mydisk" TpaBWIO OYJET BBITJSAICTh
CIEAYIOIIUM 00pa3oMm:

SUBSYSTEM=="block", ATTR(size)=="1343153213", NAME="mydisk"

DTO TPaBUJIO BBIMOJHUTCS TOJBKO €CIM YKa3aHHBIC BBIIIE YCIOBUSI COOTBETCTBUS
BBITIOJIHSIFOTCSL U pa3mep ycrpoiictBa 1343153213 Gaiir.

Jnst nmpaBuit Udev cymiecTBYIOT clieIyIoLue KIF0Url COOTBETCTBUS:

SUBSYSTEM — MOJICUCTEMA YCTPOWCTBA;

KERNEL — UM$, BBIIAaBAEMOE YCTPOMCTBY AJIPOM;

DRIVER — JpaiiBep 00CTy>KUBAIOIIUI YCTPOMCTRBO;

ATTR — sysfs arpuOyT ycTpoiicTBa;

SUBSYSTEMS — NOJCUCTEMA POJAUTEIBCKOTO YCTPOMCTBA.
It nerCTBUIM UCTIONB3YIOTCA KITFOYH:

- NAME — YCTaHOBUTb UM (aiisia ycTpoicTBa;
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- SYMLINK — aJlbTEPHAaTUBHOE UMs YCTPOWCTBA;

- RUN — BBINIOJHUTh CKPUNT IPU NOAKIIOUYEHUH YCTPOICTBA;

- GROUP — TpyIIa, y KOTOPOU €CTh JOCTYII K (paiiy;

- OWNER — Bajener| ¢aiijia ycTpoucTBa;

- MODE — MacKa IpaB JI0CTyTa.

Kirou ATTR mo3BoJsieT moiyduTh HHGpopMaiuio o6 ycrpoiicte. [locMoTpers Bce
Bo3MOkHbIe Udev mapameTpsl 7151 yCTPOHCTBA MOYKHO € TIOMOIIBbIO KOMaH bl udevadm.

Hanpumep, 11 aucka /dev/sda KOMaHJa MPOCMOTpa MapameTpoB Oyaer

BBITJIAACTD CJIC,ZIYI'OHII/IM 06pa30M:
# udevadm info -a -n sdal

Jlnst co3nanus Qaiina ¢ npaBujaMu HY>KHO BBITIOJIHUTD CIEAYIONIYI0 KOMAaHY:

touch /etc/udev/rules.d/usb.rules
[IpaBuO OTKJIIOYEHUS PYYHOIO MOHTHUPOBAHMS, JJISI BCEX MOJb30BaTeNied HE W3
rpynnsl plugdev, koTopoe HE0OX0IUMO J00aBUTH B (haiiyl usb.rules, OyAET BBHIMISACTD

CIEAYIOIIUM 00pa3oMm:
BUS=="usb", SUBSYSTEM=="block", KERNEL=="sd*", ACTION=="add",
GROUP="plugdev", MODE="660"

[IpaBwiio, koropoe mnpu noaxiaoueHuu USB-ycTpoiicTBa 3amycKaeT CKpPUIT
/etc/udev/usb _on.sh, U cIelaeT HEOOXOAUMBbIE NEUCTBUS (HAMpUMeEp, 3aMUILIET B

log-daiin HeoObxoaumyro nH(GpOpPMaINIO), OyIeT BHITIIAETh CASAYIOMNUM 00pa3oM:
ACTION=="add", SUBSYSTEM=="block",
ENV{ID BUS}=="usb|mmc|memstick|ieeel394", RUN+="/bin/bash
/etc/udev/usb _on.sh %E{ID SERIAL SHORT} $E{ID MODEL} $%E{ID VENDOR
X
re:
- ACTION — OTCJIEKHUBAEMOE JIEHUCTBUE, add — IMOJAKIKYEHUE YCTPOUCTB, remove —

OTKJIIOYCHHUE;

- ENV — TII€PCUCHDb OTCJIICKUBACMBIX YCTpOﬁCTB 110 THUILY,

- RUN — UCIIOJIHSIEMOE NENCTBUE.
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Ckpunty usb_on.sh udev mnepenaer CIeAyrUMe JaHHbIE:

- $E{ID SERIAL SHORT} — cepuitHblii HOMep USB-ycTpoiicTBa;

- $E{ID MODEL} — Moaenb USB-yCTpoiiCcTBa;

- $E{ID VENDOR} — nmpou3Boauresb USB-ycTpoiicTsa.

Hcnonb3oBaHue CKpUITA MO3BOJISIET BBIMOJIHATH 00JIee THOKYIO0 HACTPOUKY ITpaBuUI:
MOHO HE€ TOJbKO MOHTHPOBAaTh YCTPOWMCTBA, HO W BBINOJHATh JPYrue JACHCTBHUS
(komupoBaTh, MEHATH BIaJENblla U Tak ganee). Tak kak udev BBIMOIHSAETCS OT UMEHU
YUETHOM 3alKCU CYNEPHOab30BaTeNsi 100t, TO U CKPUNT OyAET BHIMOJHITHCS OT UMEHU
COOTBETCTBYIOIIEH Y4YETHOW 3amucu. Takke IOmycKaeTcs 3ajJaBaTh THUIl JOCTyma K
nH(pOpMaIuu Ha HOCUTENIE, HAIPUMEP, «TOJBKO JIJISi YTEHUS.

Hanee npuBoasTcs npuMepsl 0hOpMIIEHUS IPYTUX BO3MOKHBIX TTpaBUWI i udev:

- OTKIIrOUNTH Bce USB-mopTsI:
SUBSYSTEM=="usb", ACTION=="add", ATTR{authorized}="0"

- HA3HAYUTh NOCTOSAHHOE UM (ailiry ycTpoiictBa BToporo IDE-nucka:
KERNEL=="sdb", NAME="my spare"

- urHopupoBath Bropoit USB SCSI/IDE-nauck, nonkmtouennsiit mo USB:
SUBSYSTEM=="usb", KERNEL=="hdb", ATTR{authorized}="0"

3.5.6. YnpaBneHue MOHTUPOBAHUEM OJIOYHBIX YCTPOHCTB

[Ipy MOHTHpOBaHUM OJOYHBIX YCTPOMCTB MCHOJB3YETCA YTUIMTA mount,
Moau(ULIMpOBaHHAS i MOHTHPOBAHHUS yCTPOMCTBA BIAJENbLIEM HIM IOJIb30BATEIEM.
B mpouecce MOHTHUpOBaHHMS OT HMMEHHM IOJIb30BATENsl OXHUAAETCS JBa NapaMmerpa:
KOHKPETHOE€ HauMMEHOBaHME (ailla yCTpOWCTBA M KOHKPETHOE€ HAaMMEHOBAHHE TOYKHU
MOHTUPOBAHMS.

JUist mpenocTaBieHUs] JIOKaJIbHBIM TI0JIb30BATENIIM BO3MOXHOCTH MOHTHUPOBAHUS

®C cbeMHBIX HAKOTIUTENEH HYKHO Hau4ue B (aitsie /etc/fstab CaeayronIen 3aucu:

/dev/sdbl /media/usb vfat rw,nocauto,user 0 0
3.5.7. Hactpoiika orpaHM4eHU Ha UCIIOJb30BAHNE BHEITHUX HOCUTEICH

USBGuard mnpenHasHayeH Jisi HACTPOWKH OTPaHWYEHUH Ha WMCIOJb30BaHUE

USB-ycTpoiicTs.
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[Ipu mnonkmouenun USB-ycTpoiicTBa K cucreMe ciyxkba MOCiIeq0oBaTeIbHO
CKaHHMPYET CYLIECTBYIOUIME MpaBwiIa. ECIM COOTBETCTBYIOLIEE NPAaBWIO HANACHO, OHO
oo pazpemaeT, OJOKUPYET WM OTKJIOHSET YCTPOMCTBO B 3aBUCHUMOCTH OT LU
npaBwia. Eciay COOTBETCTBYIOIIEE NPaBHJIO HE HAWJCHO, PELICHUE NPUHUMAETCS Ha
OCHOBE HESIBHOM MM 10 YMOJYaHUK. OJTO HEABHOE 3HAYEHHE 110 YMOIYAHMIO
3aKJIIOYaeTCsl B OJIOKUPOBKE YCTPOMCTBA IO T€X IOpP, IOKa I0JIb30BATENb HE IPUMET
pelieHue.

Monynb npeIoCTaBiIseT CIEeIYOIUE BOZMOXKHOCTH:

- CKAaHUPOBAHUE MOJKIIOYEHHBIX YCTPOUCTB;

- BBIOOp M /100aBlIeHHWE YCTPOWCTB B Ha0Op MpaBUJ M3 CHHUCKA MOJKIIOYEHHBIX

YCTPOMCTB;

CO3JJaHHMC MPCAYCTAHOBJICHHBIX IIPAaBUJI IJISI PACIIPOCTPAHCHHBIX CIICHAPHUCB,

co3aHue npasui 1o aeckpuntopam unrepdeiica: CC:SS:PP;

co3nanue npasui 1o cpoiicteam USB-ycrpoiictea: PID, VID;

CO3JaHHE MpaBmII 1O X311y ycrpoicTsa nmo PID+VID+SN;

CO3aHHUC CIIOKHBIX ITPpaBHJI C JOIIOJIHUTCIBHBIMHA YCIIOBUAMMH,

3arpysKka npaBui U3 csv-(aiiia;
- PEIAKTUPOBAHKE 3HAYEHNUN B CO3JaHHBIX IPABUIIAX;
- IPOCMOTp KypHajia cOObITHI NoakItoueHus/oTkioueHust USB-ycTpoiicTs.

[Ipumeuanue. He pekomenayercs wucnonbzoBath USB-ycTpoiicTBa ¢ He
YUTAEMBIM WA KOPOTKUM CEPUUHBIM HOMEPOM.

3.5.7.1. Hactpoiika USBGuard B koHCOJIbHOM HHTEpdelice

3.5.7.1.1. YcranoBka

Y CTaHOBUTH IMAKET:

# apt-get install usbguard

Co3math UCXOIHBIM HAOOP MPABHJI HA OCHOBE MOAKIIOYCHHBIX B JIAHHBIH MOMEHT
USB-yctpoiicTB (B mpaBuia c¢ jaeictBueM «allow» OynyT moOaBieHbl BCe MOAKIIOYECHHBIC
YCTPOMCTBA):

# usbguard generate-policy > /etc/usbguard/rules.conf
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[Ipumeuanue. Co3naTe MCXOMHBIM HAOOP MpaBW, HE TEHEPUPYS ATPUOYTHI

X31I-(QYHKIUH JJIs1 YCTPONCTB:
# usbguard generate-policy —--no-hashes > /etc/usbguard/rules.conf

3amycTuTh cy)0y usbguard u 106aBUTH €€ B aBTO3arpy3Ky:

# systemctl enable --now usbguard
3.5.7.1.2. CunTakcuc

CunTakcuc koMaH bl usbguard:

usbguard [OIONN] <xomahHzma> [OIILINNM KOMAHIH]
I'aC xomaHnma MOXKCT IIPUHHUMAThL OJHO HU3 CICAYIOIINX 3HAYECHUU:
- get-parameter <name> — IMOJIYUYUTD 3HAYCHUC mapameTpa BpCMCHHA

BBIITOJIHCHUA,

- set-parameter <name> <value> — YCTaHOBHTb 3HAUYCHHEC IIapaMETpa BPEMCHHU

BBITIOJIHCHUS,

- list-devices — BbIBeCTH cnucok Bcex USB-ycTpoiicTB, pacrno3HaBaeMbIxX
nemoHoM USBGuard;

- allow-device <id|rule|p-rule> — pa3peunTh YCTPOUCTBY

B3aMMOJEHCTBOBATh C CUCTEMOIA;

- block-device <id|rule|p-rule> — J€aBTOPU30BATh YCTPOHCTBO;

- reject-device <id|rule|p-rule> — JI€ABTOPU30BATh U YAAJIUTh YCTPOHCTBO
U3 CUCTEMBI;

- list-rules — BBIBECTH HaAOOp mpaBui (TOJHUTHKY), HCIOIb3YEMBIH JIEMOHOM

USBGuard;

append-rule <rule> — 100aBUThH MPABUIIO B HAOOP MIPaABUIT,

- remove-rule <id> — yIaJUTh NPABUIIO U3 HAOOpA MPABUIT,;

generate-policy — CreHepupoBaTh HaOOp mpaBui (MOJUTHUKY) Ha OCHOBE

noAKI0UYeHHBIX USB-yCTpOKCTB;

watch — cineauTb 3a coOblTusiMu uHTepdeirica IPC u BbIBOAUTH HX Ha

CTaHIAPTHBIN BBIBOJ,
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- read-descriptor — mpouuTarh jaeckpuntop USB u3 ¢aiina U BeIBECTH €ro B
ynobountaemoit hopme;

- add-user <name> — 100aBUTH NoJib3oBaTelns/rpynmny USBGuard IPC (Tpebyrotcs
npasa root);

- remove-user <name> — yIanuTh nonab3oBatess/rpynny USBGuard IPC
(TpedyroTcs mpasa root).

JIOTIOTHUTENbHYI0O HMH(POPMAIUIO CMOTPUTE HA COOTBETCTBYIOIIUX CTPAHMIIAX

BCTPOCHHOI'0 PYKOBOJICTBA, HAITPUMED:

$ usbguard add-user -h

[Ipumepsr:

- BBIBECTH CITUCOK IMOJKIIFOYEHHBIX YCTPOMNCTB:

$ usbguard list-devices

1: allow id 1déb:0002 serial "0000:00:0b.0" name "EHCI Host Controller"
hash "SEiVqUWwe fEKDMNOOJUyXKkFIvvEPIJmvPTRKI1VCv1vE=" parent-hash
"BfFg9THiKJIVvInHGCIHfrWcO00OWcrIzhayJ9C3BiPYho=" via-port "usbl" with-interface
09:00:00 with-connect-type ""

2: allow 1d 1d6b:0001 serial "0000:00:06.0"™ name "OHCI PCI host
controller"™ hash "1UN32sIeMBB1D8Pd82mxu95iCTw80K1T81ZDeg628/0=" parent-hash
"XokStAV3IXWaQkWO016YD7ZPFcHselOtwuGmVNBCe46E=" via-port "usb2" with-interface
09:00:00 with-connect-type ""

3: allow id 13fe:3e00 serial "11101094E6BAI1AO00A4A5200A"™ name "Silicon-
Power4G" hash "0ODcf+ZV]TNkORO+RN1kxcPOrgDl6CgvgkcYkcf+0X/ k=" parent-hash
"SEiVqUWwe fEKDMNOOJUyXkFIvvFPIJmvPTRKI1VCv1vE=" via-port "1-1" with-interface

08:06:50 with-connect-type "unknown"
- BpEMEHHO 3a0JIOKUpPOBaTh YCTPOUCTBO C id 3:
$ usbguard block-device 3

- 11 TOCTOSSHHOM OJIOKMpOBKM WK aBTopu3anuu USB-ycTpoiicTBO, cienyeT
MCIIOJIb30BaTh ONIMIO —p. B 3TOM ciyyae B TEKyILyIO MOJIUTUKY OyJeT 700aBIEHO

[IPaBUJIO JIsI KOHKPETHOI'O yCTPOMCTBA!
$ usbguard block-device 3 -p
- BBIBCCTH CIIMCOK IIpaBHII:

$ usbguard list-rules
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4: allow id 1deb:0002 serial "0000:00:0b.0™ name "EHCI Host
Controller" hash "SEiVqUWwefEKDMNOOJUyXkFIvvFPIJmvPTRKI1VCv1vE=" parent-hash
"BfFg9THiKJIVvTnHGCIHfrWcO0OWcrIzhayJ9C3BiPYho=" via-port "usbl" with-interface
09:00:00 with-connect-type ""

5: allow id 1d6b:0001 serial "0000:00:06.0" name "OHCI PCI host
controller" hash "1UN32sIeMBB1D8Pd82mxu95iCTw80K1T81iZDeg628/0=" parent-hash
"XokStAV3IXWgQKkWO16YD7ZPFcHselOtwuGmVNBCe4 6E=" via-port "usb2" with-interface
09:00:00 with-connect-type ""

6: block id 090c:1000 serial "2010121200000186" name "USB DISK" hash
"2dfdMHZxF501AaNbsh68G4fpzD3iQLPL3+M7KHNnSRIjE="" parent-hash
"SEiVqUWwe fEKDMNOOJUyXKkFIvvEFPIJmVvPTRKI1VCv1vE=" via-port "1-1" with-interface

08:06:50 with-connect-type "unknown"
- 1aTh ITOJBb30BAaTCIIIO USCr ITOJIHBIN AOCTYII K pa3aciiaM «devices» u ((GXCGptiOIlS»,
TAaKXKE, UuSer 6YI[€T HMCTb BO3MOKHOCTL IPOCMATPUBATD U HU3MCHATH TCKYIIYIO

IMOJIUTHUKY:
# usbguard add-user -u user --devices ALL --policy modify,list --exceptions ALL
- YAAJIUTE IIpaBa y IOJIb30BATCIIA USET:

# usbguard remove-user -u user

3.5.7.1.3. Konduryparus

OcnoBHoi1 ¢aiin konpuryparuu USBGuard:

/etc/usbguard/usbguard-daemon.conf

B mapaMeTpe PresentDevicePolicy OHNPEACILICTCA  KakK 06pauunmcx C
YCTPOMCTBAMH, KOTOPBIE YK€ MOJKIIIOYEHBI, TIPU 3amycke ciaykObl. [lo ymomuanuwo nis
PresentDevicePolicy YCTaHOBJIEHO 3Hau€HHUE apply-policy, T.e. USBGuard
OIICHMBAET HAOOp MpaBWJI JJIsi KaXKIOTO MOJKIIOUYEHHOTO YCTpOWcTBa. DTO Hamboliee
0e30macHbI MmapaMeTp, KOTOPBIM o0ecrednBaeT 0€30MacHOCTh JaXKe MPHU Tepe3arpyske
CITYKOBI.

B napamerpe ImplicitPolicyTarget HacTpauBaeTcs TMOJUTUKA OOpabOTKU
YCTPOMCTB MO YMOJYaHUIO, €CIM HU OJHO NPaBUIO HE COOTBETCTBYyeT. CaMblit
0e30macHbIif BApUaHT — block.

I[To ymomuanuto ciyx0a usbguard 3amuceiBaeT  coObiTHS B (haiin

/var/log/usbguard/usbguard-audit.log (ImapamMeTp AuditFilePath).
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B napamerpe IPCAccessControlFiles yKa3bIBaeTCsl Karajor, (aijikl B KOTOPOM
OyAyT MHTEpPIPETUPOBATHCA CIYXKO00il Kak (ailyibl ompesesieHusl YIpaBIeHUs JOCTYIOM.
Kaxxnpiii daitn B 3ToM Katasore oopadaThIBaeTCs CJICIYIOMMUM 00pa3oM:

- 6a3oBoe uMs (haiisia HHTEPHpPETUpyeTCs Kak ums nosb3oBatess, UID, ums rpynms

umm GID;

- ecnu UMs (Qailia HauMHAETCA C : (IBOETOYHE), MPEANOIAraeTcs, 4To OCTalbHAas
4acTh MUMEHH TPEACTaBIIACT COO0N HICHTU(HUKATOP TPYyHMbl (MM TPYIIBI WU
GID B cityyae, eciii CTpoKa COJIEPKUT TOJIHKO YUCIOBBIE 3HAUCHMUS);

- ecnd uMs (Qaiia HE HayMHAETCA C :, TO UM (hailyla MHTEPIPETHUPYETCS Kak
uaeHTUUKATOp Mojb30oBarenss (ums moib3oBarens wmm UID B ciywae, eciu
CTPOKa COJIEP’KUT TOJIBKO YHCIOBBIC 3HAUECHNUS).

Conepxumoe (paitma ananuszupyercs nocTpoyHo. Kaxnmas cTpoka ompenenser

IIPUBUJICTUH pa3aciia B (bopMaTe:

Pazzmen=npuBuierusa [IpUBUIECTUI ... ]

Ecmn pas3acit OIYLICH, HPCAIIojaaracTcs, 410 AJId 3TOro pasiaciia IMPHUBUIICTHH HC
IIpCa0CTaBJICHEI.

Hanpumep:

IPCAccessControlFiles=/etc/usbguard/IPCAccessControl.d/

[Tpumep ACL MOJIb30BATENS user (comepxxumoe ¢aiina

/etc/usbguard/IPCAccessControl.d/user):

Devices=list,modify,listen
Policy=list,modify

Exceptions=listen

I[OCTYHHBIC ciaeayromue pa3acibl U IPUBUIICT UM

1) Devices:

-modify: HW3MEHEHHME COCTOSIHUSI aBTOpU3ALMU YCTPOMCTB, BKJIIOYas
MOCTOSTHHbIE W3MEHEHMs (T.€. HM3MEHEHHWE TMpaBUi JJIsI KOHKPETHBIX
YCTPOWCTB B MOJIUTUKE);

-1list: BO3MOXHOCTh MOJYYUTh CIHCOK PACHO3HAHHBIX YCTPOWCTB M HX

aTpuOyTOB;
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- 1isten: OPOCIYIIUBAHUE NPUCYTCTBUS YCTPONCTBA U U3MEHEHUE MOJIUTUKU
YCTPOUCTBA;

2) Policy:

-modify: BO3MOKHOCTbH ,ZIO63.BJI€HI/I§I/YI[&J'I€HHH IIpaBUJI B ITIOJIUTHUKE,
- 1ist: BO3BMOXHOCTh IIPOCMOTpA TGKYHIGﬁ IIOJINTHUKH,

3)Exceptions:

- listen: BO3BMOXXHOCTbH IIOJYUYCHUS COO6HICHHﬁ 00 HUCKIIIOUYCHUAX

4)Parameters:

-modify: BO3MOXHOCTb YCTAaHOBUTb 3HAUYCHHA IIapaMETPOB BPEMCHU
BBIITOJIHCHUA,

-list: BO3MOXXHOCTbD IIOJIYyYUTD 3HA4YCHMUA I[MIapaMcTpOB BpCMCHHA
BBIITOJIHCHUA.

[Ipumeuvanue. Jnga ynpasnenus crnuckoMm ympasiaeHusi aoctynom (ACL),
CJICAYET UCIIO0JIb30BAaTh KOMAHABI usbguard add-user U usbguard remove-user.

3.5.7.1.4. IIpaBuna
Ha6op mpaBun USBGuard mo  ymoiuaHuio  XpaHutcs B (paiine

/etc/usbguard/rules.conf. Ho pydHOe pemakTHpoBaHHE TPaBUI OOBIYHO HE
TpedyeTcs.

CuHTakcuc npaBuia:

rule ::= target attributes.

target ::= "allow" | "block™ | "reject".
attributes ::= attributes | attribute.
attributes ::=

Hanpumep, npasuno qis npuntepa Canon, noakntoyeHHoro yepes3 USB:
allow id 04a9:177a name "Canon E400" serial "F572EC" via-port "1-
2" hash "egl9yA8m+5VVMmMhXOvbUzwNPDGCAPg+fxIQHvbptlsy="

ITepBoe c10BO B MpaBuiie€ OMPEAECISET MOJIUTUKY (LIETb):

- allow — no0aBsieT yCTpOUCTBO B O€JIBIN CIUCOK;
- block — ocTanaBiamBaeT 00pabOTKy yCTPONCTBA;

- reject — yaaseT yCTpOUCTBO U3 CUCTEMBI.



92
JIKHB.11102-01 99 01

[Ipumeuanue. USBGuard ucnons3yer tepmunsl block u reject B ciaemyronmx
3HAYCHUSAX
- block — moka He B3aMMOIEHCTBOBATH C 3TUM YCTPOHCTBOM;
- reject — UTHOPUPOBATH 3TO YCTPOUCTBO, KaK OYJTO €ro He CYIIECTBYET.
3aTeM cieayeT Habop aTpUOYTOB ¢ UX MapameTpaMu. ATpUOYTHI YyCTPOHCTBA — 3TO
oTpe/IeJICHHBIC 3HauYeHUs, cuuThiBacMble ¢ USB-ycTpoiicTBa mocie ero MmojakIioueHus: K
CHUCTEME.
Bce atpubyThl mogaepxuBaroT 1Be (YOPMBI:
- OJJHO3HAYHAas:
name value
- MHOTO3HAYHAas:
name [operator] { valuel value2 .. }

Bo3moskHbIe aTpuOyThl TPUBEACHBI B Ta0HIIE 1.

TaOnauma 1

ATpuOyt Onucanue

id usb-device-id CooTBeTcTBYET UAECHTUDUKATOPY
USB-ycrpoiictBa. Unentudukatop
USB-ycTpoiicTBa npeactasiseT co0oii mapy,
pa3IeIICHHYIO IBOCTOUHEM, B opme
vendor id:product id. M vendor idmu

product id—3T0 16-0uTHBIE YKCa B
[IECTHAAIIATEPUIHON CUCTEME CUMCIICHHS.
CuMBOJI 3B€3/10YKH MOXHO HCIIOJIb30BaTh JUIs
COOTBETCTBHUS JIIOOOMY UJACHTHU(PUKATOPY
ycTpoiicTBa *:* wnum mo6oMy naeHTu(UKaTopy
MPOAYKTa OT KOHKPETHOTO ITOCTABIIHKA,
Hanpumep, 1234:*.

id [onmeparop] {usb-device-id .. } CootBeTcTBYET HaOOPY UAECHTU(PUKATOPOB
USB-ycTpoiicTs

hash "value" CoOTBETCTBYET X311y, BHIYUCICHHOMY Ha OCHOBE
3HauYEHUH aTpUOYTOB YCTPOICTBA U JaHHBIX
neckpurnropa USB. Xomm Beruncnsiercss USBGuard
JUISL KQKJIOTO YCTPOMCTBA

hash [onmepaTop] { "value" ..} CootBeTcTBYET HabOPY X3IIEH YCTPONUCTB

parent-hash "value" CoO0TBETCTBYET X311y POAUTEIBCKOTO YCTPOMCTBA

parent-hash [onmepaTop] { "value" .. } | CooTBeTcTBYeT HAOOPY XAIIEH POIUTEIHCKOIO
YCTPOMCTBA

name "device-name" CootserctByeT nmeHu USB-ycTpoiicTBa

name [oneparop] { "device-name" .. } CootBerctByeT Habopy umeH USB-ycTpolicTs
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Oxonuanue mabauywl 1

ATpuOyt Onucanue

serial "serial-number" CoOTBETCTBYET CEPUIHOMY HOMEPY
USB-yctpoiicTBa

serial [omeparop] { "serial- CootBeTcTBYET HAOOPY CEPUITHBIX HOMEPOB
USB-yctpoiicts

number" .. }

via-port "port-id" CootsercrByer USB-mopTy, 4epes KOTOPHIii
MOJIKJIFOUEHO YCTpoiicTBO. 3HaueHue port-id — 3To
uaentupukatop USB-nopta, cnennduynslil 1is
miatdopmel. B Linux on umeeT dpopmy «usbN» B
cinyyae USB-koHTposiepa (Tounee, «<KOpHEBOro
KOHIIEHTPATOpay) WK
«bus-port[.port[.port ..]]» (Hampumep,
1-2,1-2.1, ...) B cinyuae USB-ycTpoiicTBa.
HekoTopsie cuCTEMBI UMEIOT HECTAOMITBHYIO
HyMepaIluio MOpTOB, KOTOpasi MEHSIETCS TOCIIe
nepe3arpy3ky CHCTEMBI WK TIepe3arpy3Ku
omnpezeNeHHbIX Moyel sapa. Mcnonb3yiite
aTpulyT parent-hash, 4TOObl yOSAUTHCS, YTO
YCTPOMCTBO MOJIKIIOYEHO Yepe3 OMpeIesieHHOe
POAUTENBCKOE YCTPONUCTBO

via-port [omeparop] { "port-id" .. } CootserctByeT Habopy nopros USB

with-interface interface-type CootBercTByeT THITYy HHTEp(eiica,
npenocrasisgeMomy USB-ycTpoiictBom. Tun
uHTepdeiica yka3bIBaeTCs Kak TP 8-OUTHBIX
Yrcia B HIeCTHAAATEPUIHOM (hopMmarte,
pa3zieTIeHHbIX ABOETOUMEM, T. €. cc:ss:pp. Uncna
0003HayvarT KJIacc uHTepdeiica (cc), moakace
(ss) u mpotokoi (pp), HazHaueHHbie USB-IF.
BmecTo HOMepa nmoKiIacca u MpoTOKOIa MOYKHO
UCIOJIb30BATh CUMBOJI *, 4TOOBI COOTBETCTBOBATH
BCEM I10/IKJIACCAM WJIA IPOTOKOJIAM.
ComnocTaBneHue oNpeielIeHHOro Kiacca 1
OTIPEIEIIEHHOTO IPOTOKOJIA HE JIOIYCKAeTCs, T.€.
€CIIM B KaueCTBEe HOMEpa IMOJIKJIacCca UCTIONb3YyeTCs
«*», TO AJI MPOTOKOJIAa TAaK)Ke HEOOXOIMMO
HCIOJIB30BATH «*»

with-interface [onepaTop] Comnocranser Ha0Op TUIIOB UHTEP(ENCOB €
HabopoM HHTEep(DeNCcOoB, MPEAOCTABIAEMBIX

{ interface-type interface-type .. }
USB-ycTpoiicTBOM

with-connect-type "connect-type" CootBerctByeT aTpudyTy ycrpoiictBa USB-
IopT/connect type

with-connect-type [onepaTop] CootBetcTBYeT HabOpy aTpuOYTOB YCTPOHCTBA

{ "connect-type" .. } USB-nopt/connect_type
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HeoOs3arenpHblil mapaMeTp orepaTop SBJIAETCS OJHUM U3:
- all-of — waGop artpuOyTOB yCTpOWMCTBa JOKEH COACPXKATh BCE YKa3aHHBIC
3HAYCHHS,;
- one-of — Habop aTpuOyTOB YCTPOWCTBA JOJKEH COJEPKaTh XOTS Obl OJAHO U3
yYKa3aHHBIX 3HAYCHUH;
- none-of — HaboOp aTpuUOYTOB yCTPOMCTBA HE JIOJDKEH COJEp)KaTh HU OJHOTO W3
yYKa3aHHBIX 3HAYCHUH;
- equals — nHabop aTpuOyTOB YyCTpOWCTBa JOJDKEH COJACpPKAaTh JaHHBIM HaOOP
3HAYCHUM;
- equals-ordered — HaGop aTpuOYTOB yCTPOICTBA JOIKEH COAEPKATh TAaHHBIN HAOOP
3HAYEHUN B TOM K€ MOPSIKE;
- match-all — HaGop aTpuOyTOB yCTpOHCTBa MAOMKEH OBITh MOJIMHOKECTBOM
YKa3aHHBIX 3HAYEHUM.
Ecnu onepatop He yka3aH, eMy MPUCBAUBACTCS 3HAUCHHE equals.
3a HMCKIIOYEHHMEM  I1IeJId, BCE OCTaJbHBIE TIOJSI  TpaBUja  SIBISIOTCA
HeoOs13aTeIbHBIME. [IpaBuiIo, B KOTOPOM yKa3aHa TOJIBKO II€Nb, OYJET COOTBETCTBOBATH
JT000MY YCTPOUCTBY. DTO TTO3BOJISAET QIMUHUCTPATOPY TTOJIUTHKHU YKA3aTh SIBHYIO IEJh TI0
ymonyanuto. Eciu K yCTpoWCTBY HE MPUMEHHMMO HU OJIHO TIPABUJIO M3 MOJMTHUKH, OYyIET
HUCIIOJB30BAaTECA  HESIBHAasA  1I€JIb, HACTpPOeHHas B  /etc/usbguard/usbguard-
daemon.conf.
[IprmMepbl TONUTHK:
- pazpemiuth USB-HakonuTenu (KapThI-MaMsaTH) U 3a0JIOKUPOBATh BCE OCTAIbHOE
(HampuMep, MBIIIIH, KJIaBUATYPHI):
allow with-interface 08:*:*
- pa3pemuTh NoakiIroueHre npuHtepa Canon, nmojakiatodyeHHoro yepe3 USB, uepes
ONPEAECICHHBIN NOPT:

allow id 04a9:177a name "Canon E400" serial "F572EC" via-port
"1-2" hash "eql9yA8m+5VVMMhXOvbUzwNPDGCAPg+fxIQHVbptlsy="
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- OTKJIOHSTh ~ YCTPOMCTBA C TMOAO3PUTENbHOM KOMOMHaIMed uHTEep(EicoB

(USB-HakonuTelnb, OCHAIICHHBIN KJIABUATYPOU WU CETEBBIM UHTEp(]eiicoM):

allow with-interface equals { 08:*:* }

reject with-interface all-of { 08:*:* 03:00:* }
reject with-interface all-of { 08:*:* 03:01:* }
reject with-interface all-of { 08:*:* eQ:*:* }
reject with-interface all-of { 08:*:* 02:*:* }

3.5.7.2. Hactpotika B BeO-uaTepdeiice LY C (alterator-usbguard)

Hactpolika orpanMdyeHMii Ha  UCHOJB30BAHWE  BHEIIHUX  HOCHUTEIIEH C
ucnons3oBanueM USBGuard moker mpousBoautTcsi B BeO-unrtepdeiice LIYC (maker
alterator-fbi) B mento «Cucrema» — nyHkT «USBGuard» (nmaker alterator-usbguard).

JIOJKHBI OBITh YCTAHOBJIEHBI:

# apt-get install alterator-fbi
# apt-get install alterator-usbguard

[Tepe3anmycTuth cayxO0y:

# systemctl restart ahttpd

Hanee otkpoiite B  BeO-Opayzepe ampec I[YC (maker alterator-fbi)
https://localhost:8080 MIM https://ip address:8080 M BBEAUTC IapOJb
aIMUHUCTpPATOPA.

B nonppasnene «Cucreman— «USBGuard» otobOpaxaercs (puc. 11):

- TEKYyIee COCTOSIHUE CITYKObI usbguard;
- CIIMCOK T0JIb30BaTENel M TPYII, KOTOpPhlE MOTYT pEIaKTUpOBATh IpaBuUIa,
coo0uieHus 00 omMOKaxX U MPeAyPEKICHHUS.

[Ilpumeuyanue. JloOaBUTH/yJanuTh MOJNB30BATENS/TPYIIY, KOTOPHIE MOTYT
peAaKTUPOBaTh MPABUIIA, MOKHO B KOMAH/IHOM CTPOKE, HallpuMep:
- 1aTh TOJIb30BATENIO USEr MOJHBIN JOCTYI K pasnenam «devices» U «exceptionsy,

TAKXKC, USCr 6y,[[€T HMCTb BO3MOKHOCTB IMPOCMATPUBATL WU HU3MCHATH TCKYIIYIO

ITOJIUTHUKY:
# usbguard add-user -u user --devices ALL --policy modify,list --exceptions ALL

- YAAJINUTD IIpaBa y IMMOJb30BATCIIAA USCT:

# usbguard remove-user -u user


https://localhost:8080/
https://ip_address:8080/
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. USBGuard cnyw6a Astozanyck BbIKTHOYEH Npouecc HEAKTUBEH

3TH NONbL3I0BATENNW MOTYT M3MEHATE NpaBKna: root

3TH rpynnbI MOTY MeHATL npasuna: wheel

[[J AkTuBNpoBaTL KOHTPONL NOPTOB

Puc. 11 — Undpopmanmonnoe none USBGuard

Jlns BiroueHust KoHTpoJisa 3a USB-ycTpolicTBaMu:

- YCTaHOBHUTH OTMETKY B ITYHKTE «AKTHBUPOBATH KOHTPOJIb IOPTOBY;
- HaxaTb KHONIKY «lIpoBeputh», a 3aTeM KHONKY «lIpuMeHUTHY.

Cnyx0a usbguard Oyner 3amyiieHa u 100aBiieHa B aBT03arpy3ky (puc. 12).

@ UsbGuard ... AKTMBEH

JTH NONL30BATENK MOTYT M3MEHATL NPaBUNA: root, user

3TH IpynnkI MOTY MEHATL npaeuna: wheel

¥ AxTuBupOBaTHL KOHTPONL NOPTOB

Puc. 12 — Cnyx06a usbguard 3amymieHa u g1o06aBjieHa B aBTO3arpy3Ky

3.5.7.2.1. Cnucox USB-ycTpoicTs
Ecnu cnyx6a usbguard 3amymiena (puc. 12), B Bed-untepdeiice 0yner oToOpakeH

CIIUCOK TeKyIuX nojakiatodeHHbix USB-yctpoiicts (puc. 13).

CnucoK yCTpoucTB
N % Mopt % CC:SS:PP % VID % | Bengop % PID % | HasBaHue & s::::uuu # | Xaw % |Cratyc %
1 usb1 09:00:00 1d6b Linux Foundation | 0002 *HCI Host 0000:00:14.0 JEPMEWzvigd)SVSeTUYBPatCNBKeaREve20qdpIiND/o= allow
Controller
2 ush2 09:00:00 1déb Linux Foundation |0003 |xHCI Host 0000:00:14.0 prii+Jby/bFHCn2INjQ dAMbgcttse3x\Vx+hZwjOPHSdQ= | allow
Controller
3 1-2 08:06:50 030 Silicon Metion, Inc. | 1000 USE DISK 2010121200000186 | 2dfdMHZxF SolAaNbshE68G4pz D3QLPLI+MTKHNSRIE= | block
- Taiwan (formerty
Feiya Technology
Corp.)
4 1-3 De** dca Lite-On ToTE HP Wide Vision | 200901010001 FDOUMHTeTT8kTSmXKgrG/ block
Technology Corp. HD Camera Z2Q20Teu+JpQgCs2446048=
5 1-10 el 2087 Intel Corp. QOaaa BplLyFMNeiMuggZ SYbuMBAIx EnMoXynuj0UMgB3HPZkdU= | block
CranupoBaTh yeTpoiicTBa

Puc. 13 — Tabnuna «Crnucok ycTpoicTB»
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B cronbue «Crarycy orobpaxaercs Tekymiee cocrosiuue USB-ycrpoiicTsa:

- «allow» — paspenieHHOE YCTPOUCTBO;

- «block» — 3a0;I0KHPOBAHHOE YCTPOMCTRBO.

st penaktupoBanusi coctosausi USB-ycTpolicTBa, BBIIEIUTE CTPOKY C HYKHBIM
USB-ycTpoiicTBoM 1 HaxxmuTe KHOTKY «Pa30mokupoBaThy/«3abmokupoBaTthy. [Ipu 3TOM
Oynet 100aBIeHO COOTBETCTBYIOIIEE MPABUIIO B TAOJIUITY « XA (puc. 15).

[Tpumeuanune. Ecmu aktuBeH «benbli COUMCOK», TO IJIs YCTPOWMCTBA CO
cratycoM «block» Oyzaer akTuBHa KHOmMKa «Pa30mokupoBaThy», €ciii akTHBEH «YepHbId
CIIMCOK», TO [UJIi yCTpoMcCTBa co crarycoM «allow» Oymer akTMBHa KHOIKa
«3a0I0KUPOBATHY.

Knonka «CkaHupoBath yCTpONCTBa» MO3BOJIIET OOHOBUTH CIIMCOK MOJKIIOUYEHHBIX
USB-ycTpoicTB.

3.5.7.2.2. IlpenycTaHOBKHU

[IpaBuina Moryt paboTaTb B peKHUME O€JIOro WM YEPHOIO CIHUCKA, KOTOPBIM
BbIOMpaeTcs B pasnene «lIpemycrtanoBku» (puc. 14). [Tocne ycranoBku pexknma «HepHslid
CIIUCOK», OyayT 3a0JIOKMpOBaHbI TOJBKO TIEPEUMCIICHHBIE B JAHHOM  CIIHCKE
USB-yctpoiictBa. Ilocne ycraHoBku pexkuma «bemnblil criucok», OyayT 3a0JI0KHpPOBaHbI
Bce USB-ycTpoiicTBa, KpoME NEPEYUCIEHHBIX B JAHHOM CITUCKE.

MpeaycTaHOBKK

Benlii cnvcok:
3aBN0KMPOBATE BCE, KDOME NOLKIKUEHHLIX YCTPOICTE
3a6N0KMPOBATE BCE, KPOME NOAKNKYeHHSX 1 HIDHUByCTpoiicTE

© Pyuoii pexim

YepHsIi cnucok:
BnoKMpoBaThL YCTPOMCTBA N0 KNACCAM AeCKDUNTOPA MHTepdenca: 06 Image v 08 Mass Storage (npumep)
BNOKMPOBATE YCTPOACTEA N0 CIMCKY W3BECTHLIX PID:VID, ncnonszyiowmx Android Debug Bus (mpumen)

PyuyHOi pemum

Puc. 14 — IlpenycranoBku
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CymiecTByeT BO3MOXKHOCTbh MPEIBAPUTEIHHOW HACTPOWKM TMPABUI CIHCKOB, IS
ATOTO:
1) BBIOEpUTE COOTBETCTBYIOIIUIN PEKUM:
- «benpIi cnucok»:

a) «3a0oKMpoBaTh BCE, KpPOME TOJKIIOYEHHBIX YCTPOWUCTBY» —
B mpaBmia (tabmuma «Xsun puc. 15) ¢ aeiictBuem «allow» Oyayt
no0aBlIeHBl BCE€  TIOJKIIOYCHHBIC YCTpoiicTBa. Bce  HOBBIE
USB-yctpoiictBa OynyT 3a010KUpOBaHbBl — OYIyT OTOOpaxaThCsi B
tabnuue «Cnucok yctpoiicts» (puc. 13) co crarycom «blocky;

0) «3abnmokupoBaTh Bce, Kpome mnonkmoueHHsix u  HID/HUB
YCTpPOUCTB» — B MpaBwia c jAeiicTBueM «allow» OynyT go0aBieHBI
BCE MOAKIIOUECHHBIE yCcTpoucTBa (Tabnuna «Xomup puc. 15) u Bce
ycrpoiictBa ¢ uHTepdeiicamu 03:*:* u 09:*:* (tabmuma «Macku
CC:SS:PP» puc. 16). Bce HnoBeie USB-yctpoiicTBa Kpome
HID/HUB-yctpoiicTB (Ki1aBuUaTypbl, MbIH, Koctuku, USB-
KOHIIEHTPATOPhI) OYAYT 3a07I0KUPOBAHBI — OTOOpaKaThCs B TabIIMIIE
«Cnucok yctpouctB» (puc. 13) co cratycom «block»; IlogpoGuee
cm. 1. 3.5.7.2.3.1;

B) «Py4uHOI pexXxrm» — MO3BOJISIET YCTAHOBUTH CBOM MTPABHIIA;

- «YepHbI CIUCOKY:

a) «brmokupoBaTh yCcTpoOiCTBa MO KjaccaMm JeCKpunTopa uHTepdeiica:
06 Image u 08 Mass Storage» — B mpaBwia (tabnuma «Macku
CC:SS:PP» puc. 16) c neiictBuem «block» OymyTr moGaBieHbI Bce
ycTpoiictBa ¢ unrepdericamu 08:*:* u 06:*:*. Bce USB-ycTpolicTBa
Mass Storage Device (USB-Hakonurtens, kKapTa naMsaTd, Kapapuiep,
mudpoBas ¢orokamepa) u Image (BeOG-kamepa, ckaHep) OyayT
3a0JIOKMpOBaHbl — OyayT oToOpaxkarbcsi B Tabmmie «CHucok
ycrpoiictB» co cratycom «block» Ilogpobuee cm. m. 3.5.7.2.3.1

[IpaBuna no kmaccy untepdeiica;
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0) «bnokupoBaTh ycTpoicTBa MO cHUcKy wu3BecTHbIX PID:VID,
ucrionb3ytomux Android Debug Bus» — B mnpaBuna (tabnuia
«Macku VID:PID» puc. 19) ¢ netictBuem «block» O0yayT no0aBiieHbI
u3zBectHble Android-yctpoiictBa. Bce Android-ycrpoiictBa OyayT
3a070KMpOBaHbl — OyayT oToOpaxkarbcss B Tabmuie «Crucok
ycTporcTBy» co crarycom «block» ITonpobuee cm. 1. 3.5.7.2.3.2;
B) «Py4HOI pexumM» — 03BOJISET YCTAHOBUTH CBOU ITPaBUJIA;
2)Haxxkmute KHONKY «lIpoBeputb». BynyT mokazaHbl IUIaHUpYEeMble W3MEHEHMSI
(puc. 15);
3) ecniu UBMEHEHUSI KOPPEKTHbBIE, HAXKMUTE KHOMKY «[IpuMeHUTHY;
4) nas OTMEHBI M3MEHEHUH, 10 HaxkaTusi KHOMKH «[IpuMeHnThY», crieayer BHIOpaTh

nyHKT «PyuHon pexum» u HaxaTe KHONKY «lIpoBeputs», a 3aTem

«ITpumenuTHY.
Opyrue npasuna
O | N 4+ | MpaBuno 4+ | OeictBne %
Mackun CC:S5:PP
D N & | CC:SS:PP % | Onucaxne % | Nopt % | [eiicTteue *
O 5 03:m allow
Mackw VID: PID
[l ‘ N * ‘VID 4+ | Bengop + |PID 4+ | Haseanue + | MopT 4+ | QedcTBne +
Xaw
D N % | Xaw % | Onucanne % | lenactBue *
O o w meHCl Host Contrallar” allow
D £ “xHClHHest Conbroller allew
o |2 “USE DISK" allow
D 3 “HE Wids Visien-HD-Camera” allew
o |+ - allow
o s . ; A YoUYEEEErBMEITIWEIS Xa0=" ~USE2 0 HUB" e
JEP/EWzvigdJ 5V SeTUYBPatCNBKeaREvo20gdpINDio= ®HCI Host Controller allow
prid+J by/bBFHCNZINjQdAMbgcEtsedn vk +hZwjOPHSdA= *HCI Host Controller allow
2dfdMHZxF SolAaMNbshEBG4fpz DAIQLPLI+MTKHNERIE= USB DISK allow
FDOWHTCTTBKT SmXKgrG/Z2Q207cu+JpQgCs24460d8= HP Wide Vision HD Camera allow
BplLyFMeiMuggZ SYbuMBAL: EhMeXynujoUMgB3IHPZkdU= allow
an+hPjkSgC/s+AnuuG9Ke1ycUYS5865rBmC3TWHISXso= USB2.0 HUB allow
RS SRRl | 0630p... | Daiin He BoibpaH. m

Puc. 15 — Ilnanupyembie n3MEHEHUS



100
JIKHB.11102-01 99 01

3.5.7.2.3. Jlo6aBnenue/ynaneHue mpaBui

Jliist noGaBieHUsT HOBOTO IpaBuJla J0HKEH ObITh BEIOpaH MyHKT «Py4HOM pexum» B
oesioM wiK yepHoM cruckax. Ecinu «Py4yHoil pexum» BbIOpaH B 0€I0M CHHUCKE, IPABUIIO
Oyzaet nobaBieHo ¢ aericTBueM «allowy, eciu B uepHom — ¢ aeiictBueM «block.

3.5.7.2.3.1. IlpaBuna 1o kiaccy unrepdeiica

Ha3znauenne USB-yCTpOWCTB MOXKET ONpPENENsAThCA KOJAMH KJIacCOB, KOTOPBIE
coobmarorcss USB-y3nmy mnms 3arpy3kd  HEOOXOOWMBIX japaiiBepoB. Kombl KkiaccoB
NO3BOJISIIOT ~ yHU(DUIIMPOBAaTH pabOTy C  OJHOTUIIHBIMM  yCTPOMCTBAMM  Pa3HBIX
IIPOU3BOJIUTENIEH. Y CTPOMCTBO MOXKET MOAIEPKUBATH OJWH MM HECKOJBKO KIJACCOB,
MaKCHMaJIbHOE KOJIMYECTBO KOTOPBIX OMPEIENAeTCs KOJIMYECTBOM JOCTYIHBIX endpoints.
Hanpumep, mmpoko u3BecTHbl ycTpoiictBa kiacca Human Interface Device (HID) —
MBI, KJIABUATypbl, UTPOBBIE MAHUITYJISATOPBI U T. I. MM ycTpoucTBa Mass Storage —
USB-HakonuTenu, KapThl IaMsTH U T. 1.

[Ipumeuvanue. Knacc umHTepdeiica yka3blBaeTcs Kak TpU 8-OMTHBIX YHCIIA B
mecTHaauarepuyHom  ¢opmare, pasaeneHHbix  aBoerouneM  (CC:SS:PP).  Ywucna
ob6o3Hauvarot kinacc unrepdeiica (CC), moaknacc (SS) u nportokon (PP). Bmecto Homepa
MOJIKJIacCa U MPOTOKOJIA MOKHO HCIOJIb30BaTh CUMBOJI *, UTOOBI COOTBETCTBOBATH BCEM
NoJIKJIaccaM Ui rpoTokosiaM. CoMoCTaBIIEHHE OIPEIEICHHOTO Kilacca U ONPEEIIEHHOTO
MPOTOKOJIA HE JOIYyCKAETCsl, TO €CTh €CJIM B Ka4eCTBE HOMEpa MojKjIacca UCHOIb3yeTcs *,
TO JIJIS TPOTOKOJIA TaKKe HEOOXOIMMO MCIIOJIb30BaTh *.

JloGaBnieHue mpaBuia Mo Macke:

- mox tabnuuent «Macku CC:SS:PPy» Haxath kHOTIKY «J[00aBUTHY;

- B nojie «CC:SS:PP» Bnucarb Macky, HalpuMmep, MPaBuio JJI1 BCEX YCTPOMCTB C
unrepdeiicamu 09:*:* (puc. 16);

- HakaTh KHOMKY «IIpoBeputhb». KoppekTHoe mpaBmiio OyAeT BBIACICHO 3€JICHBIM
11BeToM (puc. 16), HEKOPPEKTHOE — KPACHBIM;

- ICTIPAaBUTh WIA YAQIUTh HEKOPPEKTHOE MPABWJIO M TOBTOPHO HAXKaTh KHOIKY
«IIpoBeputhy;

- HakaTh KHOMKY «lIpumenuth» st akTuBanmu mnpaBuia. [IpaBuno st Bcex

ycTporcTB ¢ untepdericamu 09:*:* Gynet no6aBieHO.
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[ Macku CC:55:PP

D N % | CC:S5:PP % | OnucaHne % | Mopt & | Neiictaue s
D 3 03+ allow

O IDQ:":*1 - - allow

Puc. 16 — Jlo6aBnenue npaBmia Jj1sl BCEX YCTPOUCTB ¢ uHTEepdericamu 09:*:*

Macku CC:S5:PP
D N % | CC:S5:PP ¥ | OnucaHue % | Mopt % | [eictane £
D 3 03 allow
D - 0O:k* - - allow

Puc. 17 — IlpoBepka npaBuiia

VY nanenue npasuia 1o Macke:

- B Tabnmuue «Macku CC:SS:PP» ycTaHOBUTH OTMETKY B MOJIE C COOTBETCTBYIOIINM
MIPaBUIIOM;

- HaXXaTh KHOMKY «Y nanuth». [IpaBuso Oyner roroso k yaanenuto (puc. 18);

- HaKaTh KHONKY «IIpoBepuTh»;

- HA’KAaTb KHOIIKY ((HpI/IMeHI/ITB» AJI1 YAAJICHHWA ITIpaBUJIa.

[ Macku CC:55:PP
D N 4% |CC:SS:PP ~ | OnucaHue % |Mopr 4 | Oeiictene *
] 5 03 allow
D 6 09:** allow

Puc. 18 — VY nanenue npaBuia st Bcex yCTpoucTB ¢ uHTepdeiicamu 03:%:*

3.5.7.2.3.2. ITpaBuna no VID&PID
Kaxnoe USB-ycTpoilcTBO cOAEpXHUT aTpuOyThl, KyJa BXOAUT HICHTUPHUKATOP
paspabotuuka ycrporictBa (VID) u unenrudukarop u3aemus (PID). Ha ocHoBanum stux

UIEHTU(DUKATOPOB y3el (KOMIBIOTEpP) HINET METOJbl paboThl € 3THUM YCTPOWCTBOM
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(0OBIYHO D3TO BBIpAKAETCI B TPEOOBAHWHM YCTAHOBUTH JpPaBEpPHI, IMOCTABIISICMbIC
pa3pabOTYMKOM YCTPOMCTBA).

[Tpumeuvanue. W VID u PID — 310 16-OuTHBIC YKMCla B IIECTHAIIATCPUIHOMN
cUCTeMe cuHclieHus. B nmpaBuiie MOXKHO TakKe UCIOIb30BaTh CUMBOI *:
- ISl COOTBETCTBUSI JIIOOOMY HUJICHTHU(UKATOPY YCTPOUCTBA *:*;
- NI1 COOTBETCTBHUS JIIOOOMY HJEHTU(DUKATOPY TMPOAYKTa OT KOHKPETHOTO
nocTaBIiluka, Harpumep, 090c:*.

JHoGanenue npasuia no VID&PID:

- mox tabnunert «Macku VID:PID» naxats kHOTIKY «J[00aBUTEY;

- B none «VIDy» Bnucate uaeHtuduxkatop paspadboruuka ycrpoiicta (VID), a B
nosie «PID» unentudukarop uznenus (PID) (puc. 19);

- HaxkaTh KHOMKY «IIpoBeputh». KoppekTHoe mpaBmiio OyAeT BBIJCICHO 3€JIEHBIM
IBETOM, HEKOPPEKTHOE — KPACHBIM;

- ICTIPAaBUTh WJIH YAQIATh HEKOPPEKTHOE TPABWIO M TIOBTOPHO HAXKATh KHOIIKY
«IIpoBeputsy;

- HA’KaTb KHOIIKY ((HpI/IMeHI/ITB» AJIs1 aKTUBAallMM IIpaBUJIA.

Mackn VID:PID

N % |VID % | Bengop %+ | PID Hassanue % |Mopt 4 | Qeicteue L]

Ak

1ad0 - lo101] - - allow

Cpeseors | pene

Puc. 19 — Jlo6aBnenue npaswmia no VID&PID

VY nanenue npaswi(a) no VID&PID:

- B Tabnuie «Macku VID:PID» ycTaHOBUTH OTMETKY B T0JI€ C COOTBETCTBYIOIIUM
npasuiamu (puc. 20);

- HaXKaTh KHOMIKY «Y nanuThy. [IpaBuia OyayT roTOBBI K yAAJICHUIO (OTOOpaKatoTCs
3a4EPKHYTHIM);

- HaxaTh KHONIKY «IIpoBepuTh»;

- HAKAaTb KHOIIKY ((HpI/IMeHI/ITB» IJI1 YJAJICHUS ITPpaBUIIL.
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[ Macku VID:PID
[ [N #|viD %+ | Bengop %+ |PID % | Hassanne % |Mopt % | Oeictene s
. 1 1a40 Terminus Techneolegy Inc. 0101 allow
D L4 04b4 Cypress Semiconductor Corp. 0060 allow
. 8 090c Silicon Mation, Inc. - Taiwan (fermerly Feiya Technology Corp.) 1000 allow

Puc. 20 — Brigenenue npaBui

3.5.7.2.3.3. IIpaBuna no xa1ury
st kaxxmoro USB-ycrpoiictea USBGuard BeIYUCISIET XAII HA OCHOBE 3HAYCHUU
aTpuOyTOB ycTpoiicTBa u naHHbIX neckpurnropa USB (PID+VID+SN).

JloGaBieHue mpaBuiia o X31y:

- oA Tabnuien «Xa1 (cM. puc. 15) HaxaTh KHONKY «J{00aBUTHY;

- B moJie «X»IID» BIKCATh X311 yCTporcTBa (puc. 21);

- HaxaTb KHOMKY «lIpoBeputh». KoppekTHoe npaBuio OyJeT BBIAEIECHO 3€JIEHBIM
[[BETOM, HEKOPPEKTHOE — KPACHBIM;

- UICIIPaBUTh WIH YAQIUTh HEKOPPEKTHOE MPABWIO M MOBTOPHO HaXKaTh KHOIKY
«IIpoBeputsy;

- Ha)KaTh KHONKY «[IpuMeHUTH» 11 aKTUBALMU PABUJIA.

X3w
| N & | Xaw & | Onucakne & | [eiictane %
D 0 "EP/8Wzvigd)5Y/SeTUY8PatCMNBKeaREva20OgdpiND/o=" "xHCI Hest Controller™ allow
D 1 “prid+Jby/bF HCn2INjQdAMbgeGtsedx Ve +hZ wjO PHSdQ=" "xHC| Hest Controller™ allow
D 2 "FDOUMTeT T8k T SmXKgrG/Z22020Tcu+l pQgCs 24460d8=" "HP Wide Vision HD Camera® allow
D 3 "BpLyFNeiMuggZ SYbuMBAIxEhNoXynujoUMgB3IHPZkdU=" - allow
0 | 2dfdMHZxFSolAaNbsh68G4fpzD3IQLPL3+HM7KHNSRIE] - allow

3arpysuTb 13 daiina | O6aop... | ©aiin He BLIOpaH. m

Puc. 21 — Jlo6aBneHue mpapuia mo XsIry

VY nanenue npaBui(a) o X31ry:

- B Tabnuiie «X31D yCTAaHOBUTH OTMETKY B IOJI€ C COOTBETCTBYIOITUM TIPABUIIOM;
- HaXKaTb KHOMKY «Y nanuThy». [IpaBuia OyyT rOTOBBI K yAaJIeHUIO (OTOOpaX)aroTCs

3a4EePKHYTHIM);
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- HaXxaThb KHOMKY «IIpoBepuThHY;

- HaXXaTh KHOMKY «[IpuMeHuTh» A yaaneHus npaBus(a).

3.5.7.2.3.4. JIpyrue npasuia

Moy HO3BOJISIET CO3/1aTh CIOKHBIE TIPABWIIA C TOTIOJHUTEIBHBIMUA YCIOBHSIMHU.
JloGaBrieHue mpaBua;

- ot Tabnuuen «Jlpyrue npaBuinay (puc. 22) HaxKaTh KHONKY «Jl00aBUTHY;

-B mnone «lIpaBwio» Bnucare mnpaBwio (puc. 22). Hanpumep, mnpaBuio,

paspeniaroniee NoAKJIF0UYEHHE IPUHTEPA TOIBKO Yepe3 ONPENEICHHbII MOPT:

allow id 04a9:177a name "Canon E400" serial "F572EC" via-port "1-
2" hash "eqgl9yA8m+5VVMmMhXOvbUzwNPDGCAPg+fxIQHvbptlsy="

- HakaTh KHOTNKY «IIpoBeputb». KoppekTHoe npaBuio OyneT BBIIEIEHO 3€JIEHBIM
LBETOM, HEKOPPEKTHOE — KPACHBIM;

- UICIIPAaBUTh WJIH YAQIUTh HEKOPPEKTHOE MPABWIO M MOBTOPHO HAXKATh KHOIKY
«IIpoBeputhb»;

- HA’KAaTb KHOIIKY ((HpI/IMeHI/ITB» AJIs1 aKTUBAllUU IIpaBUJIA.

[pyrue npasuna

N % |MpaBuno

Ar

Deictene =

9 allow id 5cBE:fc52 serial "=5G-xMpl” hash "6CJSZiC_" parent-hash "l i}~|dJ" via-port "ATDYST+" with-interface { 00:c1:A8 2E:** 1e:%* cB:ae:0F 9F:%* 3C**} allow

low

Iallow id 0439:177a name "Canon E400" serial "F572EC" via-port "1-2" hash "quQyASm+5WMthOvaszPDGCAPq+foQHvbptI5Y="| a

Puc. 22 — Jlo6aBneHue 0 KHOTO MTpaBUiia

VY nanenue npaBuna:

- B Tabnune «Jlpyrue npaBuiia» yCTaHOBUTh OTMETKY B TI0JI€ C COOTBETCTBYIOIIUM
MIPaBUJIOM;

- HaXKaTb KHOMKY «Y nanuThy. [IpaBuia Oy1yT rOTOBBI K yJaJdeHUIO (0OTOOpaxaroTCs
3a4EPKHYTHIM);

- HaXXaTh KHOTIKY «[IpoBepuThY;

- HAXKAaTb KHOIIKY ((HpI/IMeHI/ITB» AJI YAAJICHUA IIpaBUJIaA.
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3.5.7.2.3.5. 3arpy3ka npaBui u3 ¢aina

JIist ucnonb30BaHus MpaBwil U3 ¢aiaa, OHU JOJDKHBI OBITh JOOABIEHBI B CSV-(aii,

I10 OAHOMY IIpaBHIIY B K&)I(I[Oﬁ CTpPOKEC. CTpOKa JOJI’DKHA UMCTHb BHU/:
allow/block, Interface, PID:VID, Hash
Hanpumep:

allow,,090c:1000,"2dfdMHZxF501AaNbsh68G4fpzD3iQLPL3+M7KHNnSRjE=""
allow,00:00:%*,,

allow,,1000:%*,
allow,,,"egql9yA8m+5VVMmMhXOvbUzwNPDGCAPg+fxIQHvbptlsYy="

[Ipumeuanue. daiin He AODKEH colepKaTh KOH(PIUKTHBIC MPaBHUIa — JOJKHBI
obITh 1100 Bee allow, 6o Bce block.

J1J1st 3arpy3Kku mpaBuil U3 Qaiina:
- HaXxaTh kKHOMKY «O030p» (oA Tabmuieit «Xsum cM. puc. 15) u BeiOpaTh (daiti ¢
npaBuiamu (puc. 23);

- HaXXaTh KHOMKY «3arpy3uthb U3 Qaitnay;

- HaxXaTh KHONIKY «IIpoBeputh». KoppekTHble npaBuiia OyIyT BbIAEIEHBI 3€JIE€HBIM
BETOM (pHcC. 24), HEKOPPEKTHBIE — KPACHBIM;

- Ha)aTb KHONKY «IIpuMeHHUTHY.

EETNT INVERLET TRl | 0630p... | usb.csv m

Puc. 23 — Beibop daiina ¢ npaBuiamu
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Puc. 24 — IIpoBepka npaBuii, 3arpy>KEHHbIX U3 ¢aiiina

Macku CC:S5:PP
D N % | CC:SS:PP % | Onucanne % | MopT 4+ | QedcTBHNe *
D 3 03 allow
O 00:00:% allow
Mackn VID:PID
D N % VID % | Bengop % |PID #% | HasBanue + |Mopt % |[OeictBue *
D 4 dba Cypress Semiconductor Corp. 0060 allow
D 5 Odad Polar Electro Oy bCad allow
a |- 1000 * allow
Xaw
D N & | Xsw 4 | OnucaHne 4 | OeiictBue *
D o "JEP/EWzvigdJ 5V SeTUYBPatCNBKeaR Evo20gdpINDio=" "xHCI Host Controller™ allow
D 1 "pri+Jby/bFHCN2INJQ dAMbgc Btse3x\Vx+hZwjOPHSdQ=" "xHCI Host Controller™ allow
D 2 "FOOWHTcTTBRTSmXKgrG/Z2Q207cu+JpQgCs24460d8=" "HP Wide Vision HD: Camera™ allow
O "2dfdMHZxF50lAaNbsh68G4fpzD3iQLPL3+M7KHNSRIE=" allow
O "eqloyASmM+SVWMmhXOvbUzwNPD GCAPG+fxIQHVbptlsY=" allow
| Oﬁaop...] ®aiin He BEIGPaH. m
| Mpunenurs |

AN Tlpu 3arpyske npasun u3 daiiaa IOMTMTHKA Toxke OyaeT BEIOpaHa u3 daitna. Ecmu B
daiine ykazaHa MONWTUKA NPOTUBOMOJIOXKHAS TEKYIIeH, BCE CYLIECTBYIOILIHNE

npaBuia OyayT y/lajaeHbl.

3.5.7.2.4. IIpocMOTp KypHaja ayiura

Jlns mpocMoTpa >KypHaia cOOBITHM ToAKIoUeHUs/oTKIIIoYeHUus: USB-ycTpoiicTB

(>kypHana aynura) HOKMHUTE KHONIKY «KypHa», pacrojioxKEHHYIO B JIEBOM HUYKHEM YTy

uHTepdeiica MOmyIIsi, paCKpoeTcs )KypHal ayauTa (puc. 25).

[lepeaBurarhces Mo KypHally K 0ojiee CTapbIM WM 00J€€ HOBBIM 3aIUCSAM MOYKHO C

nomonpio KHOMoK «Hazan» n «Briepeny.

EcTh BO3BMOKHOCTH (bHJIprOBaTB JaHHBIC C IIOMOIIBIO CIICOHUAJIBHOTO IT0JIA.

[Ipumeuyanue. Ounbtpauus 1o  jgory  USBGuard -

perucTpo3aBUCHMAs.

cTporasl,

JI71s1 TOrO 4TOOBI CKPBITh TIAHENb KypHaia, HAKMUTE KHOMKY «CBEPHYTHY.
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CeepHyTb

| | DWNETPOBATE

[696] [17149889@1.180] (A) uld=@ pid=25986 result='SUCCESS' device.rule='allow id 1d6b:@@e3 serial "@eee:@@:14.@" name "xHCI Host
Controllexr” hash "pIM+Jby/bFHCN2INjQdAMbgc6tse3xVx+hZwjOPHSdQ=" parent-hash "IvobfLq7c2eAdtYjViwodbxhm+y6GgZplol6eLefBkY=" via-port
"usb2" with-interface 89:80:8@ with-connect-type ""' device.system_name='/devices/pcid@o®:00/ 0000 :00:14.8/usb2
type='Device.Present’

[697] [171498389@1.180] (A) uid=e pid=25986 result='SUCCESS' device.system_name='/devices/pcie@ee:@e/eeeo:0:14.8/ush2’
target.new='allow’' device.rule='allow id 1d6b:@@@3 serial "@ee@:@@:14.8" name "xHCI Host Controller” hash "piM+Jby/
bFHCN21NjQdAMbgc6tse3xVx+hZwjOPHSdQ=" parent-hash "rv9bfLq7c2eAdtYjVjwodbxhm+y6GgZplaleaLefBky=" wvia-port "usb2" with-interface
89:008:80 with-connect-type ""' target.old='allow' type='Policy.Device.Update'

[698] [1714988991.188] (A) uid=@ pid=25986 result='SUCCESS' device.rule='block id ®4a9:177a serial "F572EC" name "E4@@ series” hash
"eqloyAsm+SVVMmhX0vbUzwNPDGCAPg+TxIQHvbptlsyY=" parent-hash "jEP/6Wzviqd)5VSeTUY8PatCNBKeaREvo20qdplND/o=" via-port "1-1" with-
interface { ff:@e:ff 87:01:82 } with-connect-type "hotplug"' device.system name='/devices/pci@@e@:@@/@eee:08:14.8/usbl/1-1"
type='Device.Present’

[699] [1714988901.188] (A) uid=@ pid=25986 result='SUCCESS' device.system_name='/devices/pci@@ee:@e/eeee:08:14.8/usbl/1-1'
target.new='block’' device.rule='block id ®4a9:177a serial "F572EC" name "E4@@ series" hash
"eqloyAsm+SVVMmhX0vbUzwNPDGCAPg+TxIQHvbptlsyY=" parent-hash "jEP/6Wzviqd)5VSeTUY8PatCNBKeaREvo20qdplND/o=" via-port "1-1" with-
interface { ff:e@e:ff @7:21:82 } with-connect-type "hotplug"' target.old='block' type='Policy.Device.Update’

[78@] [1714988901.180] (A) uid=0 pid=25986 result='SUCCESS' device.rule='allow id @98c:1080 serial "2019121200008186" name "USB
DISK" hash "2dfdMHZxF50lAaNbsh6864fpzD3iQLPL3+M7KHNSRJE=" parent-hash "jEP/6WzviqdJ5VSeTUY8PatCNBKeaREvo20qdplND/o=" via-port "1-2"
with-interface @8:86:5@ with-connect-type "hotplug"' device.system_name='/devices/pciepee:ee/epee:e0:14.8/usb1/1-2"

twne='Nevire Pracant’ L

[ | oresea-

Puc. 25 — XKypnuan ayauta noakiatoueHust/otkaouenuss USB-ycTpoilcTB

3.5.7.2.5. Monynb yBenomiiennit niis USBGuard

Monayne  yBenomsieHuM  oOpabateiBaeT coobmenuss ot USBGuard npu
noAKItoYeHUW/oTKtoueHun  USB-ycTpoiicTB, BBIBOJUT COOOIICHHS B Tpee JUid
MOJIB30BATEs, €CJIM YCTPONCTBO 3a0JIOKUPOBaHO (puc. 26).

JIisi BO3MOKHOCTH OIOBEIIEHUSI Tojb30oBaTenst o OnokupoBke USB-ycTpoiicTs

ycTaHoBUTE nakeT usbguard-notifier:

# apt-get install usbguard-notifier

2a6noKMpoBaHo agMUHWUCTPaTOPOM

ACTBO: n Motion, Inc. - Taiwan (formerly
eiya Technology Corp.) i
WHTepdel

Puc. 26 — YBenomieHue o 3a0J10KHPOBAHHOM YCTPOMCTBE

3.5.8. Hacrpoiika orpanndenus gocryna K ¢aiinoBoit cucreme USB-ycTporicTBa

Monyns «USBMount» (maker alterator-usbmount) mo3BosisieT orpaHuduTh JOCTYI K
¢daitoBori  cucteme (®C) USB-yctpoiictea mno UID/GID. B wmoayne Taxxke
MIPETYCMOTPEHA BO3MOYKHOCTH IMPOCMOTpPA JKypHaIa COOBITHH ITOIKITIOUCHHUS/OTKITFOUCHHS

USB-ycTpoiicTs.
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OcoOenHocTr pabOTHI MOTYJIS:

- €CJIM JIJISl YCTPOMCTBA HE CO37aHO MPaBUJIO, TO CIyk0a HE BMEITUBACTCS B JIOTUKY
MoHTupoBanusi USB-ycTpolicTBa;

- €CIM U1 YCTPOMCTBA CO3/JaHO IIPAaBWJIO, TO CIyXk0a MOHTHpPYET OJIOUHBIC
yCTpPOMCTBA Ha HA3HAYECHHOM USB-ycTpoiicTBe B KaTaJjior
/media/alt-usb-mount/Suser Sgroup HIH
/media/alt-usb-mount/root $group, €CJIH MOJH30BATC/Ib HE YKa3aH;

- cnyk6a HazHauaeT ACL s yka3aHHOTO TOJIB30BaTelIsl M TPYIIIBI HAa KaTajor, B
KOTOPOM OYJIET cO3/1aHa TOYKAa MOHTHUPOBAHUSI OJIOUHOTO yCTPOIMCTBA;

- B IPAaBWJIAX MOKHO yKa3aTh TOJIbKO CYIIECTBYIOIIETO JOKAIBHOTO MOJb30BATENS U
II0JIb30BATENILCKYIO TPYIIILY;

- goctyn Kk USB-ycTpolicTBy, Ha3Ha4€HHOMY TIOJIb30BATENI0 U  TPYIIIE,
MPE0CTaBISAETCS MOTHOCTHIO (TW);

- IF0OOW TMOJIB30BATENb MOXKET OTMOHTHPOBATH YCTPOMCTBO 4epe3 CTaHAApTHHIC
cpeacta OC;

- ciryk0a He BMemmmBaeTcs B mpaBa caMux ®C OJI0UHBIX YCTPOUCTB;

- pekomenryemast @C 15 mepeHocHbIX HocuTenen — exFAT.

[Ipumeuanue.OcobeHnoctu paboTel Moy ¢ OC:

- EXT2/3/4, XFS, BTRFS noanepxupator mnpaBa. Jloctyn k ®C Oyaer Takxke
ONPENENIATHCSA Ha3HAYEHHBIMU ITpaBamu camor OC;

- FAT16/FAT32/exFAT He mnoanepxuBatoT mpaBa. JlocTynm OyaeT MNOJHOCTHIO
ONPENEINIATHCSA YEPE3 TOUKY MOHTUPOBaHUs Ha3HaueHHYI0 B USBMount;

- ISO9660/UDF mnonnepxxkuBaet Tonbko readonly. [octym Oymer mpemocTaBieH
TOJIBKO Ha YTCHHUE;

- NTFS nonnepxuBaet npaBa. He pekoMeHayeTcs MCHOJIb30BaTh. B ciiyyae eciu
panee NTFS Hocurens Obl1 u3BICYEH HEOE30MACHO, TO HOCUTENL OyJleT
CMOHTHPOBAH TOJIKO JIJIsl YTCHHUS.

[Tpumeuanue. B MATE aBromarndeckoe moHTupoBanue USB-ycTpoiicTB
BKJIFOYEHO MO yMOJ4YaHUIO. J[JIsi OTKIIOUEHUS aBTOMATHUYECKOTO MOHTHUPOBAHUSA CIEIYET

co3zath npapmio udev, Hanpumep, Gaiin /etc/udev/rules.d/60-usb.rules:
SUBSYSTEM=="block",ACTION=="add", ENV{ID BUS}=="usb",ENV{UDISKS AUTO}="0"
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3.5.8.1. Ycranoska

I{OJ’DKHI)I OBITH YCTAHOBIJICHBI:

# apt-get install alterator-fbi
# apt-get install alterator-usbmount

[lepezamycTuTh Ciyx0y:

# systemctl restart ahttpd

JHlanee otkpoiite B  BeO-Opayzepe ampec I[YC (maker alterator-fbi)
https://localhost:8080 MM https://ip address:8080 W BBEAUTEC IapOJb

aIMUHHCTpATOpa, nepeiaute B pazaen «CucreMan—«USBMounty.
3.5.8.2. Mcnonb3oBaHue MOAYJIS

3.5.8.2.1. 3anmyck/0CTaHOB CIIyKObI
B mnogpasznene pasmen «Cucrema» — «USBMount» orobpaxkaercs Tekyliee

coctostHue cinyx0b61 USBMount (puc. 27).

Cnywba USBMount octaHoBneHa

[ Cny#6a B LAHHBIA MOMEHT HE AKTMEHA, Bbl MOMETE BRAKUNTE €€, UTOBE! HAYATE MCNONBI0BAHWE.

Puc. 27 — Cnyxx6a USBMount octanoBieHa

Jlist BKIIIOUeHUs nepeaBuHbTe nepekntovaresb «Ciyx6a USBMount ocranoBieHa»
u HaxmuTe KHOMKY «Coxpanuth». Ciy:xx6a USBMount Oyner 3amyiieHa u 100aBjieHa B
aBTO3arpy3Ky — coctossaue «Ciy:x6a USBMount akTruBHaY.

3.5.8.2.2. Cuucoxk yCcTpoucCTB

Ecmu cayxx6a USBMount 3amymiena, B BeO-uHTepdeiice monapasaena OyaeT

OTOOPAKEH CIUCOK TEKYIIUX MOIKIIOUEHHBIX YCTPOUCTB (puc. 28).


https://localhost:8080/
https://ip_address:8080/
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() Cnywxba USBMount akTuBHa

CnuCcoK yCTPOUCTB
N  $ | YcrpoiicTeo 4 | ®aiinoBan cHCTEMA 4 |VID £ |PID 4 | CepWiiHbIA HOMED % | Cratyc % | Touka MOHTHPOBaHWA *
1 Idev/sdb 090c 1000 2010121200000186 free
2 fdev/sdb1 vfat 090c 1000 2010121200000186 free

O6HOBWUTE cnUcok BNOUYHBIX YCTPOWMCTE

[ Cnucok BRagensuyes |

‘D ‘N |\nn ‘PID

Nonbsosatents ‘ Mpynna ‘

CepuilHBI HOMEp

HNo6aBHTh

Puc. 28 — Tabnuna «Crucok yCTponuCcTB»

B ctonbue «Cratyc» oToOpa)kaercst TeKyIee COCTOSIHUE YCTPOUCTBA!

- «free» — Baaenen A yCTpOWCTBa HE HA3HAUEH;

- «owned» — yCTpOMCTBY Ha3HA4YEH BIIaJIENell.

Ecnu ycTpoiicTBy HazHa4eH Biajeliell U YCTPOKWCTBO IPUMOHTUPOBAHO, TO TEKYIAs
TOYKa MOHTHUPOBaHUS 0TOOpaxaercs B cToaone « Touka MOHTUPOBAHUSD.

Knonka «OOHOBUTH CHUCOK OJOYHBIX YCTPOMCTB» IO3BOJSET OOHOBUTH CIIMCOK
MOAKIIOYEHHBIX YCTPOMCTB.

3.5.8.2.3. loGaBienue/ynaneHue npaBui

Jlis Toro 4toObl HAa3HAUWTH MpaBa JJis MOJKIIOYEHHOIO OJIOUHOrO YCTpOMCTBa,
BBITIOJIHUTE CIAEAYIOIINE IEHCTBHUS:

- BBIJICJIUTE CTPOKY C HYXKHBIM yCTpOMcTBOM B Ta0nuie «CHHCOK YCTPOHCTBY» U
HOXMHUTE KHOMKY «Ha3HaunTh Biamenbia» (WM BBITIOJHUTE JBOWHON IIETUOK
MBIIIK TI0 CTpPOKe ¢ ycTtporictBoM) (puc. 29). IlpaBuno Oynmer no0aBiieHO B
tabnuiy «Criucok Bianenbiiesy (puc. 30);

- B cronbme «llomb3oBarenb» BBIOpaTh MOJIB30BaTeNs, B cTOJONE «['pynmay —
rpymniy Biajesbia 0104Horo ycrpoiicta (puc. 31);

- HaokMuTe KHOMKY «Coxpanuth». CraTyc ycrpoiictBa B Tabmune «Crnucok

YCTPOUCTB» u3MeHuTCs Ha «owned» (puc. 32).
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[ CNHCOK YCTPONCTE

N % |Ycipoicteo 4+ | dhalinoBan cucTema = |VID + | PID 4+ | CepwitHbIA HOMED %+ | Cratyc 4 | TouKka MOHTHpPOBaHNA =
1 ldevisdb 090c 1000 2010121200000186 free
2 /dev/sdb1 viat 090c 1000 2010121200000186 free

O6HOBWTL cnUcok BAOYHBIX YETPORCTE

Puc. 29 — Haznauenue Biagenbua Aisi HOAKIIOYEHHOTO YCTPOMCTBA

Cnucok Bnagencues

D N viD PID CepuilHbIN HOMEP Nonb3oBaTent Ipynna

D 090c 1000 2010121200000186

T T T T

[BEE,QEHEI HEKOPPEKTHBIE ZHAYEHWA, OGPATHTE BHMMAHNE HA AUEKN, OTMEUEHHBIE KDACHLIM ]

Puc. 30 — IIpaBuno no6asneHo B Tabauity « CIIUCOK BIaJACIIBIIEB)

[ CNWCOK Brafenbles

O N |VID PID CepuitHeI HOMED Monesosatens Tpynna

D 080c 1000 2010121200000186 user user

I T T T

Puc. 31 — Yka3zanue moap30BaTesis U TPYIILI s OJJOYHOTO YCTPOHCTBA

CNHUCOK YyCTPOWCTE
N % |YcTpolcTeo 4 | dainoBan cucTema 4 |VID % |PID 4 | CepWilHEIA HOMED % | Cratye % | Touka MOHTHPOBaHWA *
1 /dev/sdb 090c 1000 2010121200000186 owned
2 Idev/sdb1 vfat 090c 1000 2010121200000186 owned

06HOBWTL cnucok BNOYHbIX YCTPOWCTE

Cnucok Bnagensues

D N ViD PID CepHilHBIA HOMED Nonb3oBaTent Ipynna

D o 090c 1000 2010121200000186 user user

T T T

Puc. 32 — Cratyc «owned» miis ycrpoiicta B Tabsuiie « CUCOK YCTPONCTBY

[Ipumeuanue. Ilpu co3gaHuM/peAaKTUPOBAHUU TIpPaBUJa HEKOPPEKTHBIE
3HayeHUs OyAyT BBIJEIECHBI KPACHBIM IIBETOM, KOPPEKTHBIE — 3€JICHBIM.
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UtoObl Ha3HAYHUTH TMPaBa JJIsl IPOU3BOJIBHOTO OJIOYHOTO YCTPOMCTBA:

- HUKMUTE KHONKY «/l00aBUTB», pacnojokeHHyro mnoxa Tabiuued «Crnucok
BIIaJCNbIeBY. B Tabmuity Oymer mobasiena mycrast ctpoka (puc. 33);

- B COOTBETCTBYIOIUX cToNOmax ykaxure «VID», «PID» u «Cepuitnbiit HOMED
yCcTpoicTBa» (puc. 34);

- B ctonbue «llomp3oBaTenb» BbIOEpUTE MONb30BaTENsl, B cTonOuUEe «['pymnma» —
rpymiy Biajaesbia 0J109HOro ycTpoiicTa (puc. 35);

- HAKMHUTC KHOIIKY «COXpaHI/ITB».

Cnucok Bnagensues
D N vID PID CepritHeIn HOMEp Monb3oBatens Fpynna
D o 090c 1000 2010121200000186 user user
O | I | | ~]

Puc. 33 — Coznanne HoBoro npasuwia USBMount

CNUCoK BnagenUes
[ N |viD PID CepuitHBIN HoMED MonesoBatens Ipynna
D 0 |0%0c 1000 2010121200000186 user user
D 36d 5678 FCO950FA3ADES

[BBB,‘J.EHI:I HEKOPPERTHEIE 3HAYEHWA, DBPATHTE BHUMAHWE HA AUERKM, OTMEUEHHKIE KDACHBIM ]

Puc. 34 — IlapameTpsl ycTpoiicTBa

Cnucok Bnagenbues
D N [VID PID CepHiHBIA HOMED Nonb3oBaTent Ipynna
D 0 |090c 1000 2010121200000186 user user
O 346d 5678 FCO950FAZADES - | -
[ vsuems | ]
test

Puc. 35 — Yka3zanue rpynmsl 1751 6JJ04HOTO yCTpOICTBa
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Jlng Ha3HaueHUs TpaB A OMpPENelIeHHONW TpyNIbl MOJb30BaTesiel, B CTOJOLE

«Ilonp30Barenby cienyeT BhIOpaTh mpodepk (puc. 35).

PeI[aKTI/IpOBaHI/Ie IIpaBHJIa:

- ﬂBOﬁHBIM MCJIYKOM MbIIIIK 110 CTPOKEC C IIPaBUJIIOM B Ta6J'II/II_IC «Crmcok

BJIAACIIBICB» HUJIN BBIACIIUTC CTPOKY B Ta6J'H/IHC «Crmcok BJIaACIIbLICB» U HAZKMUTC

KHOIIKY «I/IBMGHHTL»;

- BHCCHUTC U3MCHCHUA,

- HOKMUTE KHONKY «COXpaHUTh.

Yz[aneHHe IIpaBHJIa:

- BBIJIEJIUTE CTPOKY(M) ¢ mpaBuiioM B Tabiuie «CIHUCOK BIIAJEbIEBY;

- HOXKMHUTE KHOMIKY «Y 1ainuThy (puc. 36);

- HOKMHTE KHONIKY «COXpaHUTHY.

Cnucok Bnagensues

D N vID PID CepuiHBIA HOMEP MNone3oBartent Tpynna
D i] 0a0c 1000 2010121200000186 user user
D ] Héd &8 ECOSGR0FAIADED teatd webmeaunt

Puc. 36 — Y nanenue npasuna

[ITpumeuanue. i1 OTMEHBI BHECEHHBIX HM3MEHEHUM, 10 HaXaTUs KHOIKHU

«CoxXpaHuThy», clleyeT HaKaTh KHOMKY «COpOCUTDHY.

3.5.8.2.4. IIpocMOTp KypHaja ayiura

Jlns mpocMoTpa >KypHaia cOOBITHM ToAKIoUeHUs/oTKIIIoYeHUs: USB-ycTpoiicTB

HOKMUTE KHONKY <OKypHam», pacmoyio)KEHHYI0 B JIEBOM HHM)XXHEM YIUIy MOJIYJIS.

[To HaXkaTHH HA ATy KHOTIKY pacKpbIBaeTCs KypHal aynurta (puc. 37).

[lepeaBurarhces Mo KypHally K 0oJjiee cTapbIM WK 00jee HOBBIM 3aIUCSM MOKHO C

nomombio KHOMOK «Hazam» m «Bmepem». st Toro 4roObl CKpBHITH MaHENb KypHaia,

HOKMUTE KHONKY «CBEpPHYTHY.
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[ ownsrposar |

[7] [2824-85-21 ©9:12:39.764] [usb-automount] [info] Polkit request for device (CanUserMount)/dev/sdbl

[8] [2824-B5-21 ©9:12:39.773] [usb-automount] [info] daemon reply to polkit = NO

[9] [2824-85-21 ©9:13:52.941] [usb-automount] [info] Polkit request for device (CanUserMount)/dev/sdc2

[18] [2824-B5-21 B9:13:52.951] [usb-automount] [info] daemon reply to polkit = YES

[11] [2024-85-21 ©9:14:17.251] [usb-automount] [info] Pelkit request for device (CanUserMount)/dev/sdbl

[12] [2024-85-21 B9:14:17.26@8] [usb-automount] [info] daemon reply to polkit = NO

[13] [2024-85-21 ©9:14:48.676] [usb-automount] [info]l Mount /dewv/sdbl

[14] [2024-B5-21 B9:14:48.679] [usb-automount] [info] Created mount endpoint smediasalt-usb-mount/user_user/AC3F-3DC7
[15] [2024-85-21 ©9:14:48.679] [usb-automount] [info] Mount data =

uid=581,gid=501, fmask=0007 , dmask=0007 ,allow_utime=0820, codepage=866, shortname=mixed,utf8, flush,errors=remount-ro

[16] [2824-85-21 89:14:48.683] [usb-automount] [info] Mounted /dev/sdbl to /mediasalt-usb-mount/user_user/AC3F-3DCT
[17] [2024-25-21 ©9:14:48.683] [usb-automount] [info] Created mountpouint for /dew/sdbl in the db

[18] [2024-85-21 ©89:33:45.405] [usb-automount] [info] Pelkit request for device (CanUserUnMount)/dev/sdbl

[19] [2024-85-21 ©9:33:45.4@5] [usb-automount] [info] Daemon response to polkit = YES

[2@] [2024-B5-21 B89:33:45.484] [usb-automount] [info] Removing empty /media/alt-usb-mount/user_user/AC3F-3DC7

[21] [2024-85-21 ©9:34:13.879] [usb-automount] [info] Mount /dev/sdbl

[22] [2824-B5-21 B89:34:13.881] [usb-automount] [info] Created mount endpoint /mediasalt-usb-mount/user_user/AC3F-3DC7
[23] [2024-85-21 ©2:34:13.881] [usb-automount] [info] Mount data =

uid=581,gid=501, fmask=0007 ,dmask=0807 ,allow_utime=8820, codepage=866, shortname=mixed,utf8, flush,errors=remount-ro

[24] [2024-85-21 ©9:34:13.887] [usb-automount] [info] Mounted /dev/sdbl to /media/alt-usb-mount/user_user/AC3F-3DC7
[25] [2024-85-21 ©9:34:13.888] [usb-automount] [info] Created mountpouint for /dew/sdbl in the db

[26] [2024-85-21 ©9:34:37.316] [usb-automount] [info] Pelkit request for device (CanUserUnMount)/dev/sdbl

[27] [2024-85-21 ©9:34:37.316] [usb-automount] [info] Daemon response to polkit = YES

[781 [2024-B5-21 A0:24:27 421 Tush-autamnunt] Tinfal Remnwina emnty /mediasalt-ush-mount fiser nser/ACIFE-3NCT o

Puc. 37 — Kypuan ayauta USBMount

3.5.9. KoHTpousb gocTyna K nopram

Mopyns IIYC «Kontponb goctyna k moptam» (alterator-port-access) mo3BoJisieT
HaCTPOUTH OIPAHUYCHUS HA UCIIOJIb30BAaHNE BHEIITHUX HOCUTEIEH.

JlokHBI OBITH YyCTaHOBJICHBI MakeThl alterator-fbi u alterator-ports-access:

# apt-get install alterator-fbi
# apt-get install alterator-ports-access

[TepesamycTuTh Ciyx)0Yy:

# systemctl restart ahttpd

Jlanee otkpoiite B  BeO-Opayzepe aapec LYC (maker alterator-tbi)
https://localhost:8080 MM https://ip address:8080 W BBEAUTEC IapOJb
aaMHUHUCTpaTopa. s HACTpOMKH OrpaHUYEHUN HA UCIIOJIb30BAHUE BHEIIHUX HOCHUTEIEH
B MeH «Cucrema» BbelOepute nyHKT «KoHTponp gocTtyma K mopramy
(makert alterator-ports-access) (puc. 38).

I[J'ISI 3aJlaHrd J0CTYyIIA K IMOCICAOBATCIIbHBIM ITIOPTAM BBITIOJJHUTE CICAYIOIMIME IIaru:

BBIOpATH MOPT;

pPaspCUInTb UJIN 3alIPCTHUTDL JOCTYII K BI)I6paHHOMy IopTYy,

HaxaTh KHONKY «COXpaHUTh HACTPOMKH MOCIEAOBATEILHOTO MTOPTay;

npocMoTpeTh pazfen «CraTyc», UYToObl YOEAWThCS B KOPPEKTHOM paboTe

HACTPOEK.


https://localhost:8080/
https://ip_address:8080/
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KOHTPOJIb [IOCTYMA K NOPTAM | Hactpoiika | | Cnpaska | | Buiimw

KoHTpone nocneqoBaTentHEIX NOpTOE

Ak

Mopr % | Brmosen % | Pemmm goctyna

HacTpolkn nocnegoBaTenkHOTo NopTa % | IHaueHne

Ak

MocnegoeaTensHMe NOPT: | NOXAMYRCTA BwbepuTe M3 CNRCKE BhILE

Pazpewes:
BEnageney;:
Mpymna:

Pesoua gooTyna:

KoxnTpone USB-nopToB

CNWCOK PASPELLUEHHLIX YCTPOWCTE

||1H!HIHHI|'I'EHH # |!|brpuﬁmu % | Cepwitveiid Nz % | Class % | Subclass % | Protocol % | Pemmm goctyna ‘|
YacTe mpasuna * | IHaveHne ¢|
10 npoMIB0gUTERA:
|
1D npeoyyecTa:

CepuiHnli HOMER:
Devicelinterface class:
Devicelinterface subclass:
Devicelinterface protocol:
BEnageney;:

IMpymna:

Pesoua gooTyna:

Mo SKNHOYEHHLIE USB-YCTPOWRCTBA

|| Show interfaces

MpownzeoguTent % | ¥erpo#cTeo & | CepritHeia Ne &
CraHWpOBaTE NOGKNIYEHHBIE USBE yeTpoiicTea

Cratyc

KonTponk nocnegoBaTensHEIX NOPTOR Balimnoqed BT TR 0 Pl T T GLER G BH VR g
LOLy S s O R By T KoHTpons USB-nopTos

Puc. 38 — KonTposab goctyna Kk nopram
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Jlyis Toro, 94To0Bl OTKIIOYUTH MOAAepkKKy Bcex USB-ycTpoilcTB KpoMe 3adaHHBIX,
HaXXMUTE Ha KHONKY «BxitounTts KOHTpoJIb USB-n1OpTOBY.

Jnst Toro, ytoObl A006aBuTh USB-ycTpoiiCTBO B CIHMCOK pPa3pelieHHbIX, HY>KHO
yKazaTh ofuH (Winu Bce) w3 wuuaeHtuduxatopon: ID mpoumsomutens, ID mpoxykra,
CepuilHblii HOMEp B COOTBETCTBYIOLIEE M0JI€ U HAXKATh KHONIKY «/l00aBUTh paBUIIO».

Jns  onpenenenuss noAkiIO4eHHbIX USB-yCTpOHCTB HYKHO HaXKaTh KHOIIKY
«CkanupoBatb USB-ycTpoilcTBa», BBIIEIHTh YCTPOWCTBO, KOTOPOE HEOOXOAMMO
pa3pelnTh, U HaXxaTh KHOIIKY «Pa3pemnTs BeIOpaHHOe ycTporcTBO» (puc. 39).

JIns ucKIroYeHns yCTpOMCTBA U3 CIIUCKA Pa3pEIICHHBIX, HY>KHO BBIICIIUTH IIPABUIIO,
paspelaroiiee JaHHOe YCTpOHCTBO B Tabnuie «CHUCOK pa3pelIeHHbIX YCTPOHCTBY» U
Ha)aTh KHOIKY «Y TaJIUTh BEIOPAHHOE IPABUIION.

YtoObl OTKIIOUNTH NOAJIEPKKY BceX USB-ycTpoHCTB, Kpome 3aJaHHBIX, HYKHO
Ha)kaTh Ha KHONIKY «BxitounTth KOHTpOJIb USB-n1opTOBY.

[Tpumeuanue. [lepen akTuBanuend OrpaHUYEHUN MPEIBAPUTEIBHO Pa3PEIIUTE
ucnoap3oBanue USB-nopToB [u1s KiIaBUaTyphl U MBIIIH.

KonTpone USB-noptos

CMUCOK PA3PELLIEHHbLIX YCTPONCTB

ID nponssogutenna % |ID npoaykta % | CepwiiHbiii Ne % | Mudpopmayun % | Pewwnm poctyna $
13fe 4200 070879C4B9943F00 Mo ymonuaxuo
UYacTte npaeuna # | SHaueHue *
ID npouseoguTens:
|
ID npopyxkTa:
|
CepuiiHslii Homep:
|
Monesxas wHhopmalma o6 ycTpoiicTee:
|
Bnageney;
|
Mpynna:
|
Pexum goctyna:
1
NOAKNIOYEHHBIE USB-YCTPOWCTBA
MpoussoguTens + | Ycrpoiicteo # | CepuiiHeiii Ne + | ID npoussogutena + | ID npogykta *

None 0458 0186
070879C4B9943F00 13fe 4200

CKaHMpOBaTkb NOAKNIOUEHHBIE USB ycTpolcTBa

Puc. 39 — Jlo6aBnenune USB-ycTpoiicTBa B CIHCOK pa3pelieHHbIX YCTPOHCTB
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3.6. CpeacTBa KOHTPOJIS ETOCTHOCTH

3.6.1. YTunuTa integalert

integalert — 3T0 ckaHep MPOBEPKH IEIIOCTHOCTH (aiIoBOI CHCTEMBI Ha OCHOBE OSEC
C omoBelleHussMH Syslog, Tpurrepamu, otuyeramud o (ailiax >KypHaJIOB U pPOTaLUEH,
KOTOpBIM JIETKO HAcTpaumBaeTCd MW  paCHIUpPSieTCs C TOMOIIBI0  JTUHAMUYECKHX
noanpouei.

CuHTakcuc KoMaH/ bl integalert:

integalert [onumm] [main]|vm|container] [fix|check]|configure]

[lepBriii HEOOsI3aTENBbHBIN apryMeHT — noanpodmib. Ecau noanpoduins He ykaszaH,
TO HESIBHO TOJIpa3yMeBaeTcs NoANpoduis main.

[Ilpumeuanue. [Taker integalert-postgresql mpenocrapisieT emnie oAuH TPOPUITH
integalert: postgresqgl.

Bropoii HeoOs13aTenbHbI apryMEeHT — 3TO ACHCTBUE, KOTOPOE OyIET BBIMOJIHEHO.
Ecnu 3TOT apryMeHT He ykas3aH, TO HEIBHO Ipeamnoaraercsa nposepka (check).
3.6.1.1. Maunmanu3anusi 1 KOHPUTyparus

JI1st “THUIMaNU3auuy TOoANPOPUIIS HCHOIB3YETCSl KOMaH/1a:
integalert [nmomnpodmne] configure

[Ilpumeuanue. Ecau ucnonpdyercss mnoanpoduyib main, K UMeHaMm (aiaoB
KOH(UTYypaluu 1 KypHaJIOB He 1o0aBiseTcs cyhPUKC <SUBPROFILE>).

[Tocne 3aBepiieHus1 HACTPONKKU OYIYT CO3AaHbl cienyromniue (aitsibl KoHGUrypammmn
B KaTaJloIe /etc/osec/integalert [ <SUBPROFILE>]/:

- dirs.conf — CHUCOK KaTaJOTOB, COJEPKUMOE KOTOPBIX OYyJeT CKaHUpPOBATHCH,
€CIM ucroJib3yercsa aecTBue fix. ComepKUMoe ATHUX KaTajoroB Takxke OyaeT
CKaHMpPOBaTbCA ¥ CPAaBHUBATHCS C (DUKCUPOBAHHBIM COCTOSTHUEM, €CJIU
UCIIONIB3yeTCsl JehCTBUE check. CIHMCOK KaTajoroB, KOTOPbIE CKAHUPYIOTCS IO
YMOJIYaHUIO: /bin, /sbin, /usr/bin, /usr/sbin;

- exclude.conf — CHUCOK IIA0JIOHOB MMEH (ailsioB, KOTOpbIe OYAYT MCKIIOYEHBI

U3 CKaHHUPOBAHUS U NTPOBEPKH;
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- sender.conf — KOH(Urypauus sender CKpHUIITa MNOAIPO(UIIA, B OCHOBHOM
CBsI3aHHAsS C BeJeHUEM KypHaia (QyHKITUS BeeHUS KypHaja U PUOPHUTET);

- pipe.conf — OCHOBHOM ¢aiin koHpurypanuu noanpoduss (He peKOMEHIYeTCs
BHOCHUTH U3MEHEHHUS B 3TOT (paiin);

- files.list — albTepHaTHBA dirs.conf (cM. 1. 3.6.1.2).

B daitnax /etc/logrotate.d/integalert|[ <SUBPROFILE>].conf IS
KaKI0TO TTOAMPOQUIIS COIEPIKUTCS HAYaIbHBIN HA0OP MapaMeTpOB POTAITUH KYPHAJIOB.

Bce daitnbl koHpUrypanuu, nepedyrucieHHbIe BhIlIe, HE Mepe3anChiBalOTCA.

Bce HauanpHBIC TTapamMeTpbl KOH(GUTYpAIIUN 3aBHUCAT, B CBOIO 0Yepelb, OT Oa30BbIX
MapaMeTpoB, YKa3aHHbIX B (Qainax KoHUTypaluu /etc/osec/integalert.conf U
/etc/sysconfig/integalert  (cuuThiBaeTcsi mnocieanum). Cremyer  oOpaTuthb
BHHMaHME, YTO JaHHBIC (ailbl KOHGUTYpallUK TaK)Ke MPOYUTHIBAIOTCS sender-CKpuiTom
(/usr/lib/integalert/sender).

3.6.1.2. [TapameTrp FILELIST

B kadecTBe aNbTepHATHMBBI yKA3aHHWIO CIUCKA KaTaJIoroB B (aiie dirs.conf
MOKHO OIPEACNIUTh CIUCOK KAaTaJIOTOB M OTJAEIBHBIX (haliyioB I MPOBEPKH, UCTIOIB3YS
(daitn koHpurypauun files.list. Crnucok (ailjioB MOXKET coaep:kaTh IMIa0JOHBI UMEH
(aiinoB, HampUMep:

/etc/lo*

Cnengyer oOpaTuTh BHUMAaHHE, YTO, €CIU CYHIECTBYET (aiin files.list, (ailssl

dirs.conf M exclude.conf UTHOPUPYIOTCS.
3.6.1.3. ®ukcauus cocTosiHUS (HaIoBOM CUCTEMBbI

UtoObl ucnpaButh (U, MPU HEOOXOJUMOCTHU, WHUIMATUZUPOBATH) MOANPODUIIb,
WCIIOJIB3YETCs] KOMaH/1a:

integalert [SUBPROFILE] fix

[Ipy BBIMOTHEHUU 3TONW KOMaHIbl BCe (ailyibl U3 KaTaJllOroB, MEPEYMCICHHBIX B
dirs.conf, C UCKIIOUYECHUSAMH, ONPEACICHHBIMU B exclude.conf, CKAHUPYIOTCA, U UX

coctosinue (pukcupyercs. OTUET 3aMUCHIBACTCS B JIOT-(haii.
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3.6.1.4. TIpoBepka cocTosiHus (PaitiIoBOM CUCTEMBI

JUisi TpoOBEpKM TEKYIIEro COCTOSIHUSL (DailyioB, OmMpeaeNeHHbIX MNOAIpoQuiIeM,
UCIIOJIb3YETCSl KOMaHAa:

integalert [SUBPROFILE] [check]
HpI/I BBIIOJTHEHUU DTOU KOMAHJbI BCC q)aﬁﬂbl N3 KaTajJoroB, ICPCUYUCIICHHBIX B

dirs.conf, C UCKIIIOUCHUSMH, OINPEJCICHHBIMU B exclude.conf, CKAaHUPYIOTCS, U UX
COCTOSIHHE CPAaBHUBAETCS C paHee 3a(pUKCHPOBAHHBIM COCTOSTHUEM.

N3meneHus, eciu TaKOBBIC MMEIOTCH, YKa3bIBAIOTCS B OTYETe
(lastlog[ <SUB-PROFILE>], M B integalert[ <SUBPROFILE>].log). Ecinu cocrosinue
OKa3bIBACTCA OTJIMYHBIM OT (UKCHPOBAHHOIO, TO Mpeaynpexkaaronee cooOIlIeHHne
3aMHUCHIBACTCS B CTAHIAPTHYIO OMMOKY M KO BO3BpaTa Mpoliecca He paBeH HYJIIO.

[Ipumep npoBepku:

- IIEJIOCTHOCTh HE HapyIlIeHa:

# integalert check
Integrity check OK.

- HCJIOCTHOCTDb HAPYIIICHA!

# integalert check
rrrrrrrrrrrrrrrrrrrrrrrrnd

Integrity check failure!
rrrrrrrrrrrrrrrrrrrrrrrrnd

Pesynbrar nocneanei npoBepkHu B (aiine /var/log/integalert/lastlog:
=========== Cp 13 Hosg 2024 18:35:11 MSK ===========

Processing /run/integalert/main/files.list
This is a report generated by osec at 'Wed Nov 13 18:35:11 MSK 2024'
New files added to control:

- /etc/logrotate.conf~
- /etc/logwatch/conf/logwatch.conf
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- /etc/sysconfig/logwatch
Changed controlled files:
- /etc/logrotate.conf
inode: 262752 -> 264556
mtime: Wed May 24 19:12:21 2023 -> Wed Nov 13 18:35:06 2024

System integrity check (chg=1,add=3,del=0)

Conepxumoe ¢aina /var/log/integalert/lastlog TIOCJHE  BBIMOJHECHHUS
KOMaHIbl integalert fix:

=========== Cp 13 Hosg 2024 18:35:43 MSK ===========

Processing /run/integalert/main/files.list

This is a report generated by osec at 'Wed Nov 13 18:35:43 MSK 2024"

New files added to control:
- /etc/logrotate.conf~
- /etc/logwatch/conf/logwatch.conf
- /etc/sysconfig/logwatch
Changed controlled files:
- /etc/logrotate.conf
inode: 262752 -> 264556
mtime: Wed May 24 19:12:21 2023 -> Wed Nov 13 18:35:06 2024

System integrity fix (chg=1l,add=3,del=0)

3.6.1.5. Tpurrepsl

Ecnu Tpurrepsl BKIIOYEHBI U COCTOSHUE (DalJIOBOM CHUCTEMbI OTJIMYAETCA OT
¢bukcupoBanHoro, integalert BbimonHseT  (daibl  ClIEHApUEB, HaWJACHHBIE B
/etc/osec/integalert [ <SUBPROFILE>]/trigger.d/, nepenansast OTYET Ha
CTaHJAPTHBIM BBOJ Kaxaoro Ttpurrepa. llo ymoildaHuio TpUITEpPbl OTKIIOYEHBI.
JUis BKJIIOYEHHMS TPUITEPOB HEOOXOAMMO yKa3zaTh ENABLE TRIGGERS=1 B (ailne
KOH@HTypaHHH /etc/osec/integalert.conf MHIM /etc/sysconfig/integalert.
Tpurrepsl i1 ONpPEACTICHHOTO MOANPO(UIST MOXXKHO OTKJIIOUUTH C IMOMOIIBIO (aiiia

trigger.d/disable.



121
JIKHB.11102-01 99 01

3.6.2. AKTUBaILMS CPEICTB KOHTPOJISI ETOCTHOCTH

Bce neiicTBust npou3BOASTCS OT UMEHH aJIMUHUCTpATOpA.

JInst akTUBaLMK CPEJICTB KOHTPOJIS LIEJIOCTHOCTA HEOOXOIUMO:

1) npoBepuTh, YTO CEPBUC KOHTPOJS IEIOCTHOCTH IMPH 3arpy3ke aKTHBUPOBAH

(enabled), BBIIOJHUB KOMaHY:

# systemctl is-enabled integalert

Ecmu CCPBUC HC AKTUBUPOBAH, dAKTUBUPOBATh CI'0, BLIIIOJIHUB KOMaHAY:
# systemctl enable integalert

2) onpeneNuTh KaTajaory i MPOBEPKHU LIEJTOCTHOCTH CM. 1. 3.6.2.1;

3) MHUIIMATU3UPOBATH MOANPODUIIb, BHIITOTHUB KOMAH/IY:

# integalert fix

IIpoBepka 1EOCTHOCTH CUCTEMBI BBIIIOJIHAETCS KOMaHA0M integalert.

[TopsnOoK BOCCTAaHOBJIEHUS LETOCTHOCTH CUCTEMBI IPUBEJIEH B 1I. 3.6.2.2.

3.6.2.1. Onpenenenre/M3MEHEHNUE KaTAJIOTOB /ISl MPOBEPKU LIETOCTHOCTH

Jlist Toro 4TtoOBl OMPENETUTh WIM H3MEHUTh CIHMCOK KAaTajoroB Jis MPOBEPKU
LEJIOCTHOCTH, HEOOXOJMMO  OTpPEAaKTUpPOBaTh CHUCOK  KarajoroB B  (paiine
/etc/osec/integalert|[ <SUBPROFILE>]/dirs.conf (CTpOKH, HAUMHAIOIIHECS CO
3HaKa «#», UTHOPUPYIOTCS) Wi CO3/1aTh daiin
/etc/osec/integalert [ <SUBPROFILE>]/files.list €O CHHCKOM KaTaJIOTOB U
OT/ICJIbHBIX (DAMIIOB.

Hampumep, B mpodwie main u3MeHeHHs B KaTtajorax /bin, /sbin, /usr/bin,
/usr/sbin OTCJIEXKHUBAIOTCA MO yMoia4aHuwo. Ecnu HeoOxoaumo 100aBUTh WK yAAIUTh
KaTaJIOT U3 CIKMCKA OTCJIEKUBAEMBIX, HEOOXOIUMO MPOBEPUTH U OTPEIAKTUPOBATH CIIHCOK
KaTaJIOrOB, KOTOPbIN XpaHUTCA B (pailsie /etc/osec/integalert/dirs.conft.

[locne BHeceHus u3MeHeHMH B (alinl dirs.conf CcHeAyeT BbIIOJHUTD
WHULMaIU3anuio npoduss (cM. 1. 3.6.2 mar 3).

3.6.2.2. ITopsiiok BOCCTaHOBJICHUS 1IEJIOCTHOCTH CUCTEMBI

HapymeHHe OCJIO0CTHOCTHU CUCTEMBI MOXKCET OBITH BBISIBJICHO:

1) mpu npoBepke LEeTOCTHOCTA CUCTEMBI KOMaH101 integalert;
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2)mpu 3arpy3ke OC — BBIBOA BH3yaJlbHOTO OINOBEHICHHUS C 00sA3aTeIbHBIM
NOATBEpKAeHUEeM JanpHenmend 3arpy3ku OC. Cucrema 3arpyxkaercs B
OJTHOTIOJIb30BATEIbCKOM pEeXUME (€CIM aKTUBUPOBAH OJHOIOJIb30BaTEIbCKUI

peXUM cM. 1. 3.6.2.3) ¢ 3arpocoM MapoJsi Cyneproab30BaTes:

login [root]:
Password:

[Topsiiok BOCCTAHOBIICHUS:

- OT aAMHUHUCTparopa (root) BBIIOJHUTH MPOCMOTP JIOra ayJuTa W HAUTH
HapyIlIeHUE IEJOCTHOCTH (CM. 1. 3.6.2.4);

- BOCCTAHOBUTh OOBEKT € HApYIIEHHOW IEJIOCTHOCTbIO — 3aMEHHUTh Ha
ATaJNIOH/TIEPEyCTAHOBUTb.

[Topsanok puKCUPOBAaHKS HOBOTO COCTOSHUSL:

- OOHOBUTbH KOHTPOJIMPYEMBIE (haiiibl;

- 3aIlyCTUTh MPOLEAYPY (PUKCUPOBAHUS HOBOI'O COCTOSIHUSL CUCTEMBI (€ClIU cucTemMa
KOHTpoJIs 1enocTHocTH IMA/EVM He uHuLManu3upoBaHa, uHaue cM. 1. 3.6.3.4),
BBIIIOJIHUB KOMaHAY:

# integalert fix

[Tpu sToM OyayT chOpMHUPOBAHBI U 3aHECEHBI B 0a3y JIaHHBIX KOHTPOJIbHBIE CyMMBbI
JUTISl UBMEHEHHBIX/HOBBIX OOBEKTOB.

Eciu cucrema Obula 3arpykeHa B OJHOIIOJIB30BATEIBCKOM PEXHUME MOXKHO
NPOJOKUTh 3arpy3Ky B OOBIYHOM pEKUME, 3aBEPIIMB OIHOIOJIb30BATEILCKUN CEaHC
(HampuMmep, BBITIOJHUB KOMaHNy: systemctl default).

3.6.2.3. ABTOMaTn4ecKue ACUCTBHS NPU HAPYIIECHUU LEIOCTHOCTH IPHU 3arpys3Ke
CUCTEMBI

Ecin HeoOXoauMo aBTOMATHYECKH BBIMOJIHATH ONPEICIICHHbIE JIEHCTBUS —
BKJIIOUATh M BBIKIIOYATh CIYXKObI, IEPEBOUTH B CUCTEMY B ONpPEACIICHHBIN PEXUM, €CIU
MpU 3arpy3ke OOHapyKMBAETCS HAPYIICHHE IIEJIOCTHOCTH, CIEAYET CBS3aThb TpeOyembie

JNEUCTBUSA C LIENbI0 integ-check-failed.target. Uit 3TOrO ClieqyeT UCMOJIB30BATh TET



123
JIKHB.11102-01 99 01

WantedBy= integ-check-failed.target, JIMOO MCIIOJb30BaTh CHUMBOJIMYECKHUE
ccruTkH (moapoOHee cM. systemd.unit(5)).
Hamnpumep, ana toro, uroost OC npu 0OHapy>KEHUM HapYIIEHUS IIEJIOCTHOCTH
CHUCTEMBI TIEPEXO0/IUJIa B OJTHOIOJIB30BATEIBCKUN PEKHUM (PEKHUM emergency), CICIYET:
1) CO3JIaTh KaTaJIOT /etc/systemd/system/integ-check-failed.target.wants:
# mkdir /etc/systemd/system/integ-check-failed.target.wants
2)CBHBKH> integ-check-failed.target C emergency.target HCIOJb3Yd

CUMBOJIMYECKYIO CCBUIKY:

# In -s /lib/systemd/system/emergency.target \
/etc/systemd/system/integ-check-failed.target.wants/

3) mepe3arpy3uTh KoHpuUrypaiuio systemd:

# systemctl daemon-reload
C 5TuMHU HacTpoMKaMu TIPU OOHAPYKEHUU HAPYIIIEHUS [IETTIOCTHOCTU CUCTEMa OyIeT

3arpy’x€Ha B OJAHOIIOJIb30BATCIIbLCKOM PCKUME C 3alIPpOCOM I1aApOJIs root:

login [root]:
Password:

[Tocme BXOoma OT agMUHHCTpATOpa HEOOXOAWMO BBIMIOJHUTH MPOCMOTP >KypHajia
aynuta JUId TOJy4eHHs HH(QOpMauuMd O HapyLWEHUW MEeJIOCTHOCTH (cM. 1. 3.6.2.4),
BOCCTAHOBUTh  IIETIOCTHOCTh  cuctembl  (cM. 1. 3.6.2.2). Tlocme  3aBepiieHus

OJTHOTIOJIB30BATENIBCKOIO CEaHCa, CUCTEMA MPOIOJIKUT 3arpy3Ky B OOBIYHOM PEXHUME.

3.6.2.4. Otuersl integalert

[IpocmotpeTs 3ammcu integalert B CHCTEMHOM >KypHaj€ MOKHO, BBITIOJHUB
KOMaH/TY:

# journalctl | grep -E 'integalert'

[Ipu 3amyckax CHCTEMBI, B CiIydae, €CJIM B CHCTEME TOCIe MPEABIIYIIEro 3aIycKa
integalert HU4YEro He MEHSUIOCH, B OTYeTE Oy/eT yKa3aHO, YTO HET HUKAKHMX HU3MEHEHUHN,
HaIpuMep:

Hos 13 18:57:08 host-193 osec:integalert[2400]: Started

Hosg 13 18:57:09 host-193 integalert[2420]: System integrity check
(chg=0,add=0,del=0)

Hosgs 13 18:57:09 host-193 osec:integalert[2423]: Finished

Hosg 13 18:57:09 host-193 integalert[2428]: Integrity check OK
System integrity check (chg=0,add=0,del=0)
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B Ciydac, €CJIM B CHCTCMC IPOU30IIIN M3MCHCHMA, TO B XKXypHAJIC, COACPKHUTCA

OTYeT 00 M3MEHEHHBIX (haiiax:

Hosg 13 18:55:10 host-193 osec:integalert[2534]: Started

HOosg 13 18:55:11 host-193 integalert[2557]: System integrity check
(chg=1,add=1,del=0)

HOosg 13 18:55:11 host-193 osec:integalert[2560]: Finished

Hosa 13 18:55:11 host-193 integalert[2565]: Integrity check
failure!

Hog 13 18:55:11 host-193 systemd[l]: integalert.service: Main
process exited, code=exited, status=1/FAILURE

Jlnst mpocMmoTpa ordeTta 00 HM3MEHEHHAX M WX KOJWYECTBE, HAWACHHBIX TpHU

NOCJIEAHEN TPOBEPKE, MOKHO BOCIIOJIB30BATHCS KOMAHOM:

# cat /var/log/integalert/lastlog

3.6.3. [Toncucrema IMA/EVM

3.6.3.1. YTunutsl integrity-applier u integrity-remover

Yrtunuta integrity-applier ucrnons3yercst s BkiroueHus nojacuctem IMA u EVM,
a TaKxke i 1o0aBIIeHUs KIII0UYel B HAOOp KiItoUel sipa.

CuHTaKCUC KOMaHJbl integrity-applier:

integrity-applier [ --init ] [ —--auto ]

integrity-applier [ --sign |

integrity-applier [ -v | --verbose ] [ --hash=HASH ] [ -E | --with-evm ]
[ ——without-evm ] [ -R | —--no-reboot ]

# sran I:

integrity-applier -i | --init [ -G | --disable-graphics ] [ -A | --auto ]
# srman II:

integrity-applier -s | --sign [ -I | --skip-initrd ] [ --log FILE ]

# Other:

integrity-applier --initrd-only

integrity-applier -h | --help

integrity-applier -V | --version

HapaMeTpBI -—-init M --sign HCIIOJb3YIOTCH, OJIsI TOTO YyTOOBI SIBHO YKa3aTb, 4TO

cienyeT BeIOpaTh dTan | unu stan 1l manmanuzanuun IMA.
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IIpu 3amycke KOMaHIbl integrity-applier ¢ mapamMeTpoM --init (unu 6e3
napaMeTpoB, B CIydae €CiIu B apaMeTpax sipa HET 3HAYCHUsI ima appraise=fix) Oyjaer
BBINOJIHEH dTan | mHnnmanmm3anuu nojgcucteMsl IMA/EVM. Tlo okoHYaHHIO 3TOr0 3Tara
cuctemMa OyneT Tepe3arpykeHa Ha Tak HasbpiBaeMblii odTam Il ¢ ommued  smgpa
ima appraise=fix.

[Ipu 3amycke KOMaHIbl integrity-applier C IapaMmMeTpoOM --sign (nmm 0e3
[apaMeTpoB, B CIIydae €CJIM B OMNIUAX fApa €CTh 3HAYEHUE ima appraise=fix) OyIyT
noanucanbl Gaisbl. 3aTeM cucTeMa OyJeT Iepe3arpykeHa B PEeXKUM HPHUHYIUTEIBHOTO
ucnosibzoBanust IMA (T. e. c mapaMeTpom siipa ima appraise=enforce).

[Ipumeuanwue. s npoBepKr MapamMeTPOB SIAPA MOKHO BBITIOJHUTH KOMaHAY:
# cat /proc/cmdline

[TapameTpsr:
1) -R | --no-reboot — OTKIIOYUTh aBTOMAaTHYECKYIO MEPE3arpy3Ky CUCTEMBI;
2) -a  HASH | --hash=HASH — yKa3arb THUN KpPUNTOIpapuUIECKON

xem-pyukiuu (SHA wmu  T'OCT) gns  nmoanucu — GaiioB.  AJTOpUTM
XCIIUPOBAHUS TaK)KE€ MOXKHO HACTPOUTh B (aiijie /etc/integrity/config
U (Unn) /etc/sysconfig/integrity;

3) -E | --with-evm— BKIOUUTh EVM;

4) --without-evm — He BKIt0o4aTh EVM;

5) -G | --disable-graphics — He 3amyckaTh rpadUUYECKyr0 MOACUCTEMY Ha
srane II;
6) -A | --auto — aBTOMAaTMYE€CKU 3amycTUTh ATam Il mocne mepesarpy3ku c

MMOMOINBIO COCHUAIBHOIO ima-signing.target;

7) -—1og=FILE — BBIBOJUTH >XypHaj MOANUCH (PalIOoB B yKa3aHHBIN ®ANI Ha
sramie [I. Ilo yMonyanuro KypHan mnoamucu (aigoB 3amucChIBaeTCsS B
/var/log/integrity-sign.log;

8) --log-stderr — BBIBOAUTH KypHald MoANUCH (HailJIOB B TEKYIIUH MMOTOK
omuOOK (€ClU HCHOJIB3YyeTCA OMNIUs --log-stderr, TO ONIUA --log

UTHOPUPYETCS);
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9) -1 | --skip-initrd — He nepeco3nanars initrd.

[Ipumeuanune. Ecam wuCnoap3oBaIach ONUIHUS --skip-initrd MOXKET

noTpeOoBaThCs MOBTOPHO cO37aTh 00pa3 initrd:
# integrity-applier --initrd-only

B ¢aiinax /etc/integrity/config H® /etc/sysconfig/integrity,
HACTPaMBaIOTCs KaTaJloTH ¢ ¢aijgamMu s MOAIMUCH W JIPYTHE MapaMeTphbl, HaIpuMep,
EVM. Conepxkumoe /etc/sysconfig/integrity NepeonpeaessieT 3HaueHus, 3a/JaHHbIC
B /etc/integrity/config.

st mpoBepku monuTHKA IMA mpu 3arpy3ke CHUCTEMbI HEOOXOIUMO BKIIFOUHTH
ciyx0y ima-check.service.

B ima-check-failed.target MOXHO 0OaBUTH CIY>KOBI, JJI 3aIycKa JEeHCTBUH,
€CJIM TTPOBEPKA HE y/1ajIach.

UtoOb1 BOOOIIIE HE 3arpykaTh CUCTEMY, €CJIH 3arpy3ka noautuku IMA He ynamach
Ha 9Tamne initrd, ciexyer co3garh (ailnl /etc/integrity/reboot-on-initrd-error.
Ckpunr /etc/integrity/on-initrd-error MOXXHO HCIOJIb30BaTh, YTOOBI 3aIlyCTHTh

ero BMECTO Iepe3arpy3KH.

AN dainel /etc/integrity/reboot-on-initrd-error u
/etc/integrity/on-initrd-error HY)XHO CO3J1aTh JI0 3amycka integrity-applier
TaK KaK OHH JOJDKHBI ITONACTh B 1nitrd.

[lepeonpenenuTh MOJUTUKY UEIOCTHOCTH IO YMOJYAHWIO MOKHO C TTOMOIIBIO
/etc/integrity/policy.
Yrtunura integrity-remover HCHOJB3yeTCs IS OTKIOUeHUs mojacucteM IMA wu

EVM.

CuHTaKkcuC KOMaHJIbl integrity-remover:

integrity-remover
integrity-remover -h | --help
integrity-remover -V | --version

JUis otkimrouenns IMA cienyer 3almycTuTh integrity-remover.

[Moce 3aBeprieHus pabOTHI CKPUTITAa CHCTEMa Oy/IET Imepe3arpyKeHa.
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3.6.3.2. Cnyx0a omnoBemieHus — integrity-notifier
Cnyxb6a integrity-notifier — omoBemaeT Mmojb30BaTeNsl B TOM cllydae, eciau ObuLia
3aIyIieHa MOBPEXACHHAS TPOrpaMMma.

[Ipumeuanue. Ciuyx0a integrity-notifier 1oJKHa 3alycKaTbCsl MPHU 3arpys3ke
CUCTEMBI.
Coo01mIeHns U3 CHCTEMHOTO KypHala C TIOMETKOM INTEGRITY DATA (PHIBTPYIOTCA

CIy)KOoH integrity-scanner ¥ CKJIQJbIBAlOTCS B KaTajor /var/log/integrityd/.
B ¢aiine /var/log/integrityd/current MOJJAEPKUBACTCSI OKHO  COOOIICHUMN
3amaHHoro pasMepa (mo ymomdanwio 300 KGaiiT) 3a yCTaHOBICHHBIA WHTEPBAT
BpeMeHH (10 ymMosdaHuto 5 MunyT). CTaphie 3aliCH CKJIaIbIBAIOTCS TaM K€, C UMEHAMH,
HaunHaromuMucs Ha "@" (mo ymosuanuio S50 ¢ainoB MakcumyM). Hactpoiiku mo
YMOJTYaHHIO MOXKHO U3MEHUTH B (paiiie /var/log/integrityd/config.
Munumansueii UID monbp3oBartenst Ajisi OTHPABKHA OINOBEMICHHN IO YMOIYaHUIO
paseH 500.
B aiine /etc/integrity/notify.conf MOXHO HM3MEHUTh HACTPOMKH IIO
YMOJTYAHUIO:
1) PATTERN — mOMETKa, COOOIIEHUSI ¢ KOTOPOM OymyT (UIBTPOBaTHCS CIYKOO0M
integrity-scanner B CHCTEMHOM KypHaJie;
2) LOGDIR — KaTajor jis ¢aijioB )XypHaa;
3) LOGCONF — ompenenser KoHpUrypamuioo s yOpaBieHUs pasMepoM M
KonruecTBoM (paitioB xxypHana. [To ymomdanuio «s307200 n50», rae:
- s — pa3mep xxypnaina (307200 Gaiir);
- n — KOJIM4ecTBO (haijIoB KypHala, KOTopbie OyayT coxpanensl (50);
-MIN UID — muHuManbHbid UID nonb3oBaTens A OTIPAaBKU OINOBEILECHUN.
Cnyx06a omnoenieHusi (integrity-notifier) untaer cBexue COOOIICHUS M3 OKHA U
OTIOBENIAET COOTBETCTBYIOIIMX MOJIb30BaTEIEH MOCPEACTBOM KOMAH/bI write.
CooOmienre, KOTOpPO€ OTMPABISETCS TOJIB30BATENI0, HAcTpawBaeTcs B (Qailie
/etc/integrity/message. DTO JODKEH OBITH IIA0JIOH printf ¢ KOJIHUYECTBOM

CTPOKOBBIX apryMEHTOB He Ooiiee IByX WTYK. [lo yMomuaHuio Hcnob3yeTcs CTpoKa:

You have attempted to run a damaged file: %s (%s)
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Kondurypanmonnsiii ¢aitn /etc/integrity/also COCTOUT U3 HaOOpa UMEH TeX
M0JIb30BAaTEJICH, KOTOPHIX HYXHO OIOBEHIATh O KaXJOM COOBITUM INTEGRITY DATA.
[To ymomyanuto 3TOT (paits mycToil (B HEM 3amucaH aIMUHUCTpATOp (root)).

[IpeaycMoTpeHa mnporpamma Jisi OTIPAaBKM OMOBEHIEHUI Ha pabouyuil cTton —
/usr/bin/integrity-notifier. OHa UCHOJIB3YET KOMAHAY notify-send.

Tekcr 3aroyioBka U COOOIICHHS IJIsi ONOBELIEHUWH Ha paboOuyuil CTOJ 3adaeTcs B
¢aiine /etc/integrity/desktop message (puc.40).

MoryT ObITh U ApyTHE CIIYy>KObI OMOBEIIECHHUSI MOJB30BATEIBCKOTO YPOBHS, TaKXkKe

qUTaIoNMe cooommenns u3 daina /var/log/integrityd/current.

You have attempted to run a damaged file

"fusr/libexec/ping/ping" ("bash")

Puc. 40 — OnioBenienre nojab30BaTENs

3.6.3.3. HacTpoiika KOHTpPOJIS LIETOCTHOCTH
Jlis HACTpOMKHM KOHTPOJSI LEIOCTHOCTH HEOOXOJUMO BBINOJHUTH CIEAYIOLIUE
JIICUCTBUS:
1) u3MeHuTHh mapameTpbl MOHTUPOBaHHUS (aioBoil cucteMsl. i 3TOrO Ciemyer
BBICTaBUTh NapaMeTp iversion Ha BCeX 3amucix B (ailie /etc/fstab

OTHOCSIIIMXCA K MECTaM, TJie MOTYT ObITh UCTIONHSAEMbIC (Dailyibl:

# vim /etc/fstab
UUID=c7834d14-d0f0-4d70-94f5-f1ce09fdal0c / extd relatime, iversion 1 1
UUID=16b090bf-8b7a-4e69-8df6-6a4374£3d550 /home extd4 noexec,nosuid,relatime,iversion 1 2

2) HaCTPOUTh KOHTPOJIb 1eJOCTHOCTH. JKenaemblil anroputM xemupoBanus (SHA
unn 'OCT) MoxHO BbIOpaTh B (aiyie /etc/integrity/config. Tam xe
MOoXHO BKJIIOUMTH EVM B nononnenue xk IMA. [l u3MeHEeHUs ajlropuTrma
XEIIMPOBAHUST HEOOXOAMMO H3MEHUTh 3HAYCHHE MEePEMEHHOM HASH ALGO B
daiine /etc/integrity/config, HaIpUMeEp, 3aMEHUTh HASH ALGO="sha512"

Ha HASH ALGO="streebogb5l2".
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Ecim  HeoOxommmo  BBIMONMHUTH  aktmBamuioo  EVM, 10  cmemyer
PacCKOMEHTHUPOBATh CTPOKY: #WITH EVM=yes

3) 3anyCcTUTh  WHULNMAIM3ALMIO  TOACUCTEM  KOHTPOJIA  IEJOCTHOCTH B
ABTOMATUYECKOM PEXKUME:
# integrity-applier --auto
byner 3amymien mepBwiii Tan uHUnManu3anuu noacucreMsl IMA/EVM, 3atem
cucteMa OyJnieT nepesarpykeHa u OyAeT 3alyllieH BTOPOM ATal WHUIMAIN3alun
IMA/EVM, mnocne 3aBepiieHdss KOTOPOTO CHUCTEMa OyIeT Imepe3amyleHa eIne
pas.

IT puMcdYaHHUC. Ecau ecth HGO6XOI[I/IMOCTB MCKAY OSTallaMHd HHHIHAJIN3al0nU
CUCTCMBI KOHTPOJIA HCJIOCTHOCTH BBINIOJHUTD KaKue-JI100 ,HCP'ICTBHH, MOJKHO 3aIlyCTHUTDb

HMHUIHUAJIN3alluI0 B IBa JTalla. I[HH 3allyCKa IICPBOI'0 3Talla BBIIIOJIHUTC KOMAaHAY:
# integrity-applier -i

[Tocne BBIMOMHEHUS TAHHOW KOMaH/IbI CUCTeMa OyJIeT mepe3arpykeHa.
[Tocne nepe3arpy3Kku CUCTEMBI CIIEAYET BBINOJHUTh aBTOPU3ALMIO B TEPMUHATIE U
NOJIYYUTh TIIpaBa CyNEpHoJib3oBaTens (root) M 3alMyCTUTh BTOPOM 3Tal

nHuIanu3anuu nojacucteMsl IMA/EVM, BBINOJHUB KOMaHY:
# integrity-applier -sv

B pesynbrare BBINIOTHEHUS JAaHHOMW KOMAaH[bI, cucTeMa OyAeT Iepe3arpyxeHa
enle pas;

4) mocne mepe3arpy3kud CUCTEMbl BOMTH B CHUCTEMY M MPOBEPUTH MapameTphl
KOMaHJHOM CTPOKH siapa:

# cat /proc/cmdline
BOOT IMAGE=/boot/vmlinuz root=UUID=19124d73-ad8b-4b83-ba28-

350312alb7f7 ro panic=30 init on free=1 loglevel=3 splash
lsm=integrity quiet ima hash=streebogb5l2 ima appraise=enforce

B KOMaHJIHOU CTPOKE sapa JOJIKEH MIPUCYTCTBOBATH napamMeTp
ima appraise=enforce — CHCTEMa HaXOOUTCSI B PECKUME OLCHKH KOHTPOJIA
LEJIOCTHOCTH;

5) no0aBUTH B aBTO3Arpy3Ky U BKIIOUUTH CITY>KOBI:

# systemctl enable --now integrity-scanner.service integrity-
notifier.service ima-check.service

Cucrema Oynet paboTaTh ¢ BKIIFOUEHHBIM KOHTPOJIEM HCIIOTHIEMBIX (halJIoB.
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[lepen 3amyckoM mporpaMMbl CHCTEMa MpOBEpsieT Xem-odpa3 Qaitna ¢
COXpaHEHHBIM 3Ha4eHHEeM. Eciii 00pasbl He COBMAAIOT, TO JIF00OU JOCTYII K ATOMY (aitmy
OyzeT OTKIIOHEH ¢ omuOKoi «OTKa3aHO B JOCTYIIE.

[Ilpumeganue. JlobaBieHne ONIMKM MOHTHUPOBAHHS iversion ITO3BOJISET
ontumusupoBath IMA: xem Qaitna Oyner mepecuuThIBaTbCS TOJBKO TOT/A, KOI/Ia OH
(aKTUYEeCKU U3MEHSIETCS, a HEe KK bl pa3, korja ¢aiia OTKpbIBAETCA.

[Ipumeuvanue. [IpoBepuTh HaTU4Ke MaApKUPOBKHU y ¢aiia MOKHO, BBITTOJIHUB

KOMaHIIy:
# getfattr -m - -d /usr/bin/ping
getfattr: Removing leading '/' from absolute path names
# file: usr/bin/ping
security.ima=0sAwIT1fpL+wCANOWZZTZnDBbNJDysg7B3R5jlorvmEFyk2FpfwOF
YPBiTZRwUUAARPLD+pOJouUTULKIf0JGppJr8y7uw6EpFbkkgBy4HzdFYgPfI1TeD
n/jJtuXFoNnxxwlLLm5d2Ag6UthfdI1rHIWCYLy+/0oDCo/b5I3SammkhBuzK04z7j1

s/k=

Crtpoka security.ima=. .. CBHAETEIBCTBYET O TOM, YTO (haii;1 MApKUPOBAH.
Ilpumep napywenus yerocmHocmu

Br16paTh iporpamMmy, IpOBEPHUTH €€ 3aITyCK.

N3MeHUTh HENOCTHOCTh MPOrPAMMBIL:

cat >/usr/bin/nporpamma

HarpuMep:

# ping --h

N3MEHUTH 1IEOCTHOCTD MPOrPAMMBI:

# cp /usr/bin/ping /usr/bin/pingl
# /usr/bin/pingl -h

B JKYPHAJIC 3aIIMCH, CBA3AHHBIC C HAPYIICHUEM LEJIOCTHOCTH MOKHO ITPOCMOTPCTH
KOMAaH/IOM:

# journalctl -r | grep INTEGRITY DATA

[Ipumep BbIBOJA:

mion 03 12:51:55 host-122 audit[6095]: INTEGRITY DATA pid=6095
uid=0 auid=0 ses=1 op=appraise data cause=IMA-signature-required
comm="bash" name="/usr/bin/pingl" dev="sda2" ino=1992485 res=0 errno=0

B ciyyae BbIsiBI€HMSI HapylleHUs] LEIOCTHOCTH mpu 3arpy3ke OC BBIBOJMUTCS

BHU3YyaJIbHOE OTIOBEIIEHUE C 00s13aTeILHBIM MOATBEPKICHUEM JanbHew el 3arpy3ku OC.
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Ecnu akTHBHpOBaH OJHOMONB30BATENbCKUNA peXuM (cM. 1. 3.6.2.3) cucrema Oyzaer

3arpy’KaTbCs € 3alIpOCOM ITapPOJIid CYIICPIIOIB30BaATCIIA:

login [root]:
Password:

[Topsanok BoccTaHOBJICHUS CM. B 11. 3.6.3.4.

3.6.3.4. BoccranoBieHue pabOTHI 1IEIOCTHOCTH cucteMbl ¢ IMA/EVM

J1J1st BocCTaHOBIIEHUS PaOOTHI CHCTEMBI HEOOXOAMMO:

1) 3arpy3uth cucTeMy C ima appraise=fix — B (ailie /boot/boot.conf B
3HAQUEHUU NMEPEMEHHONW CMDLINE U3MEHUTh 3HAUCHUE MapamMeTpa 3arpy3Ku sjpa
ima appraise. Ilepe3arpysurs OC;

2) Boittu B OC u OoT agMUHHUCTpaTopa (root) BHIMIOJIHUTH KOMaHAy MPOCMOTpa JioTa

ayIuTa U HAWTU HApyLIEHNE LIEJOCTHOCTH, HAIIPUMED:

# cat /var/log/integrityd/current
@400000006735d1£72c026d14 nHos 14 13:33:17 host-191 audit[3447]:
INTEGRITY DATA pid=3447 wuid=0 auid=500 ses=1 op=appraise data

cause=invalid-signature comm="bash"
name="/usr/libexec/ping/ping" dev="sda2" ino=546186 res=0
errno=0

3) BoccTaHOBUTH (aili ¢ HApYIIEHHOW IIEJIOCTHOCTBIO — 3aMEHUTh Ha

ATaJIOH/TIEPEYCTAHOBUTH;

4) mocJie BBIMOJHEHUS HACTPOCK W BOCCTAHOBJIECHUSI TOBPEKICHUS 3alyCTUTh
WHUITMATIA3AIUI0 CUCTEMbI KOHTPOJa 1enoctHocth IMA/EVM — BBIIOTHUTH
mar 4) n. 3.6.3.3.

[Ipumeuanue. llpu axkTUBalMKM OJHOIOJIB30BATEIBCKOTO pPEXUMa OyaeT

OCYILIECTBIISIETCS YETBIPE MEPE3Arpy3KH, HUYETO HE BBOJUTH IIPH 3aIPOCE:

login [root]:

AN

HeoOxomumo nokaatrbest 3aBepuieHHs] pabOThl KOMaH/bI, BBIIIOJHEHHUE MOXKET
3aHATH JIOBOJBHO MPOJOJDKUTENbHOE BpeMs (MOAMHUCHIBAOTCA Bce  (paiiibl
CUCTEMBI).
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3.6.3.5. O6noBnenue cucrembl ¢ IMA/EVM

J171s1 OOHOBJIEHHSI CUCTEMBI HEOOXOANMO:

1) 3arpy3uth cuUCTEMYy C ima appraise=fix — B (ailie /boot/boot.conf B
3HAUCHUH TIEPEMEHHON CMDLINE U3MEHHUTh 3HAYCHHUE MapaMeTpa 3arpy3ku sijapa
ima appraise. [lepe3arpy3utrs OC;

2) OOHOBUTH CHCTEMY JI0 AKTyaJIbHOTO COCTOSIHHS B COOTBETCTBHH C JIOKYMEHTOM
«PykoBonictBO anmunuctparopa. JIKHB.11102-01 90 01»;

3) 3anmycTuTh WHULHATA3AIUIO MOJICUCTEM KOHTPOJIS
I[EJIOCTHOCTH (TIepernoAnucaTrb)  aBTOMaTH4YeCKM WIM B JBa  JTama
(cm. 1. 3.6.3.3).

Io 3aBepiIeHNHN yKa3aHHBIX HACTPOEK cUcTeMa OyleT nepe3anyuieHa.
3.6.4. IIpoBepka xemien yCTaHOBJIEHHBIX MTAKETOB rpm
3.6.4.1. Ytunura verify-checksums

VYrunura verify-checksums npennasznadena aJig NpoBEPKU YCTAaHOBJICHHBIX MTAKETOB

rpm.
CunTtakcuc:

verify-checksums [-h] [-f] [--dir <kaTanor>] [--alg <axropurm>] [--R <xaTajor>]
Oniuu:

1) -h, --help — MOKa3aTh CIPaBOYHOE COOOIIICHNUE W BHINTH;

2) -f, —-files — oTOOpaxaTh (PaitiIbl C MOBPEKIECHHBIM XEIIIEM;

3) --dir <path/to/catalog> — KaraJyor, coaepxkamuii Gaiibl . chksum. Onuus
MOJKET OBITh yKa3aHa HeCKOJBKO pa3, I YKa3aHHs HECKOIBKHUX KaTallOToB;

4) --alg <anropuTm> — QITOPUTM JJis xemra. BoamoxHbie 3HaueHus: sha256sum,
gost12sum (o ymon4yanuto), mdSsum,;

5) --R <path/to/rescue> — CMOHTUPOBAaHHbIA NyTh BOCCTAHOBJIECHUS C 0a3oi
naHHbix RPM u daiinamu . chksum (Karajior BOCCTaHOBJIEHUS Al 00pabOTKU
¢aiinoB). Ommusi --R HE MOXET HCIOJb30BaThCS OJHOBPEMEHHO C OIIHUEH
--dir. B ommmm --R HEIB3sT HMCMOJIB30BaTh OOJBIIE YEM OJIMH ApPTYMEHT.

Onmust --R MOXET OBITh YKa3aHa TOJBKO OJUH pas3.
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Jlig 3amycka YTHJIMTBI € HeoOXOOuMO yKaszaTh IyTh K Karajory (/chksum),
cogepxauiemMy (Qaisiel B ¢opmare .chksum. OTH (Qailsibl JTOJDKHBI  COJAEPIKATh
UH(GOPMAIIMIO U3 UCXOJHBIX MMAKETOB Ipm.

[TogaitioBele OTYETHI MMOJACYETA KOHTPOJIBHBIX CYMM HEU3MEHSEMBIX (ailiioB
OUCTPUOYTUBA MPEACTABIECHbl HAa YCTAHOBOYHOM KOMIIAKT-IUCKE Ka)J0ro BapHUaHTa
VCIIOJIHEHUSI COOTBETCTBYIOLIEH ITPOLIECCOPHOM apXUTEKTYpPbl B KOPHEBOM JUPEKTOPUHU
/chksum.

JUia ycriemHOW IpoBepKu (ailioB mporpamma J0JKHA 3allyCKaTbCs C MpaBaMu
CYIIEpIIOIb30BATEIA.

Bo Bpems BBITTOTHEHUS POTPAMMBI CO3AAKOTCS:

checksum-verification — KaTrajor, COAEPk AN PE3yIbTaThl BBIIIOJIHEHUS;

report-rpm-found — (aii, coaepKalui CIIUCOK HalJIEHHBIX MAKEeTOB;
- report-rpm-not-found — (ai, coaepKaniui CIMCOK He HAalWCHHBIX MaKETOB;

report-files-check-ok — (aily, coepKalinii CIUCOK YCIEIIHO NPOBEPEHHBIX

ELF-daiinos;

- report-files-check-error — (hais, colepKalluil CIHCOK HENPOBEPEHHBIX
ELF-¢aiinos;

- log — KypHaJI pabOThl yTUJIUTHI.

[Ipumepsr:

- BBITIOJTHUTH MIPOBEPKY MOTMHHOCTH (aitsioB OC:

# verify-checksums --dir /media/ALTLinux/chksum/

S3amaeM OUMPEKTOPUM IOJIA IPOBEPKM:

'/media/ALTLinux/chksum/"

CosmaeM mupekTopuio: /root/checksum-verification

Processing: /media/ALTLinux/chksum/main.chksum (PACKAGES: 2547 |FILES: 4780) :

**KonMuecTBO NPOBEPEHHEIX I1aKeToB: 658*%

OrueT: /root/checksum-verification/report-rpm-found
**KoJIMUeCcTBO OTCYTCTBYKIMX MIakeToB: 1889**

OrueT: /root/checksum-verification/report-rpm-not-found

**0bumee KOJIMUECTBO INPOBEPEHHEIX HeU3MeHaeMblx ¢Qanyos: 4780**
OtueT: /root/checksum-verification/report-files-check-ok
**KOoJIMUeCTBO HEeM3MeHHIeMbIX GQaMJIOB C HAapPYWEeHHOM LeJIOCTHOCThI: 0**
OrueT: /root/checksum-verification/report-files-check-error

[l[poBepka BaBepumMIach YCIIEMHO
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- BBITIOJIHUTH IPOBEPKY U OTOOPA3UTh (PAiiibl C HOBPEKACHHBIM XEIIEM:

# verify-checksums --dir /media/ALTLinux/chksum/ -f

B3amaeM OMPEKTOPUM IOJIS [NPOBEPKM:

'/media/ALTLinux/chksum/"

Cosmaem nupekTopuioo: /root/checksum-verification

Processing: /media/ALTLinux/chksum/main.chksum (PACKAGES: 2547|FILES:
4780) :

KonmuecTBO NPOBEPEeHHHIX NakeToB: 658

Oruer: /root/checksum-verification/report-rpm-found
KommuecTBO OTCyTCTBYHIMX IakeToB: 1889

Oruer: /root/checksum-verification/report-rpm-not-found
Obfllee KOJNMUECTBO I[IPOBEPEeHHHX HeusMeHseMux Gamnios: 4780
Oruer: /root/checksum-verification/report-files-check-ok
KonmmuecTBO HeM3MeHIeMBIX (GaljioB C HAPYUEHHOM LeJIOCTHOCTbI: 1
OTtuer: /root/checksum-verification/report-files-check-error

[lpoBepKa BaBepumsach yCIEmHO
®alsiel C HAPYWEHHOM LEJOCTHOCTHIO:
/usr/lib/nagios/plugins/check ping

- BBITIOJTHUTH IIPOBEPKY, UCIIOIB3YS allropuT™M mdSsum:
# verify-checksums --dir /media/ALTLinux/chksum/ --alg md5sum
3.6.4.2. Yrunura alt-chksum
VYTunurta alt-chksum mpoBepsieT KOHTpOJIbHBIE CyMMBbI — (pailioB, BbI3bIBas
verify-checksums.

CuHTaKCHUC:

alt-chksum <command>

Bo3moskHbIE KOMaHBI YTHIIUTHI alt-chksum MpeICTaBIECHbI B TAOIUIIE 2.



135

JIKHB.11102-01 99 01

Ta6nuna 2 —Komanasl yrunutsl alt-chksum

Komanna

[TapameTpsl

alt-chksum
https://..]

url [\? | <n> |

- \? — 0TOOpa3uTh MpeaBAPUTEILHO HACTPOCHHBIN
npoHymepoBanHblidi Habop URL-anpecos;

- <n>— BeIOpaTh URL-aapec ¢ ykazaHHbIM
HOMEPOM;

- https:// — BbIOpaTh YKa3aHHbIN
(monwp3oBarensckuii) URL-anpec

alt-chksum

add \? | <branch>

- \? — 0TOOpa3UTh CIHUCOK BETOK, TOCTYITHBIX JJIsI
BbeIOpanHoro URL;

- <branch> — 3arpy3UTh U U3BJIEYb BETKY C
YKa3aHHBIM UMEHEM

alt-chksum

show \? | <branch>

- \? — BBIBECTH CIIMCOK BETOK, KOTOPbIE B JJAHHBIN
MOMEHT IIPOBEPEHBI;

- <branch> — 0TOOPa3UTh MOJIPOOHYIO
UH(OPMALIUIO O BETKE

alt-chksum

log \? | <branch>

- \ 2 — BBIBECTH CIIUCOK TEKYILIUX U3BICUEHHbIX
BETOK;

- <branch> — 0TOOPa3UTh XKypHaJI yKa3aHHON
BETKHU

alt-chksum

del \? | <branch>

-\?— NEPCUNCIUTD TCKYIIHUEC U3BJICYCHHBIC BCTKU,
- <branch> — YIQJIUTh JJOKAJIbHYIO KOIINIO BETKH

alt-chksum

update [\? | <branch>]

- \? — IEPEYHCIIUTD TEKYIINE U3BJICUYCHHBIC BETKHU;

- <branch> — 3arpy3uTh OOHOBIICHUS JIJIsI
YKa3aHHOW BETKH;

- 0e3 mapamMeTpoB — 3arpy3UTh OOHOBJICHUS JIJIS
BCEX TGKYHH/IX MN3BJICUCHHBIX BCTOK

alt-chksum

validate [ \? | <branch>]

- \ ? — [IEPEYUCIIUTD TEKYILIHE U3BIICUCHHbBIC BETBY;

- <branch> — IPOBEPUTH MOANUCH JaHHOW BETBY;

- 6€3 mapamMeTpoB — MIPOBEPUTH MOAMHKCH JJIsT BCEX
TEKYIIMX U3BJICYEHHBIX BETBEU

alt-chksum

verify [mapameTpsr]

- TIPOBEPUTH KOHTPOJILHBIC CyMMEI. Bee mapameTpbl
nepenatorcs B ckpunt verify-checksums(1)

alt-chksum

keys [\?]

- \? — 0TOOpa3uTh META/JaHHbIE JOCTYITHBIX
OTKPBITBIX KJIFOUEH;

- 0e3 mapaMeTpoB — BBIBECTH JIAHHbBIE KJIFOUEH KaK
€CThb

alt-chksum

init [path/to/dir..]

-path/to/dir... — MHUIMAJIU3UPYET YKA3aHHBII
KaTaJIorT JUIsl JaHHBIX KOHTPOJIbHOU cyMMBl. Ecin
KaTaJIoT He yKa3aH, MHUIUAJTU3UPYET TeKYIIHi
KaTajuor

alt-chksum

help [<xomaHnma>]

Ilo3BoseT BRIBECTH CITpaBKy 110 KOMaHAC

alt-chksum

version

Ilo3Bos€T BBIBECTH BCPCUIO YTUJIUTHI
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IIpumepsr:

- OTOOpa3uTh  MPEABAPUTENBHO  HACTPOEHHBI  MPOHYMEPOBAaHHBIM  HaOOp

URL-anpecos:
# alt-chksum url \?
1) https://checksum.altsp.su/alt-checksum/checksums.git

- 0TOOpa3UTh CIUCOK BETOK it BeiOpanHoro URL:

# alt-chksum add \?
base

cl0f2/aarch64
cl0f2/noarch
cl0f2/x86 64
cl0f2/x86 64-1586
cl0f2 e2k/e2kvd
cl0f2 e2k/e2kvb6
cl0f2 e2k/noarch

- 100aBUTH KOHTPOJIbHBIE CyMMBI, Haripumep, ¢c10f2 e2k/e2kv4:

# alt-chksum add cl0f2 e2k/e2kv4

- IPOCMOTPCTH CIIMCOK BCTOK, KOTOPLIC B II&HHBIIZ MOMCHT ITPOBCPCHBI:

# alt-chksum show \?
cl0f2 e2k/e2kvd

- IPOBCPUTH KOHTPOJIbHBIC CYMMBI:
# alt-chksum verify

**KOoNMMUeCTBO IIPOBEPEHHEIX IaKeToB: 1443*%*

OtueT: /root/checksum-verification/report-rpm-found
**KONMMUecTBO OTCYTCTBYIIMX IakeToB: 1386**

Oruyer: /root/checksum-verification/report-rpm-not-found

**0Obuee KOJIMUECTBO IIPOBEPEHHEIX HeU3MeHsAeMHX Ganjor: 12958**
Oruyer: /root/checksum-verification/report-files-check-ok
**KOoJIMUeCTBO Heu3MeHIeMHX (alJioB C HapyUeHHOM LeJIOCTHOCTBhIo: (0**
Otuer: /root/checksum-verification/report-files-check-error
[l[poBepka 3aBepmmiiach YCIEIHO

3.6.5. UnTerpanus Icinga
Hapymienne KOHTpoOJsI TE€IOCTHOCTH CHUCTEeMbl (ukcupyercs nagwad.service
(cm. moapasnen «HacTpoiika cHCTEMBbI CHTHAJIM3AlMM HAa OCHOBE icinga» B JIOKYMEHTE

«PyxoBoactBo anmunuctparopa. JIKHB.11102-01 90 01»).
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3.7. CpencTBa pe3epBHOTO KOMUPOBAHUS

3.7.1. Pe3epBHOE KOMUPOBAHKE MTPU TOMOILIY YTHIIUTHI rSync
3.7.1.1. O0uue cBeneHus
Rsync (anrn. Remote Synchronization) — mnporpamma, KOTOpas BBIIOJHSET
CUHXPOHU3AIMIO (PailIoB M KaTaJOTOB B JBYX MECTaX ¢ MUHHUMH3MpPOBaHHEM Tpaduka,
UCIOJIb3YsSI KOJAMPOBAHUE JAHHBIX MPU HEOOXOAMMOCTU. BaKHBIM OTIMYMEM rSync OT
MHOTUX  JpPYrMX [pOTrpaMM/TIPOTOKOJIOB  SIBJISIETCS  TO, 4YTO  3€pKaJIMpOBaHUE
OCYIIECTBISICTCS OJHUM TIOTOKOM B Ka)JOM HampaBlieHUU (2 HE MO OAHOMY WIIU
HECKOJIbKO MTOTOKOB Ha KaXK/IbIH (haiin).
Rsync MokeT KOmMpoBaTh WM OTOOpaKaTh COACPKUMOE KaTajlora U KOIMHPOBATh
(aiiiibl, ONMIIMOHATFHO UCIIOJNIB3YS CKATHE U PEKYPCHIO.
YTunura rsync MCHOJB3YyeT HPOTOKOJ YyAaJeHHOro oOHOBIEHHs (remote-update
protocol) /Ui 3HAYUTETHFHOTO YCKOPEHHS Tepeaadn (aityioB, KOTOPBIE YK€ CYIIECTBYIOT B
MecTe Ha3HaueHHs. briarojgapss 3TOMy HPOTOKOIY ISync TMepelaeT TOJIBKO pa3inyus
MeXxay IByMsl Habopamu (hailJloB uepe3 CeTeBOE COEIMHEHUE, UCTOb3Ys 3((HEKTUBHBIN
QITOPUTM TIOMCKA KOHTPOIBHBIX CYMM.
JlomoJIHUTEIbHBIE 0COOCHHOCTH TSyNC:
- TMOAAEPX KA KOMUPOBAHUS CCBUIOK, (DaliJIOB YCTPOMCTB, pa3pellieHUd U aTpuOyTOB
BJIQ/ICIIbIIA U TPYIIIIGI,

- mapaMmeTpsl uckirouenus mytei exclude u exclude-from,;

- MOXET TPO3pavyHO HCIOJb30BaTh JIOOYI0 O0O0JOUYKY YAAIEHHOTO JOCTYTa,
BKJIFOuad rsh mim ssh;

- HE HYXJaeTcs B MPUBWIETHIX CYNEPIOIb30BaTeNs root;

- HUCIOJNIB3YeTCs KOHBEHepr3anus nepenadn Gpaiyion s yMEHBIICHUS 3a1€PIKEK;

- TMOJAJEep>KKa aHOHMMHOI'O CEepBepa Irsync WM cepBepa rsync ¢ ayTeHTU(HUKaIei

(MmeanbHO AJIS 3ePKATHUPOBAHUS).
Cy1iiecTByeT BOceMb CIIOCOOOB MCIOJIb30BAHUS ISYNC:

- JIOKaJbHOE KOMHMpOBaHUE (DailyioB;
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KOIMUPOBAHUE JIOKAIBHBIX (DAilIoOB HA yMaJEHHBIN XOCT, UCIIONB3YS MPOTPAMMY
yIJICHHOW 000JI0UKH B KaueCTBE TpaHCIopTa (Hanpumep, rsh unu ssh);
KOITMPOBAHUE C YAAJEHHOTO XOCTa B JIOKaJIbHBIC (haiiiIbl, HCIIONB3Ys MPOTPAMMY
yAaJaeHHON 000JI0UKY;

KOITMPOBAHUE C YAAJEHHOTO ISync-cepBepa B JTOKaIbHbIC (DalIbL;

KOIUPOBAHUE JIOKATBHBIX (haiiIOB HA yIAJICHHBIN Sync-cepBep;

KOIMUPOBAHUE C YJAJICHHOW MAIMHBI C HUCIOJIh30BAHUEM YIAICHHOW 00OJOUYKH
KakK TpaHCIIOPTa U yJAJICHHOTO ISync-cepBepa;

KOIUPOBAaHUE C JIOKAIbHOW MAIIMHBl HAa YyAAJEHHYI0 C HCIIOJIh30BAaHUEM
yIaJleHHOM 000JIOYKHM KaK TPAHCIIOPTa U YAAJIEHHOTO ISync-cepBepa;

MOJIy4eHHUE CIHUCKa (DailJIoB HA yJaJI€HHOW MAaIlIUHE.

Bo Bcex ciygasix (kpome 3ampoca crvcka GpaiaoB) Kak MUHUMYM OAUH IyTh (JInOO

ucxonubiit SRC, mu6o koneunsiit DEST) nomkeH ObITh JIOKaJTbHBIM.

Rsync nomkHa OBITH yCTaHOBJIEHA Ha OOOMX XOCTax, KOTOPHIE BOBJICUCHBI B

OIICpAalUIO KOIIUPOBAHMU.

CHUHTaKCHUC:

rsync [OPTION]... SRC [SRC]... DEST

OCHOBHBIE ONIINH:

1) -n He co3maBaTh gouepHuUii nporecc. s 3amycka u3 inittab;

2) -v, --verbose YBEJIMYHUTh YPOBEHb MOJIPOOHOCTEM;

3) -g, -—quiet YMEHBUIUTh YPOBEHb MOAPOOHOCTEN;

4) -c, --checksum IPOBEPSITh KOHTPOJIbHBIE CYMMBI;

5) -a, -—archive apXUBHBIA PEKUM, SKBUBAJICHT JIJIs —r1ptgoD;

6) -r, --recursive peKypCUBHO BXOJIUTb B MOJKATAJIOIH;

7) -R, --relative HUCHOJB30BaTh OTHOCUTEJIbHbBIC TYTH;

8) -b, --backup C03/1aBaTh PE3EPBHYIO KOIHIO;

9) --backup-dir co3aBaTh PE3EPBHYIO KOMHIO B TOM KaTaJore;

10) --suffix=SUFFIX cypduKc sl pe3epBHON Komuu (0 yMOJYaHUIO ~ B

OTCYTCTBUE —-backup-dir);
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11) —u, --update TOJIBKO OOHOBJIEHUE (HE TIepENUChIBacT O0Jee HOBbIE (haIIbI);

12) -1, --1inks KOMMMPOBATH CUMBOJIbHBIE CCHIIIKA KaK CUMBOJIBHBIE CCBHUIKU;

13) -H, -—hard-1inks COXpaHATh KECTKUE CCHUIKH;

14) -p, --perms COXpaHATb Pa3peIICHHUS;

15) -0, ——owner COXpaHAThH BiIaeJbIIa (TOJBKO root);

16) -g, —~—group COXpaHATh TPyMIY;

17) -D, -—devices coxpaHsATh (Paitabl yCTPOUCTB (TOJBKO 100t);

18) -t, ——times COXpaHATh BPEMS;

19) -X, --xattrs COXpaHSAIOT paCHIUPEHHbIC aTPUOYTHI,

20) --existing OOHOBUTH TOJBKO T€ (DAIIbI, KOTOPHIE YIKE CYIIECTBYIOT;

21)--ignore-existing MpomycKaTh T€ (pailyibl, KOTOpHIE YK€ CYIIECTBYIOT Ha
IIPUEMHOU CTOPOHE;

22) --delete ynansTh (ailsibl, KOTOPBIX HET HA MEpEJAIOIIei CTOPOHE;

23) --delete-excluded Takke yHalsaTh Te ¢ailibl, KOTOPHIE HCKIIOUYEHBI W3
CITUCKA KOTTMPOBAHUS;

24) -z, -—compress C)KUMaTh MTOTOK MEepeay JaHHBIX;

25) --exclude=PATTERN HCKJIOYUTH (Dailsibl, COOTBETCTBYIOLIME IIAOJIOHY
PATTERN;

26) --exclude-from=FILE Ma0J0OHBI UCKIIIOUEHHS OpaTh U3 (aiiya FILE;

27)-h, -—help MOKa3aTh MOMOIIIb.

Hactpoutrh pe3epBHOE KONMMPOBAHWE TMPU TMOMOIIM 1Sync (C COXpaHEHHEM

aTpuOyTOB (paiiiIo0B) MOXKHO JUIs (PalIOBBIX cUCTEM THNa ext3-4, xfs.
[Ipumepsr:

1. KomupoBanue Bcex Qailnbl peKypcUBHO M3 KaTajora src/bar B KaTajor
/data/tmp/bar. Ilepemada ¢halaoB MNPOUCXOAUT B «APXUBHOMY» PEKUME, KOTOPBIH
rapaHTUPYEeT COXpAaHEHHE CHUMBOJBHBIX CCBUIOK, (aillIoB-yCTpOMCTB, aTpuOyTOB,
paspemieHuii U T. 1. Kpome TOro, mcnonb3yercss cxarue sl yMEHbIIEHUS oObema

HCIIOCPCACTBCHHO IICPCAABACMBIX JdHHBIX!
rsync -avz src/bar /data/tmp
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2. KonnpoBanue Bcex (ailioB Mo 1MIA0JIOHY *.c M3 TEKYILEro Karajora B KaTajor
SIC, €CIM Kakou-mmbo u3 (QailioB YK€ CYIIECTBYET, ISync MCIOIB3YET MPOTOKOI

YAAJICHHOTO OOHOBJICHUS It IIepeaadn TOJIbBKO paSHH‘{Hﬁ:
rsync *.c src/

3.7.2. IIpumMep HaCTPOMKH CUCTEMBI PE3EPBHOIO KONTMPOBAHUS TaHHBIX

B kadecTBe nmpumepa HaCTPOUM JIOKAJIbHOE PE3EPBHOE KOMMPOBAHUE COJIEPKUMOTO
Nankd /home, WCKIIOYash BpeMEHHble (ailnbl. Pe3epBHOE KomHMpoBaHHME IOKHO OBITh
MHKPEMEHTAIBHBIM, KOnUM cTapiie 30 AHEW pU 3TOM JOJIKHBI yIAISThCS.

Jlis  HACTpOMKM CHCTEMBI PE3EPBHOIO KOMHPOBAHUS JAHHBIX HEOOXOIMMO
BBITNIOJIHUTH CIEAYIOLIUE NEHCTBUSA:

1)coznate @aitn /etc/backup.lst €O CIHCKOM KaTajioroB ISl PE3EPBHOTO

KOMHUPOBaHUS (OJMH KaTaJOT B OJTHOM CTPOKE):

# touch /etc/backup.lst
# echo "/home">> /etc/backup.lst

2) co3nath (aitnn /etc/backup-exclude.lst ¢ MAaCKaMH MPOITyCKaeMbIX (haiijioB:

# touch /etc/backup-exclude.lst
# echo "*.tmp">> /etc/backup-exclude.lst
# echo "~*">> /etc/backup-exclude.lst

3) co3aaTh KaTayuor AJisi pe3epBHBIX KONUN /var/backup:
# mkdir /var/backup

4) co3nathb CKPHIIT TUISL WHKPEMEHTAJILHOTO apXUBUPOBAHUS

/usr/share/backup.sh CO CICAYIONAM COJIECPKUMBIM:

#!/bin/sh
# HacTpolky NepeMeHHHX CKPpUITa
BACKUPLIST=/etc/backup.lst
EXCLUDES=/etc/backup-exclude.lst
ARCHIVEROOT=/var/backup
# Karanor, B KOTOPOM XPaHMTCHS TeKylas KONusa GanjioB
CURRENT=latest

# KaTaJ'IOI‘M, B KOTOPEIX XPaAaHATCHA pPEe3€PBHEBEIE KOIVMM 10 IOaTe apXrBa
DATEDIR=Date- "date +%F--%H-%M°

# Onumm, KOTOpPEE IepelalnTCHa rsync
OPTIONS="--force \

-—-ignore-errors \

--delete \

--delete-excluded \
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—-—exclude-from=SEXCLUDES \
--backup \
—agRSX"

export PATH=S$PATH:/bin:/usr/bin:/usr/local/bin
export LANG=ru RU.KOI8-R

# OYHKLUMS apXUBUPOBAHUS

do rsync ()

{

cat ${BACKUPLIST} | while read BACKUPDIR; do
rsync SOPTIONS $BACKUPDIR S$ARCHIVEROOT/S$CURRENT
done

}

# YmasieHye CTaphEXx PEe3EepPBHBEIX KOIMUMA

do clear()

{

find $ARCHIVEROOT/ -maxdepth 1 -name "Date-*" -mtime +30 -exec
rm -Rf {} \;

}

# CoxpaHeHMre CTapbX PEeSEPBHBEIX KONUM

do link()

{

cp --archive --link $ARCHIVEROOT/S$SCURRENT
$SARCHIVEROOT/$DATEDIR

}

if [ -f SEXCLUDES ]; then
if [ -d SBACKUPDIR ]; then
do rsync && do clear && do link
else
echo "He Halmen SBACKUPDIR"; exit
fi
else
echo "He Hawvzmen S$EXCLUDES"; exit
fi

5) no6GaBUTH IIpaBa Ha 3amyckK (aitny /usr/share/backup.sh:
# chmod +x /usr/share/backup.sh
Teneps, B ciiydae HEOOXOJAUMOCTH, MOXKHO B JIFOOOW MOMEHT CO37aTh PE3EPBHYIO
KOITHIO, 3aITyCTUB CKPMIT /usr/share/backup. sh:

# /usr/share/backup.sh
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B mamnke /var/backup OyaeT co3gaH HOBBIA KaTalor Date-2024-02-14--16-50
(Tekymias qata — TEKyIiee BpeMsi) C pe3epBHOM KOMHUEA.

Jlns  co3maHusl pe3epBHOM KOMUKM B aBTOMATHYECKOM pPEXHUME HEO0OXOIMMO
BBITIOJIHUTH CIICIYIOIINUE JCUCTBUSA:

1) co3naTth B /etc/systemd/system (pailll timebackup.service, CO CICAYIOIMIUM

COAEPKUMBIM:

[Unit]
Description=Timed run backup

[Service]
ExecStart=/usr/share/backup.sh

2)co3naTh B /etc/systemd/system ¢ailll timebackup.timer, CO CIEAYIOIIUM

COACPKUMBIM:

[Unit]
Description= run every day in 16:50:40

[Timer]
OnCalendar=16:50:40

[Install]
WantedBy=multi-user.target

3) nepeuntath KoHpuUrypamuwo Systemd:

# systemctl daemon-reload
4) BKJIIIOYUTH TaliMep B aBTO3arpy3Ky:

# systemctl enable timebackup.timer
5) 3amycTUTh Taimep:

# systemctl start timebackup.timer

PesepBHOE KommpoBaHue OyJeT BBIMOJIHATHCS exeaHeBHO B 16:50. byner cosnan
HOBBIM KaTaJor Date-2024-02-14--16-50 C pe3€pBHOM KOIHUEM.

[IpocMOTpETh CIIUCOK TaAMEPOB MOKHO KOMAHIOM:

# systemctl list-timers



143
JIKHB.11102-01 99 01

JIJ1st BOCCTAHOBJICHUS TAHHBIX TI0 COCTOSIHUIO HA OTPE/EICHHYIO JaTy HE0OX0aMMO
BBITIOJIHUTD CJICAYIOIINUE JICHCTBUS:

1) co3gaTh KaTanor AJjisi BOCCTAaHOBJICHUSI, HAIPUMED, /var/restore:
# mkdir /var/restore
2) BBINIOJIHUTH BOCCTAHOBIICHUE TAHHBIX

# rsync -rlptgoX /var/backup/Date-2024-02-14--16-50 /var/restore

JIy1st BBIOOPOYHOTO BOCCTAHOBJICHHSI OTACTHHBIX (halijIOB W KaTajaoroB (B IpHUMEpE
Gdain new.txt W3 JOMAIIHEro Karajora Iojb3oBarens testl) HeoOXoIMMO B Kartajore
/var/backup HAUTH PE3epBHYIO0 KOMHIO (aiia new.txt 3a HYXKHYIO JaTy U BBIIOJHHUTD

KOIIMPOBAHHC JAaHHBIX B KaTAJIOI' IIOJIb30BATCIIA testl:

# rsync -rlptgoX /var/backup/Date-2024-02-14--16-50/home/testl/

/new.txt /home/testl/new.txt

3.7.3. BoccTaHOBJIEHUE  MPOrPAMMHOTO  OOECIEUEHUS TMPU  BO3HUKHOBEHUU

HEILTAaTHBIX CUTYyaIui

B ciyyae HEMTATHOrO BBIKIIOYEHHS CHUCTEMbl IIPU IOCIEAYIOLIEH 3arpys3ke
MPOU3BOAMUTCS TMpOBEpKa (PailIOBBIX CHUCTEM, pPE3YNbTaTbl KOTOPOM JOCTYIHBI B
CHUCTEMHBIX KypHAJIaX.

Takxe MOKHO IIPOBECTH IIPOBEPKY cpencTBamMu KOHTPOJIS
1EeJ0CTHOCTH (cMm. 1. 3.6), B cilydae, €ciM MpOBEpKa MOKa3ana HapyLIEHUs LeJOCTHOCTH,
MPOU3BECTH BOCCTAHOBJICHHE MPOrPaMMHOTO oOOecrneueHusi (BKJIOYas MPOrpaMMHOE

oOecrieueHre CPeICTB 3aIIUThI) TPU MOMOIIU CPECTB PE3EPBHOTO KOMTUPOBAHMS.
3.8. CpenctBa ynpaBiaeHUs MPOTOKOIUPOBAHUEM COOBITHI

3.8.1. YmpaBneHue )xypHaIupOBaHUEM
3.8.1.1. Cucremnas ciyx06a syslogd

B OC Anpr CIl ¢yskuus 3anucu HHPOPMAIMA O CHUCTEMHBIX COOBITHUAX W
COOBITHUAX 0€30MacHOCTH oOecneunBaeTcs C MOMOIIbI0 CHUCTEMHOW ciy»Obl syslogd

(maxer rsyslogd).
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N B KayeCcTBE  OCHOBHOM  CIyXObl ~ IPOTOKOJUPOBAHUS  MCIOJb3YeTCs
systemd-journald (cm. m. 3.8.1.2).

Cpencta xypHanupoBanus B OC AnbT CII pyHKIHOHUPYIOT B COOTBETCTBUH CO
CJIEYIOIIHUM aITOPUTMOM:

- IporpaMMbl (MCTOYHHKM PETUCTPUPYEMBIX JIaHHBIX) (POPMHUPYIOT MPOCTHIE
TEKCTOBBIE COOOILIEHUS O MPOUCXOJAIIMX B HUX COOBITHAX M MEpPEearoT UX Ha
00paboTKy B AP0, MHULIUATIU3UPYS IPU 3TOM CUCTEMHBIN BBI30B;

-cucteMHas ciyx0a syslogd cpaBHHBaeT KaXAyl0 TMOCTYIHBIIYIO 3alUCh C
MpaBUJIaMH, KOTOPBIC HAXomsATcs B (aiiye KoHpUTypanuu /etc/syslog.conf:
B Cilydae OOHapy»eHHus COOTBETCTBHUsS ciyk0a syslogd oOpabaThiBaeT 3ammch
OINKCaHHBIM B KOH(UTYPAIIMOHHOM (ailiie syslog.conf c1ocoOoOM.

[Ipumeuanue. Daitn /etc/syslog.conf CO3JaeTCs MOCJIE 3amycKa CIIyXkO0
rsyslogd u rsyslog.

OCHOBHBIE MMOJOKEHUS CPEACTB KYPHATUPOBAHHUS:

- popmMupoBaHue COOOIIEHUA O COOBITHUSAX W MX MepeAada OCYLIECTBISIETCS IO
OTpeIeSICHHBIM MpaBmiiaM (IpoTokoa Syslog);

- lepeiadya TEKCTOBBIX COOOUIEHMM OCYILECTBISIETCS C HUCIIOJIb30BAHHEM CETEBBIX
WM IOMEHHBIX COKETOB;

- ICTOYHUKH COOOIIEHUI MOTYT pacrojararbCsi Ha pa3HbIX MalllMHAX.

Bce peructpupyemble COOOLIEHUS MO YMOJYAHMIO 3aMUCBIBAIOTCS B KaTajor
CUCTEMHOI'0 XypHasla /var/log, IpU HEOOXOJUMOCTH MOTYT OBITH YKa3aHbl U JIpyrHe
XpaHuaum@a (sl KaKI0M CIIyX Obl MOXKET OBbITh YCTAHOBJIEHO COOCTBEHHOE XPaHWIIMILE
WJIM HECKOJIBKO XPaHUJIHIIIL).

[Ilpumevanue. I OYUCTKH CHUCTEMHBIX >KYPHAJIOB OT COOOIIEHUNA 00
ycrapeimx coobiTusix B OC Anbet CII ucnonbsiyercs cimyx06a logrotate.

3.8.1.2. Cucremnas ciyx0a systemd-journald
B OC Anpr CII ¢ynkuus 3anucd HHQOPMALMKA O CHUCTEMHBIX COOBITHSIX U
COOBITUAX OE30MaCHOCTH OOECHEeUHUBACTCA TAaKXKE C IOMOIIBI0O CHCTEMHOM CIIy»XOBbI

systemd-journald. Ona co3gaeT u MOJePKUBACT CTPYKTYPUPOBAHHBIE, MH/IEKCUPOBAHHBIE
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KypHajbl, HAa OCHOBE PETUCTPUPYEeMOH WH(pOpMalUU, TOJYYCHHOW OT sapa, OT
M0JIb30BaTEJILCKUX TpoIieccoB uepe3 BbI3oB Libe syslog, ot motrokoB STDOUT/STDERR
CUCTEMHBIX cTy>k0 uepe3 cooctBenHbiit APIL. JKypHaibl JTaHHOTO HHCTPYMEHTA XpaHsTCS B
OMHapHOM BHUJE B /var/log/journal, YTO MCKJIIOYAET BO3MOXKHOCTH MPOCMOTpA
COJICP)KUMOTO JAaHHBIX (alIOB CTaHAAPTHBIMHA YTHIUTAMU OOpaOOTKH TEKCTOBBIX
TaHHBIX. J[JI1 TpOCMOTpa JIOTOB HCTIOIB3YETCs yTrinTa journalctl.

Journald mosxeTt paGoTaTh coBMeCTHO ¢ syslog.

3.8.1.3. TIpocmoTp KypHasIoB systemd ¢ TOMOIIBIO KOMaHbI journalctl

C mnoMoumpl KOMaHIbl journalctl Ha pabO4YuX CTaHIUAX MOJIH30BaTENCH
JOCTYIIEH TMPOCMOTP JKYpHAJOB Ui aHaiu3a W OTJIaJKH pPabOThl CHUCTEMHBIX
KOMIOHEHTOB. [IpocMOTp oOCyILIECTBISIETCA C TOMONIBIO CIECAYIOIIEH KOMAaHJbI
Jjournalctl.

CuHTakcuc:

journalctl [[NAPAMETPH..] [COOTBETCTBMS...]

[Ipn BBOJE KOMaHIbl O€3 apryMEHTOB, KakK MpPEJCTaBJICHO BbIIIE, HA KOHCOJb
BBIBOJIUTCSI CHHMCOK BCEX KYpPHAJIBHBIX COOOICHHM, BKJIIOYAs MCXOJAIINE Kak OT
CHUCTEMHBIX KOMIIOHEHTOB, TaK W OT MOJb30BATEICH, MNPOIIEAIINX aBTOPU3AIHIO.

IIpu sToM:

CTPOKH C ITPUOPUTCTOM «C1TOI» MU BBIIIC ITOACBCUCHBI KPACHBIM;

CTPOKH C IPUOPUTETOM «NOtiCe» U «warning» BbIAEICHBI KUPHBIM IIPUPTOM;

BCE OTMETKU BpeMEHU C(POPMUPOBAHBI C YUETOM YaCOBOTO TMOSICA;

JUTSl HABUTAITMH TI0 TEKCTY UCIIOIB3YETCS IPOCMOTPIIHUK («pager), o yMOTYAHHUIO

«lessy;

- BBIBOJSITCSI BCE JIOCTYNHBIC JIaHHBIC, BKJOuYas uHMoOpManui u3 (¢aisos,
npomeamux poranuto («rotated logsy);

- 3arpy3Ka CHUCTEMbl OTMEYAETCA CIEUUAIBHOU CTPOKOW, OTHCIISIONIEH 3aIlvCH,

CreHepUpOBaHHbIE MEXY (IIepe-)3arpy3Kamu.
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@ailnbl )KypHaia N0 yMOJYaHUIO MPUHAJIEKAT U JOCTYIIHBI ISl YTEHUSI CHCTEMHOM
rpymme systemd-journal (HO He HOCTymHBI JJig 3amucu). TakuM oOpaszom, go0aBicHUE
M0JIb30BATEJIS B 3Ty TPYIITY MO3BOJIUT €My YUTaTh (ailiibl xKypHasa.

[Io ymom4aHWIO KaXIbpl 3apETMCTPUPOBAHHBIM IOJIB30BATENb IIOJYYUT CBOU
coOCTBeHHBI HaOOp (halyioB XypHana B /var/log/journal/. OmHako 3TU (Galiabl HE
OyAyT IpHUHAJJIEKATh MOJIB30BATENI0, UTOOBI H30€KaTh MPSIMOTO JocTyna K HUM. Kaxprii
3apEruCTPUPOBAHHBIN TMOJB30BAaTEIh MMEET JOCTYIl Ha YTEHHE TOJBKO COOCTBEHHOIO
Habopa >KypHaJoB.

3.8.1.3.1. ®unpTpanusa 3anuceu

@unbTpanys 3aIMCcer B journalctl BRIIOJIHIETCS ¢ TOMOIIBIO ONIAA-KITIOYEH.

Onuust -b MO3BOJISET MPOCMOTPETh BCE JaHHBIE KYpPHAJIOB, COOpaHHBIE C MOMEHTA

MOCJIETHEN 3arPy3KH CUCTEMBI:
$ journalctl -b

Onmum --since ©W --until TO3BOJSAIOT MNPOCMATPUBATH KypHalIbl 34

OIIPCACIICHHLIC IICPHUOJAbl BPCMCHU:!
$ journalctl --since "2023-12-22 17:15:00"

B ciyuae, ecnu ¢ onuuei since He OyAeT yKa3aHO HUKAKOW JaThl, HA KOHCOJb
OyayT BBIBEJCHBI JAaHHBIC >KYpPHAJIOB, HauMHas C TeKylled naTtel. B ciydae, ecnu narta
yKazaHa, HO MPU ATOM HE YKa3aHO BpeMms, OyJeT NMPUMEHEHO 3HA4YCHHE BPEMEHH IO

ymomganuio «00:00:00». Taxxke MOKHO BOCIIOJIB30BATHCS CIEAYIOIIMMU KOMaHIAMH:

$ journalctl --since yesterday
$ journalctl --since 09:00 --until now
$ journalctl --since 10:00 --until "1 hour ago"

st mpocMOTpa JIOTOB KOHKPETHOTO TMPWJIOKEHUS WM CIIYKOBI HCIOJIb3YETCs
O -u:

$ Jjournalctl -u <npujioxeHMe wmaM CiyxOa>

Takke JomyckKaeTrcsi MPOCMOTpP JIOTOB KaKOW-JIMOO CIyXObl 3a OIpeeeHHbIN
MIEPUO]T BPEMEHU:

$ journalctl -u network.service --since yesterday
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[IpocMOTp Bcex 3amuceil B )KypHaie, CACIaHHBIX ONPEAEICHHON CIy:K00M U TOJIBKO
B TEKYLIEH 3arpy3Ke CUCTEMBL:

$ journalctl -b -u network.service

brnaromapsi 3ToMy MOHO OTCJIE€KHUBATh B3aMMOJECHCTBUE PA3UYHBIX CIYXKO U
noJiy4atb MH(OpPMAIUIO, KOTOPYIO HENb3s ObUIO Obl MOJYYUTh TMPU OTCICKUBAHUU
COOTBETCTBYIOIIMX MPOLECCOB MO OTAECIBHOCTH.

[IpocMoTpeTh JIOrM Il Kakoro-iu0o Mpolecca MOXKHO, YKa3aB B KOMaHIE €ro
uneHTuukanronasiii Homep (PID):

$ journalctl PID=381

Jns mpocmMoTpa JIOrOB IIPOLIECCOB, 3aIlYLIEHHBIX OT HMMEHU OIIPEACIICHHOIO
MOJIB30BATENS WK Tpynibl, ucnoib3ytores puinbtpel  UID u _ GID cooTBETCTBEHHO:

$ journalctl UID=33

BrIBECTH HAa KOHCOJIBb CITIUCOK IOJIB30BATENIEH, O KOTOPBIX UMEIOTCS 3aIMCH B JIOTAX,
MOYHO CJICAYIOIINM 00pa3oMm:

$ journalctl -F UID

JIns mpocMoTpa aHAIOTMYHOTO CIHCKA MOJIb30BATEIBCKUX TPYIIT HCIIOIb3YETCA

cleayrollas KoMaH/ia:

$ journalctl -F GUID

[IpocMoTp coobIIeHuH spa:

$ journalctl -k

[TpocMOTpETh CIMCOK BCEX TOCTYMHBIX (UIBTPOB MOXKHO, BBHITIOJITHUB KOMaHY:

$ man systemd.journal-fields

Kpome Toro, B journalctl mpeaycMOTpeHa BOZMOKHOCTH (DMIIBTPAIIUU 110 YPOBHIO
omuOku. B journal mcronb3yercs Takas ke KiaccuuUKaius ypoBHEH OmMOOK, Kak U B
syslog:

-0 — EMERG (cucrema HepaborocrnocobHa);

-1 — ALERT (tpebyeTtcst HEeMeaIeHHOE BMEIIATENbCTBO);

-2 — CRIT (kpuTnyeckoe COCTOSHUE);

-3 — ERR (ommOka);
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-4 — WARNING (mpenynpexienue);

-5 — NOTICE (Bce HOpManIbHO, HO CJIEIYET OOpPaTUTh BHUMAHUE);

- 6 — INFO (uadopMaiimoHHOE COOOIIECHHE);

-7— DEBUG (oTnoxxeHHas 1eyarth).

Komp! ypoBHeit omMO0K yKa3bIBatOTCS MOCIE OMIUH —p:

$ journalctl -p err -Db

[IpuBeneHHass KoMaH/Aa MOKaXXeT BCe COOOIIeHUs: 00 ommndKax, UMEBIIMX MECTO B
CUCTEME.

Tak>ke BMECTO UMEHU MPUOPUTETA MOKHO YKa3bIBaTh HOMEP IMPHUOPUTETA COTIIACHO
yYKa3aHHOMY BBIIIE CITUCKY:

$ journalctl -p 3 -Db

3.8.1.3.2. 3anuch JIOTOB B CTaHIAPTHBIN BBIBO/I

[lo ymomuaHWIO journalctl UCHOJB3YeT JUIS BBIBOJA COOOIECHUN JIOTOB
BHEIIIHIOIO KOMaHJy less.

[Ipn UCTOIB30BaHUM OMITMU --no-pager BCE COOOIIEHUS OYIyT 3amuCHIBATHCS B
CTaHJApTHBIN BBIBOJI, 0€3 BOBMOXKHOCTH JINCTATh CTPAHUIIBI KypHaa:

$ journalctl --no-pager

[Tocne »Toro uMx MOXHO OyneT mepenarb APYTUM YTWIMTAM JUIsl JajdbHEHIIeH
00pabOTKM WIJIK COXPAHUTh B TEKCTOBOM (paiisie.

3.8.1.3.3. Bribop ¢dopmarta BbIBOJA

C moMOIIBIO OMIIMM -0 MOYKHO TPEOOpa30OBBIBATH JAHHBIC JIOTOB B Pa3IMYHBIC

dbopmatsl, 4TO 00JIEryaeT X MapCUHT U JaTbHEUITyI0 00paboTKy, HAITpUMED:

$ journalctl -u network.service -o json

{ " CURSOR"
"s=13a21661cf4948289c63075db6c25c00;i=116f1;b=81b58db8fd9046ab9f8
47ddb82az2faz2d;m=19f0daa; t=50e33c33587ae;x=e307daadb4858635",

" REALTIME TIMESTAMP" : "1422990364739502",

" MONOTONIC TIMESTAMP" : "27200938", " BOOT ID"
"81b58db8fd9046ab9f847ddb82a2fa2d", "PRIORITY" : "o6", " UID"
"Q", " GID" : "O", " CAP EFFECTIVE" : "3fffffffff",

" MACHINE ID" : "752737531a9dla9cle3cb52a4ab%967ee", " HOSTNAME"

"desktop", "SYSLOG FACILITY" : "3", "CODE FILE"
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"src/core/unit.c", "CODE LINE" : "1402", "CODE FUNCTION"

"unit status log starting stopping reloading",

"SYSLOG IDENTIFIER" : "systemd", "MESSAGE ID"
"7d4958e842dad4a758f6clcdc7b36dcc5", " TRANSPORT" : "journal",

" PID" : "1", " COMM" : "systemd", " EXE"
"/usr/lib/systemd/systemd", " CMDLINE"
"/usr/lib/systemd/systemd", " SYSTEMD CGROUP" : "/", "UNIT"
"network.service ", "MESSAGE" : "Starting A high performance web

server and a reverse proxy server...",
" SOURCE REALTIME TIMESTAMP" : "1422990364737973" }

[Tomumo JSON naHHBIE XYpHAJIOB MOTYT OBITH MPEoOpa30BaHbI B CIEAYIOIIHEC
dhopmarsr:
- cat — TOJIBKO COOOIIEHHSI U3 KypHAIOB 0€3 CITy>KEOHBIX TOJICH;
- export — OHWHapHBIA ¢dopmar, MNOAXOOUT ISl JKCIOPTa WA PE3EPBHOIO
KOITUPOBAHMUS JIOTOB;
- short — (opmart BbIBOJIa Syslog;
- short-monotonic — ®OpMaT BbBIBOJIA Syﬂog ¢ MCETKaMM MOHOTOHHOIO
BpeMeHH (monotonic timestamp);
- verbose — MaKCUMaJIbHO MOAPOOHBIN (pOpMAT MpeICTaBICHUS JaHHBIX (BKIIOYAET
JlaXxe Te TOoJIsl, KOTOpbIE B Ipyrux popMarax He OTOOpaKarOTCs).
3.8.1.3.4. [IpocmoTtp uHbOpMAIK O HEJJABHUX COOBITHIX
Onmust -n KCMONB3YeTCS IS MPOCMOTpa MHPOPMALIMM O HEJABHUX COOBITHUSAX B
CUCTEME:
$ journalctl -n
[To yMom4anuio Ha KOHCOJIb BBIBOAUTCS MH(DOopMmarus o nocneaaux 10 cooprrusix. C
OMIIMEN -n MOXKHO yKa3aTh HEOOXOUMOE YUCIIO COOBITHIA:
$ journalctl -n 20
Coo01ieHns u3 KypHaJIOB MOXKHO MTPOCMATPUBATh HE TOJIHKO B BUIEC COXPaHEHHBIX
(baiinoB, HO U B PEXKUME PEaJTbHOTO BpeMeHu. J{Jisl 3TOro ucnosyb3yercs onuus —f:

$ journalctl -f
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3.8.1.3.5. [Ipumepsl mpocMoTpa 3arucen KypHaa
[IpocMOTp Bcex MOMBITOK MOJb30BaTENeH BOMTH B CHCTEMY C MOMEHTA MOCIeIHEH

3arpy3Ku CUCTCMBbI:
$ Jjournalctl -b | grep USER LOGIN

mioH 01 13:16:30 host-15.localdomain audit[1622]: USER LOGIN
pid=1622 uid=0 auid=500 ses=2 msg='op=login 1d=500
exe="/usr/sbin/lightdm" hostname=host-15.localdomain addr=?
terminal=/dev/ttyl res=success'

moH 01 13:17:10 host-15.localdomain audit[2205]: USER LOGIN
pid=2205 uid=0 auid=500 ses=4 msg='op=login id=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=/dev/pts/1l res=success'

moH 01 13:17:51 host-15.localdomain audit[2259]: USER LOGIN
pid=2259 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="root" exe="/usr/sbin/sshd" hostname=? addr=192.168.3.191
terminal=sshd res=failed’

moH 01 13:19:00 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="user" exe="/bin/login" hostname=host-15.localdomain addr=?
terminal=/dev/tty3 res=failed'

moH 01 13:19:07 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=0 ses=5 msg='op=login 1d=0 exe="/bin/login"
hostname=host-15.localdomain addr=? terminal=/dev/tty3
res=success'

[IpuBeneHHass KOMaHJa NOKAXKET BCE MONBITKM BXO0JAa B CHCTEMY C MOMEHTA
mociaeaHer 3arpy3kd cucteMbl. [Ipu 3TOM sl KakaoW 3amucu OyayT BBIBEICHBI
cileayrmuye mnapamMeTpbl. MM II0JIb30BATEIIA (op=login acct="user", op=login
1d=500), 1ata ¥ BpeMsl BXOJa, pPe3yJbTaT MOMBITKH BXxojAa (YCHEIIHBIA/HEYCTEITHBIN —
res=failed/success), UCMOJb3YEMbId TEPMUHAN IJIs BXoJa (terminal=/dev/tty3),
B Clly4yae yAaJE€HHOTO BXOJa Y€pe3 CEeTh — aJIpec y3Jia, C KOTOPOro OCYIIECTBIIAECTCS BXO/I
(addr=192.168.3.191 terminal=sshd).

BriBeCcTH TOJIBKO HEYCHENIHBIEC MOMBITKA BXOJIda B CHUCTEMY MOXHO C IOMOIIBIO

KOMAaH/HbI:

$ journalctl -b | grep "USER LOGIN.*failed"

mioH 01 13:17:56 host-15.localdomain audit[2259]: USER LOGIN
pid=2259 uid=0 auid=4294967295 ses=4294967295 msg='op=login
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acct="root" exe="/usr/sbin/sshd" hostname=? addr=192.168.3.191
terminal=sshd res=failed’

mioH 01 13:19:00 host-15.localdomain audit[2270]: USER LOGIN
pid=2270 uid=0 auid=4294967295 ses=4294967295 msg='op=login
acct="user" exe="/bin/login" hostname=host-15.localdomain addr=?
terminal=/dev/tty3 res=failed'

I/IH(bOpMaHI/IH O BBIXO/JC M0JIL30BaTeIeN U3 CUCTEMBI:
$ journalctl -b | grep USER END

mioH 01 13:43:30 host-15.localdomain audit[2270]: USER_END
pid=2270 uid=0 auid=0 ses=5 msg='op=PAM:session close
grantors=pam tcb,pam mktemp,pam limits,pam loginuid, pam systemd, p
am lastlog,pam mail,pam console,pam ck connector acct="root"
exe="/bin/login" hostname=localhost addr=127.0.0.1
terminal=/dev/tty3 res=success'

mioH 01 13:43:45 host-15.localdomain audit[2205]: USER END
pid=2205 uid=0 auid=500 ses=4 msg='op=PAM:session close
grantors=pam tcb,pam mktemp,pam limits,pam loginuid,pam systemd
acct="user" exe="/usr/sbin/sshd" hostname=192.168.3.191
addr=192.168.3.191 terminal=ssh res=success'

HpOCMOTp MONBITOK II0Jb30BaTE/ICd BOMTH B CUCTCMY IIOCJIC IIPCBLIMICHUA

KOJIMYCCTBA HCIIPABUJIIbHO BBCICHHBIX H&pOHCI?II

# journalctl -b | grep "pam tally2(.*:auth): user\|too many bad attempts"

ceH 10 17:05:34 host-105.1localdomain lightdm[3130]:
pam faillock (lightdm:auth): user test (502) tally 3, deny 2
ceH 10 17:05:38 host-105.1localdomain lightdm[3133]:

pam faillock(lightdm:auth): user test (502) tally 4, deny 2
cen 10 17:11:17 host-105.localdomain login[3211]: pam faillock(login:auth):
user test (502) tally 3, deny 2

cen 10 17:12:00 host-105.localdomain login[3211]: login authenticate user:
Login failed - too many bad attempts
ceH 10 17:12:24 host-105.localdomain lightdm[3308]:

pam faillock (lightdm:auth): user test (501) tally 3, deny 2

C moMomiblo 3anucel B CUCTEMHOM >KypHaJIe MOYKHO MPOCHEIUTHh BCE COOBITHS OT
KOHKPETHOH 3arpy3Ky ONEPALMOHHON CUCTEMBI JI0 €€ MPOTPAMMHOIO OCTaHOBA.

HpOCMOTpCTB CIIMCOK INPECABIAYITHUX 3aI'PY30K MOKHO C ITOMOIIbIO KOMAaH/ABI:

$ journalctl --list-boots
-2 03b740b67cbf436d96769%9e632fe87a9c Wed 2024-05-16 13:10:02 MSK-
Wed 2024-05-16 20:55:05 MSK
-1 6247ec62e2bl4ed6a7539debfd955£f0d Fri 2024-06-01 13:12:32 MSK-
Fri 2024-06-01 13:55:53 MSK

0 3abdfac76afd40ab93d6c8cff91c2c76 Fri 2024-06-01 14:47:19 MSK-
Fri 2024-06-01 15:06:12 MSK
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BbIBOZI COCTOUT M3 YETHIPEX KOJIOHOK. B mIepBOM M3 HUX YKa3bIBAETCS MOPAIKOBBIN
HOMEp 3arpy3ku, Bo BTopoit — ee ID, B TpeTbeit — gata u Bpems. UTOObI MpOCMOTPETH
KypHaJ JJIsi KOHKPETHOW 3arpy3Kd, MOXKHO HCIIONb30BaTh HACHTU(PUKATOPHI, KaK U3
IIEPBOM, TaK U U3 BTOPON KOJIOHKH:

$ journalctl -b -1

byner nmokasaH NOJIHBIA XypHAJI OT MOMEHTA 3arpy3Ku CHUCTEMBI, 0 MOMEHTa €€
BBIKJIFOUEHUSI U OCTAHOBKHU BCEX CEPBHCOB.

3.8.1.3.6. YnpaBieHue JIOTHPOBAHUEM

VY3Hath 00BEM HUMEIOMIMXCS Ha TEKYIIUH MOMEHT JIOTOB MOXXHO C IOMOIIBIO

KOMAaH/bI:

$ journalctl --disk-usage
Journals take up 16.0M on disk.

Poranus noros:

- Uil yOaJIeHWs ¢ TIOMOINBIO yKa3aHWs pasMmepa (Ommust --vacuum-size)
HEOOXOJIUMO YCTaHOBUTH MPEACIbHO TOMYCTUMBIA pa3Mep IJisi XpaHUMBIX Ha
JIMCKE JKYpPHAJIOB, KaK TOJIBKO OOBEM KYpHAJIOB IPEBBICUT YyKa3aHHYIO IU(DpY,

nuuiHue (aitiel OyayT aBTOMaTHYECKHUE YIaleHBbI:

$ journalctl --vacuum-size=200M
- ISl yOalieHWsl CTapbhlX 3amuced Mo  BpeMeHH (omius --vacuum-time)
HEO0OXOIMMO YCTAaHOBUTH JIJISl )KYPHAJIOB CPOK XPaHEHHUS, IO UICTEUCHUH KOTOPOTO

OHH 6yIIy'T ABTOMATHUYCCKHN yAAJICHBI:

# journalctl --vacuum-time=lmonths
HacTtpoiiku poTanuu JIOTOB MOXHO MpONUcaTh B KOH(MUTypallMOHHOM aiise
/etc/systemd/journald.conf, KOTOpHﬁ BKJIFOUACT B YHCJIC MPOYHX CICAYIOIIHC
MapameTpsl:
- SystemMaxUse — MaKCHUMaJbHBbIA OO0BEM, KOTOPHIA JIOTM MOTYT 3aHMMAaTh Ha
JIACKE;
- SystemKeepFree — 00b€M CBOOOJIHOI'O MeECTa, KOTOpOE JOJDKHO OCTaBaThCS Ha

AUCKE ITOCJIC COXpPAaHCHUA JIOTOB;
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- SystemMaxFileSize — 00beM (haiisia jora, 1Mo JOCTHKEHUH KOTOPOTO OH JIOJDKEH
OBITH yIaJICH C JUCKA;

- RuntimeMaxUse — MaKCHMAaJIbHBIH O0BEM, KOTOPBIH JIOTM MOTYT 3aHMMaTh B
daiioBol cucTeme /run;

- RuntimeKeepFree — 00b€M CBOOOJHOIO MECTa, KOTOPOE JOJKHO OCTaBaThCs B
¢aiioBoii cucTeMe /run MOCJIE COXPAHECHUS JIOTOB;

- RuntimeMaxFileSize — o0OBbeM (aitia Jora, Mo JOCTHKEHUU KOTOPOrO OH

JOJHKEH OBITh yNaieH u3 GailyioBoi CUCTEMBI / run.

3.8.1.4. IIpocMOTp CHUCTEMHBIX KypHaJIOB B rpadudeckoii cpene (alterator-logs)
Monyns HYC «Cucremnsie sxypHaib» (alterator-logs) mnpegHazHaueH s
MIPOCMOTpPa CUCTEMHBIX KYPHAJIOB B rpadruecKkoM Wiu BeO-uHTEpdeiice.

JomxHbl ObITh yeTaHOBIEHBI makeTsl [[YC:

# apt-get install alterator-fbi
# apt-get install alterator-logs

[lepe3amycTuTh ciyx0y:

# systemctl restart ahttpd

Jns mepexoma B «lleHTp ympaBieHus CHCTEMOI» BbIOpaTh Ha TaHEH
MHCTPYMEHTOB MeHIO «Cucrema» — «Hactpoitku» — «LlenTp ynpaBieHus CHCTEMOW.

[Ipn 3amycke HEOOXOAMMO BBECTH TapoJyib aaMuHucTparopa (root). Ilocre
YCIELIHOT0 BX0Aa OTKpoeTcst okHO «LleHTpa ynpasienus cuctemoin» (puc. 41), B KoTopoM
HY>KHO BbIOpaTh MyHKT «CHCTEMHBIE KYpHAJIbD U3 CeKIMU «CUCTEMAY.

[Ipumeuvanue. na oroOpaxenus moxayias B LIYC nomxeH ObITh BBIOpaH
PEXKHUM DKCIEpTA.

Otkpoetcs rpaduyeckuii uunrepderic Moayns «CrucreMHble )KypHaibD» (puc. 42).

1 lleHTp yNpaBneHns CHCTEMOM (0T CyNepnonbioBaTens) =) =)=
[El Pexum skcnepta X Beixon i@ Cnpaeka

)
m CuctemMma

HaTa v Bpems [CM[TEMHI:IE' :-KypHanhl] KnweHT Bacula ObHoBNEHWE cUCTEMBI
CUCTEMHBIR AyOouT CeTeBble KaTanoru

Puc. 41 — LlenTp ynpaBieHus: cucteMou
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LieHTp ynpaeneHns CMCTEMOM (0T Cynepnonb3oBaTens)

+ Masxas @ Pexum akcnepTa  * Beixog Cnpaeka

XypHane:  CucTemHele coobliexus (Journald) j

HoA 2024 15 MSK sp-workstation-20241107-x86-64 ahttpd[10588]: dynamic-
Kstation-2

LA

BT 26 HOA 2024 10 IS 52 MSKSD»WOFkStatIDrPZOZdTTU? %B6-64 audlt[l] SEFMCE START pid=1 uid= 0 auid=4204967295 ses= 429496?295 msg="unit=NetworkManager-
dlspatther comm= systemd exes a‘hb.’syst?mdfsystemd hnslname ’addr"lermmal 7 res=success’
10A 2024 MS W tation-2 d[1]: NetworkManager atcher.s activate essfu

dlspatcher comm=" d" exe=" fhbisystemdfsyste d h
BT 26 HO q’l_-‘ 0:19 workstation-2024110 39840 [ ]
oA 202 tatic 1 9864 ]
Crpokm 9980-9998 13 9998 Hazaa Hanee Mepean cTpaHkuya  MocnegHAn cTpaduua | | MokaswBate: 20 cTpok j

Puc. 42 — IIpocMoTp cucteMHbIX XypHasioB (alterator-logs) B

rpaduueckom untepdeiice LY C

Taxxe Monmynb «CHUCTEMHBIE XKypHanbD» Ja0ocTyrieH B BeO-uHTepdeiice LIYC
(https://ip-address:8080) (puc. 43).

CucrtemMHblE JKypHalbl TO3BOJISIIOT OTCIEKUBATh COOBITHSI, MPOUCXOMSIINE C
cucteMoil. Dta mHpoOpMalysl MOXET OBbITh MOJIE3HA MPU JTMArHOCTHKE Pa3HOro poja
mpo0em.

YMeHpIUTh MO0 YBEIMYUTH KOJMYECTBO BBIBOJMMBIX CTPOK MOYKHO, BbIOpaB
Hy)kHOe 3HaueHue B crnucke «llokaspiBath». [lpm HeoOXxoaumMocTH mpocMmoTpa Ooliee
CTapbIX/HOBBIX COOOIIEHW MOXHO BOCIOJIb30BaThCs KHomkamu «Hazam» u «Jlamee»
COOTBETCTBEHHO. Ilepexom K camMbplM CTapplM M CaMbIM HOBBIM COOOIICHHSM

OCYIICCTBIACTCA KHOIIKaMH ((HOCJICI[H}IH cTpaHuLa» u ((HCpBaJI CTpaHuLa».


https://ip-address:8080/
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Kypransi:  CucTemmsie coobugerin (Journald)

Br 26 ros 2024 10:25:36 MSK sp-workstation-20241107-x86-64 audit[nulll: BPF prog-id=93 op=LOAD
Br 26 ror 2024 10:25:36 MSK sp-workstation-20241107-x86-64 audit[null]: BBF prog-id=04 op=LOAD
Br 26 ron it[null]: op=LOAD
Br 26 Hos

Br 26 non 20241
terminal=? res=success'
Br 26 ror 2024 10:25:36 MSK sp-workstation-20241107-x86-64 audit[19531]: SYSCALL arch=c000003e syscall=257 success=na exit=-13 a0=FfFff3c a1=79f40019e70 a2=80042 s3=1a4 items=1 ppid=3674 pid=19531 auid=500 uid=500
£id=500 euid=500 suid=500 fsuid=500 egid=500 sgid=500 fsgid=500 tty=(nane) ses=6 comm="paol" exe="/usr/libexec/gvfs/gvisd-smb-browse" key="nagwad-open-eacces"
Br 26 Hon 2024 10:25:36 MSK sp-workstation-20241107-x86-64 audit[null]: CWD cwd="/hometest"
Br 26 ror 2024 10:25:36 MSK sp-workstation-20241107-x86-64 audit[null]: PATH item=0 name="fvar/lib/samba/" inade=1574721 dev=08:01 mode=040755 ouid=0 ogid=0 rdev=00:00 nametype=PARENT cap_fp=0 cap_fi=0 cap_fe=0
cap_fver=0 cap_frootid=0
Br26 ron 2024 10:25:36 MSK sp-workstation-20241107-x86-64 audit[null]: PROCTITLE
prociile=2F7 57372 2R 606265780563 2F67 76667327677666 7364207200622 D627 26F777363002D20737061776E657 200343 1 2E35002F6F7 267 2FG7746B2FET 76667 3276578656357 737061772F32

- I

dbus-daemon[2448]: [system] Activating via system: service name="org,freedesktop.Avaht' unit="dbus-org.freedesktop.Avahi.service' requested by ':1.366' (uid=500 pid=19538

nit ‘dbus-org.freedesktop.Avahi.service’: Unit dbus-org freedesktop.Avahi.service not found.

sp-workstation- -x86- : - ses=4204967205 msg="unit=systemd-hostnamed comm="systemd" exe="/lib/systemd/systemd" hostname=7 addr=7
terminal=? res=success'

Br 26 nos 2024 10:26:06 MSK sp-workstation-20241107-x86-64 audit[null]: BPF prog-id=95 op=UNLOAD

BT 26 Hon 2024 10:26:06 MSK sp-workstation-20241107-x86-64 audit[null]: BPF prog-id=94 op=UNLOAD

BT 26 Hon 2024 10:26:06 MSK sp-workstation-20241107-x86-64 audit[null]: BPF prog-id=93 op=UNLOAD

m n u m Crpokin 9980-9998 us 9998 | Mokaseisats: 20 cTpok

Puc. 43 — Be6-unrepdeiic I[YC npocMoTpa CUCTEMHBIX KYPHAJIOB

Jns mpocmoTpa B BhIMafaromieM MeHI0 (cM. puc.42) Moryt ObITh JOCTYIHBI,
HaIrpuMep, CISAYIOIINE BUIbI )KYPHAJIOB:

- «be3omacHoCcTh» — oToOpaxkaeTcs wHGOpMalUs, CBI3aHHAsI C ayTeHTUUKauein
MoJib30BaTeNieil, ommMOKaMu BXOJa B CHCTEMY, M3MEHEHUEM YPOBHS JOCTYIIa,
JUTUTEIIbHOCTBIO CEaHca MOJIb30BaTeNeH;

- «bpanamaysp» — coObITUsSI 0€30MaCHOCTH, CBSI3aHHBIE C paboTOW OpaHaMay’pa
OC;

- «CepBep pe3epBHOTO KOMUPOBAHUS» — OTYETHI U COOBITHS, CBA3aHHBIE ¢ PabOTOM
cepBepa Pe3epBHOTO KOMUPOBAHMUS, €CJIM TAKOBOW HACTPOEH;

- «Sapo» — coobuenus ot snapa OC;

- «DIIEKTpOHHAs TIOYTa» — COOOIIEHUS O TOJYYeHHHM W JOCTaBKE MuceM (KypHal
OOBIYHO BEJIETCS TIOUYTOBBIM CEPBEPOM);

- «CuctemMHble COOOILIEHUS» — COOOIIEHUS OT CHUCTEMHBIX CIyX 0 (cooOUIeHus C

tuniom DAEMON).
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3.8.2. YopaBneHue ayauTomM

Cnyx0a auditd — 370 npukIaHON KOMIIOHEHT cucTeMbl ayauTa OC, KOTOphIi BeAET
MPOTOKOJI ayIuTa Ha CHCTEMHOM JIUCKE U (POPMUPYET MepeueHb COOBITUI, TPOUCXOASIINX
B cucteme. Kpome camoro ¢akrta BO3HHUKHOBEHHS COOBITHS, CHCTEMa ayJauTa
NOpEeICTaBIACT TaKyld HHQOpMAlMIO, KaK JaTa ¥ BpeMs BO3HUKHOBEHHUS COOBITHS,
OTBETCTBEHHOCTD IOJIb30BATENS 32 COOBITHE, THIT COOBITHS U €T0 yCIEITHOCTb.

Kondurypanuu aynura xpanarcs B (aitne /etc/audit/auditd.conf, ImpaBuia
ayJuTa, 3arpykaemMble  IpU  3aIyCKe CITY kOB, XpaHiITCsl B daitne
/etc/audit/audit.rules.

Jnst mpocMoTpa HPOTOKOJIOB HMCHOJIB3YKOTCSI KOMaHABl ausearch U aureport.
KomaHna auditctl MO3BOJIAET HACTpaUBaTh MpaBuia ayauta. Kpome Toro, mpu 3arpyske
3arpykarorcsi mpaBujia U3 (ailia /etc/audit/audit.rules. HekoTopble mapameTpbl

camoii ciry>kObl MOKHO U3MEHHTH B (paitiie auditd.conf.

3.8.2.1. Komannma auditd

CunTakcuc:
auditd [-f] [-1] [-n] [-s disablel|enable|nochange] [-c <config dir>]

Omnu:

1) -f He mepexoauTh B (DOHOBBIM pexkuM (y1si oTinanku). CooOIIeHHs] TPOrpaMMbl
OyIyT HaNpaBIATHCS B CTAHIAPTHBIN BBIBOJ JJIs OMIMOOK (stderr), a He B (haii;
2)-1 BKJIIOYUTH CJIEJOBAaHUE 10 CHUMBOJIMYECKUM CCBUIKAM TMPU TOUCKE

KOH(UTypallMOHHBIX (PailyioB;

3) -n He co3maBaTh Jo4epHUM nporuecc. s 3anmycka u3 inittab uam system;

4) -s=ENABLE_STATE yKa3aTb, AoJokeH Ju auditd mpu cTapTe U3MEHSTh TEKyllee
3HaueHue ¢ruara sapa — enabled. JlomycTumble 3HayeHUsi ENABLE STATE:
disable, enable M nochange. 3HaAY€HUE MO YMOJYAHHUIO enable (disable,
korga auditd ocranoBineH). 3HaueHue (ara MOXKET ObITh U3MEHEHO BO BpeMs

’KM3HEeHHOro nukia auditd ¢ MOMOIIBIO KOMAHIbI: auditctl -e;
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5)-c  ykazaThb  aJbTEpHATUBHBIA  KaTajor  KOH(MUrypalMOHHOTO  (aiina
(Mo ymMoIyaHu1o0: /etc/audit/). DTOT e KaTaJlor OyAeT nepejaH AUCIEeTUepy.

CurHaner:

- SIGHUP — mepe3arpy3uTh KoH(urypamuio — 3arpy3uTh ¢Gaia KoHGUTypaluu C
nucka. Ecnu B ¢aline He OKaKeTcsl CHHTAKCUYECKUX OIIMOOK, BHECEHHBIE B HETO
U3MEHEHHS BCTYIMST B cuiy. [Ipu 3TOM B mpoTokon Oyner goOaBiieHa 3aIluch O
COOBITUM DAEMON CONFIG. B mpoTuBHOM ciydae neHCTBUSL CiyKObl OymyT
3aBUCCThL OT MNApPAMETPOB space left action, admin space left action,
disk full action,disk error action B (ailsie auditd.conf;

- SIGTERM — MPEKPATUTh 00pabOTKy COOBITUN ay/luTa U 3aBEPIIUTH PabOTy, O yeM
peIBapUTEIHLHO 3aHECTH 3alUCh B MPOTOKOIL;

- SIGUSR1 — npou3BecTu poTanuio (daitnos xxypHanoB auditd. Co3gaTs HOBBIN (aiin
IUIA TIPOTOKOJIA, TEPEHYyMEpOoBaB cTapbie (hailipl WIM yIalduB YacTh U3 HHX,
B 3aBUCHMMOCTH OT IIapaME€Tpa max log size action,

- SIGUSR2 — MONBITaTbCsl BO30OHOBUTH BejeHUe >xypHasioB auditd (HeoO6xomammo
1ocCJie TPUOCTAHOBKY BEJICHUS KypHasa).

DanbL:

- /etc/audit/auditd.conf — (aiin koHdUryparuu ciaykO0bl ayauTa;

- /etc/audit/audit.rules — TMpaBWia ayAuTa (3arpykaercss MpH 3aIycKe
CITyKOBbl);

- /etc/audit/rules.d/ — KaTalloT, COJAEPXKAIIMA OTAENIbHbIE HAOOPHI MpaBuI,
KOTOpbIe OyAyT CKOMITHJIMPOBAHBI B OJUH (haiil yTUIUTON augenrules.

Jlist Toro uToOBbI chenaTh BO3MOMKHBIM ayAMT BCEX IMPOIIECCOB, 3aMyIICHHBIX [0
CIIy0bl ayauTa, HEOOXOAMMO MOOABUTH B CTPOKY MapaMeTpoB sjpa (B KOHGUTypaluu
3arpy3uuka) mapaMmerp audit=1. B mpoTHBHOM ciiydae ayauT HEKOTOPBIX IMPOIIECCOB
OyIeT HEBO3MOXKEH.

JleMOH ayauTa MOXKET TOJy4aTh COOBITHS — COOOIIEHHUSI OT APYTHUX MPHIOKEHUH
yepe3 mmiardH audispd: audisp-remote. JleMOH ayauTa MOXET OBITH CBSI3aH C
tcp wrappers, YTOOBI KOHTPOJIMPOBATh, KAaKW€ MAaIIMHBI MOTYT MOJKIIOYAThCs. B aTOM

ci1ydac MOKHO )1063BPITB 3al1Ch B hosts.allow U OTKa3aThb B COCAUHCHHUU.
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3.8.2.2. ®aiin koHpUTYpaIu auditd.conf

B ¢aiine /etc/audit/auditd.conf ONPEAENSAIOTCS MapaMeTphbl CIyKObI aynuTa.

Ha OI[HOﬁ CTPOKC MOIKCT OBITE HE OOJIbIIIE OI[HOﬁ OAUPCKTUBBLI. I[I/IpeKTI/IBa COCTOUT U3

KJIFOYCBOI'O CJIOBA (HaSBaHI/IH HapaMeTpa), 3HaKa pPaBCHCTBA N COOTBCTCTBYIOIIHNX CMY

JaHHBIX (3Ha‘IeHI/I}I napaMeTpa). Bce nHa3Banus 1 3HaYCHUS [MapaMCTpOB UyBCTBUTCIIBHBI K

PETUCTDPY. I[OHYCTI/IMLIG KIIFOYCBBIC CJI0Ba IICPCUYHUCIICHBI MW OIIMCAHbI HHIKC. Ka>KI[aH

CTpOKa JOJKHA ObITh orpanumdyeHa 160 cumBoiamu, uHadye oHa Oyzaer mpomymieHa. K

¢aiiry MokHO 100aBUTh KOMMEHTApUH, HauaB CTPOKY C CUMBOJIa '#'.

Onucanue KII0YEBbIX CIIOB:

- local events — KJIIOYEBOE CJIIOBO yes/no, yKa3bIBaroliee, CICAyeT JIM BKIIIOYATh
3alUCh JIOKAJBHBIX COOBITUH (3HaueHHE MO0 YMOJYaHMIO — yes). B ciydae eciu
HEOOXOAMMO 3alHUChIBATh TOJIBKO COOOIIEHHS W3 CETH, CJIEAYEeT YCTaHOBUTh
3HAYEHHE — no. OJTOT NapaMmeTp MOJE3€H, €CIH JEMOH ayauTa padoTaeT B
KoHTeHHepe. JlaHHBIA MmapaMeTp MOXKET OBbITh YCTAHOBJIEH TOJIBKO OJIMH pa3 MpH
3amycke ayauta. [lepesarpyska ¢aiina KoHQUTrypauu HIKak Ha HETO HE BIIMSICT;

- log file— nonHOE UM4 (paiisia, B KOTOPBIN CIEYET 3alUChIBATh TPOTOKO;

- write logs — KIIOYEBOE CIIOBO yes/no, yKa3bIBAIOIIEE, CIAEAYET JIU 3aMHCHIBATH
KypHaJIbl (3HAUEHUE 110 YMOIYAHUIO — yes);

- log format — oopMJIEHHE AAHHBIX B MPOTOKOJE. JIOMyCTUMBI ABa 3HAYEHUS:
raw U enriched. IIpu yka3aHuu RAW, JaHHbIE OYAYyT 3alIMCHIBATHCSA B TOM BUJIE, B
KOTOPOM OHM IOJYy4aroTcs OT sjapa. 3HA4eHWe ENRICHED pa3pelaer
uHdpopmanuo  (BMecto  uaeHTuuUKatopa, OyAeT yKa3aHO 3Hay€Hue):
unaeHtuukatop noib3zoBarens (uid), uaenrudukarop rpynnsl (gid), cucTeMHbIN
BbI3OB (syscall), apXxutexTypy U ajgpec cokeTa mepej] 3amuchio COOBITUS Ha JUCK.
DOTO MOMOraer OCMBICIHTh COOBITHSI, CO3J@HHbIE B OJHOM CHCTEME,
HO COOOIIIEHHBIE/TPOAHATTU3UPOBAHHBIE B JPYrol cucreme. 3HAUYCHHE NOLOG
yCTapeso, BMECTO HErO CIENYyeT YyCTAaHOBUTH MapaMeTp write logs B 3HAYEHHE
no,

- log group — YKa3bIBaeT IpPYIIly, HA KOTOPYIO pacCIpOCTPAHSIOTCS IMpaBa Ha
daiinpl kypHasa (MO YMOJMYaHUIO — root). MOXKHO HCHONB30BaTh JIMOO

UIEeHTU(DUKATOP, TNOO0 UMSI TPYTIIIHI;
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-priority boost — HEOTPHULATENBHOE YHUCIO, OINPEACISAIONIEE MOBBIIICHUE
MPUOPHUTETA BHITIOJHEHUS CIIYKObI ayAauTa. 3HaueHHe mo ymomyanuto — 4. s
TOTO YTOOBI HE U3MEHSTH IPUOPHUTET, CIEAyeT yKa3aTh — 0;

- flush — cTparerus paboThl ¢ JUCKOBBIM OydepoM. JlomycTUMbIe 3HaUEHUS: none,
incremental, incremental async, data H sync. BapuaHT none oTkirOHaer
KaKue-1u00 JOMOJHUTEIbHBIE JCHCTBUS CO CTOPOHBI CITYXKOBI IO CUHXPOHHU3AIINH
O0ydepa ¢ nuckom. [Ipu 3HaUEHUN incremental, 3aMPOCHl HA MEPEHOC JAHHBIX U3
Oydepa Ha JUCK BBIMOJHAIOTCS C YacTOTOM, 3aJaBaeMoOil MapaMmeTpoM fregq.
3HaueHuEe incremental async OYEHb IMOXO0KE HA 3HAYEHUE incremental, 3a
HCKIIFOUEHHEM TOTr'0, YTO MEPEHOC AAHHBIX BBITOJHIETCS aCUHXPOHHO JUIsl OoJiee
BBICOKOM  mpou3BoguTenbHOCTU. Ilpu 3HaueHMn data gaHHble (haidna
CUHXPOHU3HUPYIOTCS HEMEIJIEHHO. 3HAUEHUE sync YKa3bIBa€T HA HEOOXOJIUMOCTh
HEMEJUICHHOW CHUHXPOHHU3AIlMM, KaK JIaHHBIX, TaK M METaJlaHHbIX (ailia mpu
3aIIMCU HA JUCK. 3HAYECHHE IO YMOJIYAHUIO — incremental async;

- freq — MAaKCUMAJIBHOE YMCJIO 3alMCEN MPOTOKOJIA, KOTOPBIE MOTYT XPAaHUTHCS B
Oydepe. Ilpu gocTmxeHUH 3TOTO YKCiIa TPOU3BOAUTCS 3aUCh Oy(hepru30BaHHBIX
JAHHBIX Ha JMCK. [[aHHBIA MapaMeTp JOMYCTHUM TOJIBKO B TOM Ciydae, KOorjaa
flush UMECT 3HAUCHUEC incremental MM incremental async,

- num_logs — MaKCUMaJbHOE YUCIO (aijoB ¢ mpoTtokoiamu. McnonaszyeTcs B TOM
Cly4ae, €ClIM mapameTp max log file action MMEET 3HAYEHHE rotate. Ecim
yKa3aHO YHCJIO MEHbIIE 2, MPU JOCTHKEHUU OrpaHMYeHMs] Ha pa3mep ¢aiina oH
oOHynsieTcsi. 3HaueHWe MapaMerpa He JAODKHO npeBblath 999. 3nauenue
nmo ymomyanuto: O (tro ecth poramus  GamoB  HE  MPOUCXOJUT).
[Ipu ykazaHuu OOJIBLIOTO YMCIIA MOXKET MOTPEeOOBAThCS YBEIUUUTh OTpaHUYEHUE
Ha KOJIMYECTBO OXKHUJIAIOIIMX 3aIPOCcoB (B daiiie /etc/audit/audit.rules).
Ecnm HacTpoeHa poramusi KypHAJIOB, JIEMOH IPOBEPAET HAIWYMUE JIMIIHUX
KYpPHAJIOB W yHajsieT HX, 4TOObl OCBOOOAUTH MecTo Ha maucke. IIpoBepka

BBITIOJTHSETCS TOJIBKO TIPH 3aITyCKE U TIPU MPOBEPKE U3MEHEHHS KOH(UTYpaInu;
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- disp gos — pa3peuuTh Ju OJOKUPOBAHUE MPU B3aUMOJICUCTBUH C AUCIETUEPOM.
Hnsa nepenaun wHGOpMAlMU JIUCHETYEPY UCHOIB3yeTcss Oydep pasmepom
128 KbaitT. 310 3HaUYeHUE SBISCTCA ONTUMAIBHBIM JUIsl OOJIBIIMHCTBA CIIyYacB.
Ecnu 6noxupoBanue 3anpenieHo (1lossy), TO BCE COOOIICHHUS, TIOCTYMAIOIINE TTPU
noJiHoM Oydepe, He OyIyT AOXOAUTH JI0 AUCTIETYEpa (3aMUCH O HUX TO-TIPEKHEMY
OyIyT BHOCUTHCS B (haiisl HA AUCKE, €CIIM TOJbKO log format HE PaBHO NOLOG). B
ciydyae, €ciii OJIOKMpOBaHHE pa3pelieHo (lossless), cClayk0a ayauta Oyner
OXKHJIaTh TIOSBJIICHUS CBOOOJHOTO MeECTa B oOdYepedH, TepelaBaTh COOOIICHHE
JIUCIIETYEPY U TOJIBKO MOTOM 3alKChIBaTh €r0 Ha IUCK. J[OIMyCTUMBIEC 3HAYCHHS:
lossy U lossless. 3HaUCHHUE 110 YMOIYAHUIO — 1ossy;

- dispatcher — AucHeTYEp — Mporpamma, KOTOpoi (Ha CTaHAAPTHBIN BBOM) OYyIyT
nepeaBaTbCs KOMUU COOOMIEHUH O coObITUsiX ayauta. OHa 3amyckaercst (c
MpaBaMu aJMUHUCTPATOPA) CIYKOOM ayiuTa Mpu 3arpy3Ke MocaeIHewn;

- name format — KOHTPOJIUPYET, KAK UMEHA Y3JIOB KOMIIBIOTEPOB BCTAaBJISIOTCS B
MOTOK COOBITUM aynuTa. J[OMyCTUMBI CIEAYIOLIME 3HAYEHUS: none, hostname,
fgd, numeric U user. [IpU 3HAYEHUN none UM KOMIBIOTEpPA HE UCIIOIB3YETCA B
3alUCU  ayJuTa. Hostname — WMSA, BO3BpPAIAEMOE CHUCTEMHBIM BBI30BOM
gethostname. 3HaueHHe fqgd O3HA4YaeT, YTO aAyJIuT NPUHAMACT HUMA XOCTa U
pazpemiaer ero ¢ nomoimiplo DNS B monHOe JOMEHHOE HMsSI 3TOM MAIIMHBI.
3HaueHHE numeric CXoxe ¢ fgd, 3a HMCKIIYEHHEM TOro, 4YTO pa3peniacTcs
[P-anpec mammHbl. YTOOBI HMCMOJIB30BATh ATy OMIMIO, HYXKHO MPOBEPUTH, UTO
KOMaHJla 'hostname -i' WM 'domainname -i' BO3BpallacT YHCIIOBOU ajapec.
Kpome Toro, sTa onius He peKOMEHyeTcsl, eciii ucnodibdyercs: dhep, mockonbKy
y OJHOM W TOM K€ MAaIIMHBI B pPa3HOE BpeMsi MOTYT OBITH pa3HbIE ajpeca.
User 3TO CTPOKA, ONPEACIICHHAs: aIMUHUCTPATOPOM B MapaMeTpe name. 3HAYEHUE
10 YMOJIYaHHIO — none;

- name — CTPOKa, OMpEIEJeHHAs aJIMHUHUCTPATOPOM, KOTOpas HUIACHTHHHUIIUPYET

KOMITBXOTEP, €CIIM B ITAPAMETPC name format YKa3aHO 3HAYCHHUEC user,
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-max_log file — orpaHMuYeHUE Ha pa3Mep (ailla NMpoToKoda B Meradanrax.
JleiicTBHe, BEIOTHSAEMOE MIPH TOCTHKEHUHU pa3Mepa (aiisia yka3aHHOTO 3HAYCHHUS,
MO>KHO HACTPOUTH C MIOMOILBIO CIEAYIOIIETO I1apaMeTpa;

-max log file action — JEWUCTBUE, MPEANPUHAMAEMOE IIPU JOCTHKECHUHU
pazMepoM (paiina mpoTOKOJIa MAKCUMAJIBHOTO 3HadeHus. [lomycTumble 3HAUEHUS:
ignore, syslog, suspend, rotate U keep logs. BapHaHT ignore OTKJIIOYACT
KOHTPOJIb HaJ pa3mepoM (aiina. [Ipu 3HaueHUN syslog B CUCTEMHBIA IMPOTOKOI
OyZeT BHECEHO COOTBETCTBYIolLee coobmieHue. [lpu 3HaueHMM suspend
JallbHEIIee BeIeHUE MPOTOKoda OyneT mpekpamieHo. Ciyx0a mo-mpexHeMmy
Oynet paborath. [Ipu 3HaUeHHH rotate TeKyuui (aity OyneTr nepeuMeHOBaH U
U1 TIPOTOKOJa OyJeT co3/1aH HOBbIN (aiin. Mms npeapaymiero npotokosua 0yaeTt
JIOTIOJIHEHO YHUCJIOM 1, a HOMepa JApYrux MpOTOKOJIOB (€CIM OHU UMEIOTCS) OYyIyT
YBEJIMYEHBI HA €AUHUIYY. TakuMm o0pa3om, yeM 0oJibllle HOMEP y MPOTOKOJIA, TEM
OH cTrapiie. MakcuMmalibHOE 4Hcio (DailyioB onpeaensieTcss mapaMeTpoM num logs
(cOoOTBETCTBHE €My JOCTUTAETCA 3a CUET YAAJNEHUS CaMbIX CTapblX MPOTOKOJOB).
Takoe mnoBeAeHHE AHAIOIMYHO IIOBEACHUIO YTUIUTBI logrotate. BapuaHt
keep logs aHaJOTMYEH NPEbIIyLIEMYy, HO 4uciO (ailJIoB HE OTPaHUYEHO, ITO
MPENOTBPALIAET MOTEPIO JAaHHBIX ayauTa. [IpoTOKoJIbI HakaramBaroTCs U HE
YIAJSAIOTCS, YTO MOKET BBI3BATh COOBITHE space left action, €CIIM BECh 00bEM
3aM0JHUTCA. OTO 3HAYEHHE CJEAYyET MCIOJIb30BaTh B COYETAHMHM C BHEIIHUM
CLIEHapueM, KOTOpPbIi Oy/eT NepuoANYECKH apXUBUPOBATD KYpPHAJIbI;

- verify email — ONPENEISAET, yKa3aH JU aIpec dJIEKTPOHHOMU IOYTHI B IapameTpe
action mail acct W HPOBEPSAET, MOXKHO JM pa3pelIuTh HMS JIOMEHA. OTOT
napaMeTp JO0JKEH ObITh MPEAOCTaBJIeH 10 MapaMeTpa action mail acct, HHauYe
OyZeT KUCI0JIb30BAHO 3HAYEHUE M0 MOTYAHUIO — yes;

- action mail acct — aApec JJIEKTPOHHOW NOYTHL. 3HAYCHHE IO YMOIYAHUIO:
root. Ecniu anpec He JOKaJIbHBIN MO OTHOIICHUIO K TAHHON cucTeMe, HE00X0IMMO
9TOOBI B HEM OBLJT HACTPOCH MEXAHW3M OTIPABKU MOUYTHI. B wacTHOCTH, TpeOyeTcs

HaJIM4ue NporpaMmsel /usr/lib/sendmail;
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- space_left — MHUHUMYM CBOOOJHOrO TPOCTpPaHCTBA B Merabaitax, mnpu
JOCTHKEHUHA  KOTOPOTO  JIOJDKHO  BBINOJIHATHCS — JEUCTBUE,  OINPEACISIEMOE
CIIEAYIOLINM [1apaAMETPOM;

- space left action — JAEWCTBHUE, NPEANPUHUMAEMOE NPH JOCTHXKEHUH 00BEMOM
CBOOOJTHOTO TMPOCTPAHCTBA Ha JHUCKE YKa3aHHOTO MHHUMyMa. JlomycTumble
3HAYCHUA — ignore, syslog, rotate, email, exec, suspend, single W halt.
[Ipn 3HaYeHMM ignore HUKAKUX JCUCTBUU HE Tpou3BoautTcs. [Ipu 3HaAueHUUM
syslog B CHUCTEMHBI TPOTOKOJ J00aBIISETCS COOTBETCTBYIOWIAs 3amuch. [lpu
3HAUYEHUHU rotate OyAET MPOU3BOJUTHCS POTALMS KYPHAJIOB, C YIAJIEHUEM CAMbBIX
CTapbIX, YTOObI OCBOOOJUTH MECTO Ha Aucke. [lpu 3HaueHUH email TO ajgpecy,
YKa3aHHOMY B action mail acct, OTHpaBisieTcs yBenomuieHue. [lpu 3HaueHun
exec <OoyTb k OporpaMMe> 3allyCKAeTCd MporpaMma II0 YKa3aHHOMY
nyTu (Tepefada napaMeTpoB He mnojjepxkuBaetcs). [Ipm 3HaueHHH suspend
ciayk0a ayauTa MNPEeKpaTUT BECTU MPOTOKOJ COOBITMH Ha JHUCKE, HO OyAeT
MPOJOJIKATh paboTaTh. YKazaHuE single MPUBENET K MEPEBOIY KOMIIbIOTEpA B
OJIHOTIONIL30BATEILCKUN pexuM (cM. 1. 3.6.2.3). Vka3zaHue halt NpUBEACT K
BBIKJIFOUCHUIO KOMITBIOTEPA;

- admin space left — KPUTHYECKUA MHHMMYM CBOOOJHOrO MNPOCTPAHCTBA B
Mmerabaitax, MpU JOCTIKEHUM KOTOPOTO JOJDKHO BBITIOJNHATHCS JIEHCTBUE,
ONpeAeasieMOe  CIEAYIOIIMM  napaMeTpoMm. JlaHHOe  JAEHCTBUE  CIEOyeT
paccMaTpuBaTh Kak IIOCIETHIO MeEpy, NPEAIPUHUMAEMYKO IIEpel TEM, Kak
3aKOHYUTCS MECTO Ha JHMCKe. 3HAYeHUE HACTOSIIEro mapamMerpa JOJKHO OBbITh
MCHBIIIC 3HAYCHUA space left;

- admin space left action — JIEHWCTBUE, NPEAIPUHUMAEMOE IPU JOCTHKECHUU
00beMOM CBOOOAHOTO MPOCTPAHCTBA HA JIUCKE YKA3aHHOTO KPUTHYECKOTO
MHUHHMYMa. JIOHyCTI/IMBIe 3HAYCHUA — ignore, syslog, rotate, email, exec,
suspend, single W halt. Ilpu 3HaUYeHUM ignore HHUKAKUX JEUCTBUU HE
npousBoautcs. [lpu 3HaueHUM syslog B CHCTEMHBIA MPOTOKOJN J100aBiIsIETCS

COOTBETCTBYIOIIAs 3anuch. [Ipu 3HaUeHNH rotate OyAET MPOU3BOJIUTHCA POTAIUS
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KYPHAJIOB, C YJAJIEHHUEM CaMbIX CTapbIX, YTOOBI OCBOOOJUTH MECTO Ha JHUCKE.
IIpn 3HayeHMM email MNO ajapecy, YKa3aHHOMY B action mail acct
OTIIPABJICTCSA YBCIAOMIICHHC. HpI/I 3HAYCHHUU exec <OyTb K »OporpaMMme>
3amyckaeTcsli IporpaMma IO YKa3aHHOMY TyTH (Iiepefada I[apaMeTpoB He
noanepxkuBaercsa). [Ipu 3HaueHMM suspend ciyxk0a ayauTa OPEKpPaTUT BECTU
MPOTOKOJ COOBITHIA Ha TUCKE, HO OYJEeT MPOAOIIKaTh paboTaTh. YKa3aHUe single
OPUBEIET K IIEpEeBOJY KOMIBIOTEPA B  OJHOIIOJIB30BATEIBCKAN  PEXKUM
(cm. . 3.6.2.3). Yka3zanue halt NpUBENET K BHIKIIOUEHUIO KOMIIBIOTEPA;

disk full action — J€WCTBHE, TMPEANPUHUMAEMOE TMpPU OOHAPYKEHUU
OTCYTCTBUS CBOOOJHOTO IIPOCTPAHCTBA Ha JIACKE.
I[OHyCTI/IMBIe 3Ha4YC€HUA — ignore, syslog, rotate, exec, suspend, single U
halt. Ilpm 3HaUYeHMM ignore HHMKAaKuUX JEUCTBUM He mnpousBomgurcia. Ilpm
3HAYEHUH syslog B CHUCTEMHBI MPOTOKOJ J00ABISIETCS COOTBETCTBYHOIIAS
3anuchk. [lpu 3HaueHMM rotate OyAeT NPOU3BOAMUTHCS POTALMS KYPHAJIOB, C
yIaJeHUEM CaMbIX CTapblX, 4TOObI OCBOOOAUTH MeCTO Ha nucke. IIpu 3HaueHuun
exec <OyTh K OporpamMe>  3aIllyCKAaCTCd IIporpamMmma IO YKa3aHHOMY
nyTH (epegadya mapaMeTpoB He mnojaep:kupaetcs). Ilpu 3HaUYeHMH suspend
ciyx0a ayauTa TMPEKPAaTUT BECTH MPOTOKOJ COOBITHM Ha JHCKE, HO OyaeT
OpOAOJDKaTh paboTaTh. YKa3zaHUE single MPUBEAET K MEPEBOAY KOMIBIOTEPA B
OJIHOTIOJIb30BATENbCKUN peXuM (cM. 1. 3.6.2.3). Yka3zaHue halt TpUBEIET K
BBIKJIFOYEHUIO KOMITBIOTEPA;

disk error action — JEUCTBHE, NPEANPUHUMAEMOE IPU BO3HUKHOBECHHUH
omubOku B pabote ¢ auckoM. J[omycTUMbIe 3HaUY€HHS — ignore, syslog, exec,
suspend, single H halt.

IIpn 3HaYyeHMM ignore HUKAKUX JNEUCTBUM He npousBoaurcsa. Ilpu 3HayeHun
syslog B CHCTEMHBId MPOTOKOJ J00ABISETCS COOTBETCTBYOIIas 3amuch. llpu
SBHAYCHHUHU exec <nyThb K nporpamme> 3allyCKaCTCA IIporpamma 1o yKa3aHHOMY
nyTH (repefgadya mnapaMeTpoB He mnopaaepxuBaercs). I[lpum 3HaueHMH suspend

cnyx0a ayauTa TMPEKpaTUT BECTH MPOTOKON COOBITUHA HaA JHUCKE, HO Oyner
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pOJ0JKaTh paboTaTh. YKa3aHHE single MPUBEIET K MEPEBOJYy KOMIBIOTEpA B
OJIHOTIOJIb30BATENbCKUN pexuM (cMm. 1. 3.6.2.3). VYkazaHue halt HOpUBEHET K
BBIKJIIOYEHUIO KOMITBIOTEPA;

tcp listen port — YHCIOBOE 3HaueHHE B auana3oHe 1..65535, mpu ykazaHuu
KOTOPOTO CiIy»0a aynurta Oyner npociaymuBaTh cooTBeTcTBytommii TCP mopt st
ayJuTa yAaJeHHBIX cucTeM. [[eMOH ayiuTa MOKET OBITh CBA3aH C tcp wrappers,
YTOOBI KOHTPOJIMPOBATH, KaKHUE MAIIMHBI MOTYT MOJKIIOYAThCs. B 3TOM ciyuae
MOXXHO J00aBUTh 3alUCh B hosts.allow M OTKa3aTb B coeluHeHuu. Ecnum
pemienue pazsepHyTo B OC Ha OCHOBE systemd MOKET MOTPEOOBATHCA U3MEHUTD
napamMeTp After;

tcp listen queue — KOJHMYECTBO PAa3PEIICHHBIX OXUAAIOMIMUX MOAKIIOYCHHI
(3ampoIIeHHBIX, HO HE MPHUHATHIX). 3JHAYEHUE IO yMOJYaHUIO — 5. YcTaHOBKa
CIIMIIKOM MaJICHbKOTO 3HAYEHHSI MOXKET MPUBECTH K OTKIOHEHUIO COEIUHEHUM,
Opy OJHOBPEMEHHOM 3aIlyCKE€ HECKOJBKHUX XOCTOB (Hampumep, Imociie cOos
MUTAHUSA);

tcp max per addr — KOJMYECTBO OJHOBPEMEHHBIX MOAKIOYEHUH C OJHOIO
[P-ampeca. 3HaueHwe MO yMONYaHWIO — |, MakcMMallbHOe 3HaueHue — 1024.
VYcraHoBKa CIUIIKOM OOJBIIOTO 3HAYEHUS MOKET MPUBECTU K aTaKe TUIA «OTKa3
B 00CITYy>)KMBaHUU» TPU BEICHUU KypHaja CEpBEpOM. 3HAUEHUE IO YMOJTYAHHIO
MOJIXOIUT B OOJIBIIMHCTBE CITy4Yacs;

use libwrap — CICAYET JIM HUCIIOJIb30BATh tcp wrappers A PacliO3HABAHUA
MOMBITOK TOAKIIOUEHHSI C Pa3pelIeHHbIX KOMIBIOTEPOB. JlomycTUMbIE 3HAYCHUS
yes WIH no. 3HAYEHUE M0 YMOJIYAHUIO — yes;

tcp client ports — MOPTBl, C KOTOPBIX MOXXHO MNPUHUMATh COEIHHEHHE.
3HaueHUEM MapaMeTpa MOKET ObITh JMO0 YMCII0, TUO0 JBa YuCia, pa3/ielieHHbIC
tape (mpobenbl HE Jomyckatorcs). Ecim mopT He ykasaH, COEIMHEHUs
MPUHUMAIOTCA ¢ JTro0oro nopta. Jlonycrumeie 3Hauenus 1..65535. Hanpumep, s
YKa3aHHs KIMEHTY HUCIOJb30BaTh MPUBHIETUPOBAHHBIA IMOPT, CIEAYET YKa3aTh

3HA4YC€HUEC 1-1023 AJId OTOro mmapameTpa, a TaKXKe YCTAHOBUTH OIILHIO loca 1 port
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B (aiie audisp-remote.conf. [IpoBepka TOro, 4TO KIMEHTHI OTMPABIAIOT
COOOMICHUSI ¢ TPUBWICTHPOBAHHOTO TMOpTa, ATO (yHKOHS O€30MacHOCTH,
IpEAOTBPAIIAIOIIAsA ATAKU C UCIIOJIb30BaHUEM UHBEKIIHIA;

- tcp client max idle — KOJIMYECTBO CCEKYHJ, B TCUCHHUEC KOTOPBLIX KIMCHT
MOXKET 0e3/1eCTBOBaTh (TO €CTh HUKAaKUX JaHHBIX OT Hero Hert). Mcmosb3yercs
JUTS1 3aKPBITUSI HEAKTUBHBIX COCIMHEHUM, €CIIM Ha KOMIBIOTEPE KJIMEHTE BO3HUKIIA
npobiema, u3-3a KOTOpOM OH HE MOXKET 3aBEpPIIUTh COCAMHEHHE KOPPEKTHO. JTO
TJI00ABHBIN TTapaMeTp, €ro 3HaUeHUE JOHKHO OBITh OOJIbIe (3KETaTenbHO, B ABA
paza), ueM 000N TmapamMeTp KIHWEHTa heartbeat timeout. 3HaY€HUE TIO
yMo4aHuio — (), 4TO OTKJIIOYAET ATy IPOBEPKY;

- enable krb5 — I@pH 3HaYeHUM yes — ucnoiub3oBark Kerberos 5 s
ayTeHTUQUuKauu U muppoBaHus. 3HaUCHUE IO YMOITYAHHUIO — NO;

- krb5 principal — OPUHUUIAI JJIS1 3TOrO CEpBepa. 3HAYEHUE M0 YMOTYAHUIO —
auditd. [Ipu 3HaYeHUM MO yMOJTYAHHIO, CEpBEp OYJIET MCKATh KIIOY C UMEHEM
TUINA auditd/hostname@REXAMPLE.COM B /etc/audit/audit.key oA
ayTeHTUPUKauu cedsl, T7Ie hostname — UMS CEpBEPa, BO3BpAILIAEMOE 3aIIPOCOM
DNS umenu no ero [P-aapecy;

- krb5 key file — pacrHoJO)KEHHE KJIIOYa JUIsl MPUHLIMIIANA 3TOro KineHta. dain
KJII0Ya JOJDKEH MPUHAJIEKATh IOJIb30BaTENl0 root W uMeTh mpasa 0400.
ITo ymonuanuto — dain /etc/audit/audit.key;

- distribute network — IIpU 3HAYCHUHU yes, COOBITHS, IOCTYIIAOIIHUEC N3 CCTHU
OynyT mepenaBaTbCs JUCIETUEpPY ayauTa st 00paboTku. 3HayeHue T
YMOJYAHUIO — no.

[Ipumeuanue. Pexomenmyercs Boumenarth i ¢aina /var/log/audit
crienualIbHBINA pasnes. Kpome Toro, mapameTpy flush HEOOXOJIUMO MPUCBOUTH 3HAUCHUE
sync WU data.

Jlis oGecnievyeHrs TIOJTHOTO MCTIOIB30BaHUS pasfena mapaMeTrpaMm max log file W
num_ logs HEOOXOJIMMO MPHUCBOUTH COOTBETCTBYIOIIME 3HaueHUs. YeM Ooublue (aiioB

CO3/1aeTCs Ha JUCKE, TeM OO0Jbllle BpeMEHU OyIeT yXOauTh Ha 00pabOTKy COOBITHIN MpH
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JNOCTHUKEHUN pasmepom O04YEpPEHOTO daitna MAaKCUMYyMa. [Tapamerpy
max log file action pEKOMECHAYECTCA HNPUCBOUTHL 3HAYCHUEC keep logs.

3HaueHue space left JODKHO OBITH TAaKUM, KOTOPOE MO3BOJHUT aIMUHUCTPATOPY
BOBPEMsI CpearupoBaTh Ha mpenynpexacHne. OObIUHO B YMCIIO AEHCTBUM, BBIOIHIEMbIX
aAMUHUCTPATOPOM, BXOJMT 3allyCK aureport -t KW apXMBUPOBAHHE CaMbIX CTapbIX
MIPOTOKOJOB. 3HAYEHUE space left 3aBUCUT OT CHUCTEMBI, B YACTHOCTH OT YACTOTHI
MOCTYIJIEHUSI COOOIIEHUN O COOBITUAX. 3HaUEHUE space left action PEKOMEHAYETCH
YCTaHOBUTH B email. Ecnu TpeOyeTcs oTnpaBka cOOOIIEHUs snmp trap, HY)KHO yKa3aThb
BAPUAHT exec.

3HauyeHHE admin space left JOJDKHO OBITh YCTAHOBIIEHO TAKMM 00pa3oM, YTOOBI
XBaTWJIO CBOOOJHOIO MecCTa JUIsl COXpaHEHMs 3aluceil O MOCHEAYIOUMX JIEeHCTBUSAX
aAMUHUCTpAaTopa. 3HA4eHUE MapaMerpa admin space left action  CIeAyer
YCTaHOBUTh B single, OrpaHUWYMB, TakuM OO0pa3oM, CIOCOOBI B3aWMOJAEWUCTBUSA C
CHCTEMOM, KOHCOJIBIO.

JlenicTBre, yKa3aHHOE B disk full action, BBINOJHAETCA, KOTJA B Pa3fcie yxe
HE OCTaJIOCh CBOOOJHOrO MecTa. JlocTyn K pecypcaM MallMHbI 10JKEH ObITh MOJHOCTHIO
MPEKpalleH, TaKk KaK HEeT BO3MOXHOCTH KOHTPOJHUPOBATH PadOTy CUCTEMBL. DTO MOKHO
CZeJIaTh, YKa3aB 3HAYCHUE single WK halt.

3HaueHne disk error action CJI€AYET YCTAaHOBUTb B syslog, single, 1100
halt B 3aBUCHMOCTH OT COTJIAIICHWS OTHOCHUTEIIBHO 00paboTKM cOOEB aImapaTHOro
oOecrieueHus. YKa3zaHUE EAUHCTBEHHOIO PAa3pPEIICHHOIO KIMEHTCKOro IMOpTa MOXKET
3aTPyJAHUTH NIEPE3AIYCK CPEACTB ayAuTa y KIMEHTA, TaK KAaK OH HE CMOYKET BOCCTAHOBHTH
COEIMHEHHE C TEMH K€ aJpecaMH U MOPTAMU XOCTa, IOKa HE UCTEUYET TallM-ayT 3aKPbITUS

COCIUHCHUA TIME WATT.

3.8.2.3. Komagma auditctl
Komanna auditctl UCHONb3yeTcs JUIsl HACTPOMKY MapaMeTpoB SApa, CBI3AHHBIX C
ayJINTOM, TIOJTyYCHHSI COCTOSTHUS U J00aBICHUS/yAAICHUS TIPABIIT ayaHTa.

CHuHTaKCHUC:

auditctl [onumm]
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Onuuu kKoHPUTrypanuu KOMaHIbl auditctl TpPUBEACHBI B Tabiuie 3, OMIMHU

COCTOSIHUS TIPUBEICHBI B Tabmuiie 4. Oy mpaBwil IPUBEICHBI B TA0IUIIE 5.

Tadonuma 3 — Onmuu KOHPUTYpalMU KOMaH bl auditctl

Omus Omnucanue

-b <xommuecTBO> Y CTaHOBUTH MAaKCUMAJIbHOE KOJIMYECTBO JOCTYIMHBIX JUIS ayIUTa
Oydepos, oxkuaromux 00padoTKH (3HAYCHHUE B SAIPE 10 YMOTIAHHIO
— «64»). B cnyuae ecnu Bce Oydepsl 3aHAThI, TO (iar cOost Oymer
BBICTABIICH SAPOM ]ISl €T0 JaibHeleln o0paboTKu.

--backlog wait time | YcTaHOBUTH BpeMsl 0KMIAHUS AJIS AApa JOCTUKEHUS 3HAUCHUS
<BpeMfa_OXMAaHNI> backlog limit (3Hauenue B spe no ymonyanuto — 60*HZ), npexne,
YeM CTaBHUTh B OYEpE/b JONOJHUTEIbHbBIE COOBITUS ayAuTa IS UX
nepegavyu ayauty. Yuciao JoMKHO ObITh O0JIbIle WK PAaBHO HYIIO, HO
MEHBIIIE, YeM JICCATUKPATHOE 3HAYCHHE IO YMOJYAHHUIO.

-C [Iponomxats 3arpyxarh npaBuia, HeCMOTpsl Ha onoOKy. Cymmupyet
pe3yibTar 3arpy3ku npasuil. Koj 3aBepiienus Oyner ommu6oYHbIM,
€CJIM KaKoe-JIn0o MpaBuiio He OyJIeT 3arpyKeHo.

-D VY nanuTh Bce mpaBuiia U TOYKU HAOI0eHUsA. MOXKET TakxKe
MPUHUMATH mapameTp (—k).
-e [0..2] YcranoBuTh aar 610KUpPOBKH. «0» — OTKIIIOYUTD ayIuT, «1» —

BKJIIOUMTD ayAMT, «2» — 3aIUTUTh KOH(DUTYPALIUIO ayAUTa OT
n3MeHeHul. [ ucronbp30BaHus JaHHON BO3ZMOXHOCTH HEOOXOIUMO
BHECTH JAHHYIO KOMaHy MocieiHel cTpokoii B audit.rules.
[Tocse ee BHINOIHEHHUS BCE MOMBITKM U3MEHUTh KOH(UTYpALIUIO
OyAyT OTBEPrHYTHI C YBEIOMIIEHUEM B )KypHajlaX ayauTa (4ToObl
3aJIeficTBOBAaTh HOBYIO KOH(PUTYpalnIo ayJuTa, HEOOX0IUMO
nepe3arpy3uThb CUCTEMY).

-f [0..2] YcranoBuTh crioco0 00paboTku 11t (aara coost: O=silent 1=printk
2=panic. [lo3BosseT onpenenuTh, KakuM 00pazoM spo Oyaer
oOpabatbIBaTh KpuTHUecKue omunoOku. Hanpumep, ¢uar coos
BBICTABJISIETCS TIPH CIEAYIOMINX YCIOBHAX: OIIMOKHU TIepeiavyn B
IPOCTPAHCTBO CIYKObI ayTUTa, IPEBbIILIEHHE TUMHUTa OydepoB,
OKU/IAIOIINX 00paOOTKH, BEIXO/I 32 TIPEEIbl TaMSITH Spa,
IPEBbIIIEHHE JTUMUTA CKOPOCTH BbIJIauX COOOIICHUH (3HAYCHHUE,
YCTAHOBJIEHHOE 110 YMOJTYAHUIO: «1», IUISI CUCTEM C IMOBBIIICHHBIMA
TpeOOBaHUAMU K 0€3011aCHOCTH, 3HAYEHHE «2» MOXKET ObITh OoJiee

IPEIOYTUTENBHO).
-h Kpatkast momMoIp no apryMeHTaM KOMaHHON CTPOKH.
-1 WrHopupoBaTh OMMOKY NPH YTEHUH MpaBui u3 daiina. Ecnu atot

napaMmeTp MnepeiaH B KauecTBE apryMeHTa (-S), TO PUBECTH, €CIIA ITO
BO3MOYKHO, YHCJIa K yJ0O0UYNTAEMOMY BH]LY.

--loginuid-immutable | Cpenats login UID Hem3MeHseMBIM cpa3y HOCIE ero yCTaHOBKH. s
u3menenus login UID tpeOyercst CAP. AUDIT CONTROL,
TI03TOMY HEMPHBHIIETHPOBAHHBIN MOIb30BATENb HE MOKET ETO
M3MEHHUTh. Y CTaHOBKA STOTO HapaMeTpa MOKET BbI3BAaTh HPOOJIEMbI B
HEKOTOPBIX KOHTEHEpax.
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Oxonuanue mabauywl 3

Omuus

Omnucanue

-q TouKa-

HpI/I HaJIn4u TOYKHU Ha6JIIO,H€HI/I$I 3a KaTaJloroM u OGBGI[I/IHCHI/II/I N

<MOHTMPOBAHVSA, IOANEP | nepeMelleHHH MOHTHPOBAHHMS APYIOro HoAepeBa B HAOII01aeMOe

eBoO>

MOJIJIEPEBO, HEOOXOAMMO yKa3aTh SAPY, CACIATh MOHTHPYEMOE
MOJIJIEPEBO IKBUBAJICHTHBIM IIpOCMaTpUBaeMoMy Kartasory. Eciu
MO/JIEPEBO YK€ CMOHTUPOBAHO BO BpeMs CO3/IaHUS TOUKHU
HaOJI0/IEHUS 32 KaTaJIoroM, MoIepeBO aBTOMAaTHUECKH TOMEYaeTCs
JUISL IPOCMOTpA. DTH JIBa 3HAYEHUS pa3/IeisieT 3arsTas, OTCyTCTBUE
3anaToi NpuBEIET K OLINOKe.

-r <yacToTra>

Y CTaHOBUTH OTpaHUYCHUE CKOPOCTH BBIIAYH COOOIICHHUH B CEKYHIY
(«0» — Het orpannyenusi). B ciydae, ecnu 3Ta yacToTa HE HyJeBas U
OHa TPEBBIIIACTCS B XO/I€ ayAHTa, (yiar cO0s BBICTABIISCTCS SIPOM
JUIS1 BBITIOJIHEHUSI COOTBETCTBYIOLIETO ACHCTBUA. 3HAUCHHUE,
YCTaHOBJICHHOE 110 YMOJTYAaHUIO: «0».

--reset-lost

COpocHTh CUETYHK MOTEPSIHHBIX 3aIHCel, 0TOOpaKaeMbIX KOMaHI0H
craryca.

-R <panim>

YuraTs npaBuia u3 (aiina. [IpaBuna 1omKHB OBITH OpPraHU30BaHBI
CJIEIYIOIIKUM 00pa3oM: pacnoiararbes 1o OJHOMY B CTPOKE U B TOM
NOpsIIKE, B KAKOM JOJDKHBI UCIIONIHAThCA. HaknanpiBarorcs
CJIEIyIOINE OTPaHUYEHUS: BiIaIeIbIEM YNTaeMOro (paiia 10JKeH
OBITH r0O0t, U IOCTYII HA YTEHHE JJOJKEH OBITh TOJNBKO y Hero. Daiin
MOJKET COJIepKaTh KOMMEHTAPUH, HAUMHAIOLINECS C CUMBOJIA ().
[TpaBuna, pacnonoxeHHble B ¢ailiie, HICHTUYHBI TEM, YTO
HaOuparoTcs B KOMaHJIHOU CTpoOKe, O0e3 yka3zanus auditctl.

OO6pe3ath nmoAaepeBbs MOCIe KOMaH bl MOHTUPOBAHUS.

Taonuia 4 — OOuuu COCTOSIHUS

Omnuust

Omnucanue

BriBecTH cMCOK BCEX MPABUII IO OJJHOMY ITPaBUITY B CTPOKE. DTOM KOMaH/JIe
MOTYT OBITh MPEAOCTABIICHBI JABE OMIINU: MO0 KITH0Y QUIBTpAINH (-k),
YTOOBI BEIBECTH CITUCOK MPaBUJI, COOTBETCTBYIOIIUX KITIOUY, TUOO OMIIHIO
(-1) MHTEPIPETUPYIOLLYIO 3HAaUeHUs noJiel oT a0 10 a3, 171 KOPPEKTHOTO
OTpeieTICHNUs] 3HAUCHU apTYMEHTOB CHCTEMHBIX BBI30BOB.

-m <TexKcCcT>

[Tocnate B cuctemMy ayauTa nojb3oBareiabckoe coodmenue. Komanna moxer
OBITH BBINOJIHEHA TOJIBKO U3-110J1 YYETHOM 3alHUCH T00t.

[TomyuuTs cTaryc ayauta. byayT moka3aHsl 3HaUEHUS, KOTOPHIE MOXKHO
YCTaHOBUTH C IOMOIIBIO OMIHH (-e), (-£), (-r) U (-b). 3HaUEHUE pid —3TO
HOMep Tpoliecca ciyx0bl aynuTa. 3HaueHue pid 0 yka3pIBaeT, 4To ciryx0a
aynuta He pabotaet. [Tone lost cooOmaeT, CKOIBKO 3amUCei COOBITHIT
aynuTta OblIO OTOPOIIIEHO M3-3a MepenoaHeHus oydepa ayaura. [lome
backlog coobmaer, cCkoIbKO 3anucei COOBITUI ayIUTa HAXOAUTCS B
ouepenu, oxuaas, korna auditd mpounrtaer ux. C 3TUM apameTpoM MOXKHO
MCIIOJIb30BAaTh OMIIUIO (1) JIJIsl HHTePIPETAIllUU 3HAYeHUN HEKOTOPBIX MOJICH.

Brisectu Bepcuto auditcetl.
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Tadbnuuma 5— Onmuu npaBui

Onnus

Onucanue

-a <CIMCOK, IercTBue |
neucTBue, CIMCOK>

J106aBUTh PAaBUIIO C YKa3aHHBIM JICHCTBHEM K KOHILY CITHCKA.
Heo6x0a1M0 yuuTBIBaTh, YTO 3HAUEHUS «CIIUCOK» U «IAEHCTBUS»
pa3zeseHsl 3aMsTo, U ee OTCYTCTBUE BBI30BET OmMOKYy. [loss moryT
OBITH YKa3aHBI B JIIOOOM TTOPSIJIKE.

—-A <CIOMCOK, IEMCTBUE>

J106aBUTH PaBUIIO C YKa3aHHBIM JICHCTBIEM B HAYAJIO CIIHCKA.

-C <f=f | fl!=£f>

Co3ziarh npaBUIO CPaBHEHUSI MEXKAY MOJISIMU: T10JI€, OTIepalus, MoJe.
MokHO niepenaBaTh HECKOJIbKO CPAaBHEHUI B OJTHOM KOMaHHOMN
crpoke. Kaxnoe n3 HUX ITOMKHO HauuMHATHE ¢ (-C). Kaxknoe
MPaBUJIIO CPaBHEHUS JO0ABISAETCS APYT K APYTY, & TAKKE K
MpaBuUjiaM, HAYMHAKOLITUMCS C (-F) 111 UHUIUUPOBAHUS 3aITUCH
aynuta. [lognepxuBaroTcs JBa ornepaTopa — paBHO U HE PaBHO.
JHomnyctumble nonst: auid, uid, euid, suid, fsuid, obj uid; u gid, egid,
sgid, fsgid, obj gid. JIBe rpymmsl uid 1 gid He MOTYT OBITH CMEIIIAHBI.
BuyTpu rpynmsl MokeT ObITh ClIeJaHo JII000e CpaBHEHUE.

-d <cnmcok, memcrBue>

Y nanutb IIpaBUJIO C YKa3aHHbIM JEUCTBUEM U3 CIIMCKA. HpaBI/IHO
YAATACTCA TOJIBKO B TOM CJiydac, €CJIM MOJHOCTBIO COBIIAJIM U UM
CUCTCMHOI'O BbI3OBA U IIOJISI CPABHCHUS.

-D VY nanuTh Bce mpaBuiia U TOYKU HaOM0eHUs. MOXKeT Takxke
NPUHUMATL ITapaMeTp (-k).

—F <n=v | nl=v | n<v | 3anarp none cpaBHEHHS I IpaBUIa. ATPUOYTHI 10N CIETyIOIIIE:

IL&\I?\I] r!&?j;j’ | n>=v || oGbexT, onepauus, 3HaucHue. B 01HON KOMaH/E I0MyCKAeTCs

3a/1aBaTh 10 LIECTUAECITH YEThIpEX Iosiel cpaBHeHMs. Kaxnoe
HOBOE I10JI€ JOJKHO HauMHAThCA € -F. AyJIUT OyZeT reHepupoBaTh
3aIMCh, ECIINA TPOU30LLIO COBIAJCHHE IO BCEM MOJISIMU CPaBHEHUS.
JlomycTUMO MCHOIb30BaHUE OJJHOTO U3 CIEAYIOIINX BOCBMU
OIIEpPaTOpPOB: PaBHO, HE PAaBHO, MEHbILIE, OOJIbILIE, MEHBIIIE JTHO0
paBHO, OoJbIIIe 100 paBHO, OMTOBas Macka (n&v) u OuTOBas
npoBepka (n&=v). buroBas nposepka BBIIOIHSET onepanuio «and»
HaJ| 3HAYE€HUSIMHU U TPOBEPSET, paBHbI JI1 OHU. buToBas macka
IIPOCTO BBIMONHSET onepanuto «andy. [oms, onepupyromue ¢
UICHTU(PHUKATOPOM I10JIb30BATENS], MOTYT TaKXe paboTaTh C UMEHEM
I0JIB30BATEN — IPOrpaMMa aBTOMaTUYECKHU MOTYYUT
UICHTU(PUKATOP MOJIb30BATENS U3 €ro UMEHH. T0 ke caMoe MOKHO
CKa3aTh U Ipo UM rpynisl. [1oss cpaBHEHUs MOTYT OBITh 331aHBI
JUTs1 OOBEKTOB, MMPUBEJIEHHBIX B TAOIHUIIE 6.
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Onuus

Onucanue

-k <kJjou>

VY cTaHOBUTH Ha NpaBmiIo K04 punbrpanmu. Kimrou guinstpanum —
3TO MPOU3BOJIbHASA TEKCTOBAs CTPOKA JIIMHON He GoJpie 31
cuMBosia. Kitrou moMoraeT yHUKaiabHO UAEHTH(QULINPOBATH 3alUCH,
reHepUpyeMBIE B XO/I€ ayJuTa 3a TOUKoi HaOmoaeHus. [lonck
3HAa4YEeHHUs KIF0Ya MOXHO BBIIIOJHUTH C TIOMOIIBI0 KOMaH/b!I ausearch,
9TOOBI HE3aBUCUMO OT TOT0, KAKO€ IIPAaBUIIO BHI3BAJIO COOBITHE,
MO’KHO ObUIO HalTH ero pe3ysbraThl. Kiltou Takke MOXXHO
HCII0JIb30BATh JJIs yIAJIEHUs BCEX IIPABUII (-D), WK IIPABUII C
OIPEJIEIICHHBIM KJII0YOM (-1). B mpaBuiie MOKHO UCIIOIB30BaTh
HECKOJIBKO KJIIOUEH, €ClIM HEOOXOAMMO UMETh BO3MOYKHOCTb [TOMCKA
3aperuCTPUPOBAHHBIX COOBITHI HECKOJIBKUMU CIIOCOOAMU, UITH €CIIH
npuMensieTcs riarkd audispd, KOTOpBIN B CBOEM aHAIH3e
HCIOJIB3YET KIIFOY.

-p <rlw|x|a>

YcTaHoBUTH (PUIBTP MIpaB 1OCTyNA 7S TOYKU HAOIIOICHUSI.
r=YTEHHE, W=3aIHCh, X=UCIIOJHEHNE, a=U3MCHCHHUE aTpruOyTa,
KOTOPBIC ONPEICIISTFOT THITHI CHCTEMHBIX BBI30BOB, KOTOPBIC
BBINOJIHSIOT JJaHHBIC JICUCTBUSI (CUCTEMHBIC BBI3OBBI «ready» u
«write» He BKJIIFOUYCHBI B 3TOT Ha0OP, MOCKOJIbKY JIOTH ayJUTa ObLIH
OBl IeperpykeHbl HHPOopMaIei 0 paboTe ITHX BHI30BOB).

-S <uMsa WM HOMEP
CHUCTEMHOTO
BLI3OBa |all>

B ciydae, ecnu kakoi-1n60 NpoLecc BHIIOIHIET YKa3aHHbIH
CHCTEMHBI BBI30B, TO ayIUT F'€HEPUPYET COOTBETCTBYIOLIYIO
3anuce. B ciyyae, eciii 3Ha4eHMS 10JIEH CPaBHEHUS 3a/1aHbl, a
CHCTEMHBI BBI30B HE yKa3aH, IPaBUJIO OyAET NPUMEHSATHCS KO BCEM
CHCTEMHBIM BBbI30BaM. B 01HOM IpaBuiie MOKET OBITH 33aHO
HECKOJIbKO CUCTEMHBIX BBI30BOB — 3TO MOJIOKUTEIBHO CKa3bIBAETCS
Ha IPOU3BOAUTENLHOCTH, IOCKOJIBKY 3aMEHSIET 00padOTKy
HECKOJIbKUX MpaBui. Crenyer nucath 1o ABa MpaBuia: OJHO it 32-
outHoit apxutektypsl (\fBb32\fP), npyroe mis 64-6utHol
(\fBb64\fP), uToOBI yOEIUTHCS, YTO SIPO HAXOIUT BCE OXKHJIAEMbIe
COOBITHSI.

-w <IOyTb>

Jlo6aBUTh TOUKY HaOIr0A€HUS 32 (ailIOBBIM OOBEKTOM,
HaXOAAIIMMCS IO yKazaHHOMY IyTH. JloGaBiieHne Touku
HaAOJIIOCHUS K KaTaJIOTy BEPXHETO YPOBHSI 3alPELEHO SAPOM.
I'pynnoBeie cumBosbl (wildcards) Takyke HE MOTYT OBITh
MCIOJIb30BaHBI, TIOMBITKYA UX UCIOJIB30BaHUS OyIyT T€HEpUPOBATh
npeayrnpexaarIee cooomenne. BHyrpeHHne TOUKH HAOIIOACHUS
peann30BaHbl Kak CIEKEHHUE 3a inode. Y CTAaHOBKA TOUKH
HaOroIeHNs 32 (ailyioM aHaJIOTMYHA MCIIOJIb30BaHMIO MTapaMeTpa
path B mpaBuiie CHCTEMHOTO BBI30Ba —F. Y CTAHOBKA TOYKH
HaOJIOCHNUS 32 KaTaJIOTOM aHAJIOTMYHA UCIIOJIb30BaHMIO MapaMeTpa
dir B mpaBMiIe CHCTEMHOTO BbI30Ba -F. EMHCTBEHHBIMU
JOMTYCTUMBIMH ITaApaMeTPaMH TIPH HCIIOJIb30BAaHHH TOYECK
HaOJI0ACHNUS ABIAIOTCS -p U —k.

-W <nyTb>

VY nanuTh Touky HaOIIOACHUS 32 (PaIOBEIM O0BEKTOM, HAXOISAIIIAMCS
110 YKa3aHHOMY IyTH.
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Ta6numa 6 — OObEKTHI MO CPAaBHEHUS

OO0BEKT

Onucanue

a0, al, a2, a3

UYetbIpe mepBbIX apryMeHTa, MepeJaHHbIX CUCTEMHOMY BbI30BY. CTPOKOBBIE
apryMEHTbl HE IOJAJIEPKUBAIOTCS. DTO CBA3aHO C TEM, YTO SAPO JIOJIKHO
MoJIy4aTh yKa3aTellb Ha CTPOKY, a MpOBEepKa IOJs MO 3HAYCHHUIO ajapeca
yKaszaTensl He jKenaresnbHa. TakuMm 00pa3oM, HEOOXOIMMO HCHOJIb30BAThH
TOJIBKO HU(POBBIC 3HAYCHHUS.

arch

ApxuTekTypa mporeccopa, Ha KOTOPOM BBIMOJIHSETCS CUCTEMHBIA BBI3OB.
Jyis ompeieNieHust apXUTEKTypPbl HEOOXOIMMO HCIIOIb30BaTh KOMaHTY:
uname -m

B cayuae, eciu apxurektypa [IDBM HeuwsBecTHa, HE0OXOAMMO
UCIONIb30BaTh Ta0muily 32-X OWUTHBIX CHUCTEMHBIX BBI30BOB, €CIM OHA
noanepxuBaercas [IOBM, MoxHO wucCnonb3oBaTh b32. AHAJIOTHYHBIM
00pa3oM mpuUMeHseTCsl TabJIUIa CUCTEMHBIX BBI30BOB b64. MOXKHO HammcaTh
MpaBWiia, KOTOPbIE B HEKOTOPOH CTENEHHW HE 3aBUCIT OT apXUTEKTYPHI,
MIOTOMY YTO THUI OyIET ONpenessIThcs aBToMaTuuecku. OQHAKO CHCTEMHbIE
BBI30Bbl MOT'YT 3aBUCETh OT apXUTEKTYpbl, U TO, YTO JOCTYHHO Ha x86 64,
MOXeT ObITh HefocTynHO Ha PPC.

JlupekTuBa arch goimkHaA mMpeanecTBOBaTh ONMIMKM -S, 4ToOBI auditctl 3Ham,

KaKyl0 BHYTPEHHIOIO TaONMIly WCIOJb30BAaTh JJIs TOHCKAa HOMEPOB
CHCTEMHBIX BBI30BOB.

auid

WnentudukaTop monbp30BaTelNsi, MCIONB30BAaHHBIA Ui BXOJa B CHCTEMY.
MosxHO wucronb3oBaTh MO0 MM IOJIb30BaTeNs, JUOO UAEHTU(]UKATOD
M10JIb30BATEIIS.

devmajor

I'maBHbBII HOMEp ycTpoiicTBa (Device Major Number).

devminor BcenomorarensHblil HoMep yerpoiicta (Device Minor Number).

dir [TonmHbIit MyTh K KaTalory Ais CO3AaHUs TOUKM HaOmoneHus. [lomemraer
TOYKY HAOJIIOJIEHUS B KATajor M PEKYpCUBHO BO BCE €ro MOAJEPEBbS.
MOHO UCTIOIB30BaTh TOJIBKO B CITUCKE eXit.

egid JleficTBUTENBHBIN UICHTU(PUKATOP TPYIIIIHI.

euid JleficTBUTENBHBIN HACHTU(UKATOP MOJTB30BATEIA.

exe AOGCONIOTHBIA MYTh K MPUIIOKEHUIO, K KOTOPOMY OyAeT HNPUMEHSTHCS 3TO
MpaBUII0. MOXKHO HCHOIB30BAThH TOJIBKO B CIIUCKE €Xit.

exit 3HaueHue, BO3BPALAEMOE CUCTEMHBIM BBI30BOM ITPH BBIXO/IE.

fsgid WnentudukaTop rpymnisl, IpuMeHseMblil k GaiiaoBoii cucreme.

fsuid WnentudukaTop noyib3oBaTess, IpUMEHsAeMbli K GailyioBoil cucteme.

filetype Tun nmeneBoro daiina: aity, KaTamsor, COKET, CChUIKA, CHMBOJ, OJIOK WU
FIFO.

gid W nenTuduxaTop rpymnisl.

inode Howmep inode.

key AJbTEepHATUBHBIN CITOCOO YCTAaHOBUTH KIItOU (DUIBTPALIUH.

msgtype Hcnons3yercss s NpOBEPKH COBNALEHUS C YHMCIIOM, ONUCHIBAIOIIAM THII

COO6I_I_ICHI/I$I. MosKeT HCIOIB30BaThCs TOJNBKO B crMcKax exclude u user.
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Oxonuanue mabdauyvl 6

OOBbexT Onucanue

obj uid UID o6bexkra.

obj gid GID o0Obekra.

path [Monublit myTh K (aimy ans TOYkH HaOmoneHus. MOXKET HCIOIb30BaThCs
TOJILKO B CITHICKE €Xit.

perm OunbTp mpaB AocTyna g (HaiaoBbIX onepauuii. MoXeT HCIOJIb30BaThCs
TOJBKO B cIUCKEe exit. MOXXHO HCIONB30BaTh 0€3 yKa3aHUs CHUCTEMHOIO
BbI30Ba, IPU OTOM AIpO BBIOEPET CHUCTEMHBIE BBI3OBHI, KOTOpBIE
YIOBIICTBOPSIIOT 3aIpPaIINBAEMbIM Pa3pEIICHHIM.

pers [lepconasibHBIN HOMED ONEPAUOHHON CHUCTEMBI.

pid Nnentudukarop mpomecca.

ppid WnentudukaTop poauTeascKoro mporecca.

sessionid Wnentudukatop ceanca mojab30BaTes.

sgid Y cTaHOBNEHHBIA UACHTU(DUKATOP TPYIIIBL.

success Ecnu 3HaueHue, Bo3BpaliaeMoe CHCTEMHBIM BBI30BOM, OoJiblie MO0 paBHO
0, maHHBIi OOBEKT OymeT paBeH «truew/«yesy, uHaue «falsey/«no». Ilpu
CO3/IaHUU TPaBUJIA HY>KHO HCIIOJIb30BaTh 1 BMeCTO «true»/«yes» u 0 BMecTo
«false»/«no».

suid YcTaHOBNEHHBINA HACHTU(DUKATOD MOIH30BATEIIS.

uid Nnentudukarop monp3oBaTes.

Jns noOaBiieHUs MpaBWII HMCHOJB3YyeTCs clieayromas (opMa 3amucud KOMAaHJIbI
auditctl:

# auditctl -a cnucok, mercTeue -S MMA CUCTEMHOTO BE3OBa —F OMIILTPE
3/1ech CIUCOK — JTO CIHUCOK COOBITUH, B KOTOPBIA CIENyeT 00aBUTH MPABUIIO.
Jlanee onucaHbl UMEHA TIOCTYIHBIX CIIMCKOB:

1) task — 700aBUTH MPaBUIIO K CIUCKY, OTBEYAIOLIEMY 33 IPOLIECCHI. DTOT CIHCOK
OpaBWJl MCIOJB3YETCSd TOJBKO BO BpeMs CO3[aHUsl IMpolecca — Korjaa
POAUTENBCKHUI MPOLECC BBI3BIBAECT fork () WU clone (). [Ipu ucnonszoBaHumn
ATOTO CIKHCKAa MOYKHO HCMOJb30BaTh TOJBKO TE€ MOJISA, KOTOPHIE U3BECTHBI BO
BpeMsi co3aanus nporecca (uid, gid u Tak nanee);

2)exit — n00aBUTH MPaBWIO K CIUCKY, OTBEUAIOIIEMY 3a TOYKHM BBIXOJla U3
CHUCTEMHBIX BBI30BOB. JTOT CIHCOK MPUMEHSETCS, Korjga HEoOXOIUMO CO37aTh

coObBITHE AJI1 ayanTa, IPUBA3AaHHOC K TOUYKaM BbLIXO/Jda U3 CUCTECMHBIX BbI3ZOBOB,
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3) user — g00aBUTh TMPaBWIO, OTBEYAIONIEE 3a CHUCOK  (UIbTPALMU
MOJIb30BATENIbCKUX COOOIIEHHH. ODTOT CHUCOK HCIOJIB3YETCS SIAPOM, YTOOBI
OTQUIBTPOBATh COOBITUS, MPUXOASIIME M3 IMOJIB30BATEIBCKOTO MPOCTPAHCTBA,
nepea TeM, Kak OHU OyAyT mepenaHbl ciayxkoe ayauta. HeoOXonuMo OTMETHTB,
YTO TOJIBKO CJIEAYIOLIME TMOJIsi MOTYT OBITh HCHONB30BaHbL: uid, auid, gid,
pid, subj user, subj role, subj type, subj sen, subj clr M msgtype.
Bce octanpabie ot OyayT o0paboTaHbl, Kak €ciau Obl OHM HE COBIAJIN;

4) exclude — 100aBUTH MPABUIIO K CITUCKY, OTBEYAIOIIETO 3a (PUIBTPALIUIO COOBITHIA
OMpENEICHHOT0 THUMA. DTOT CIHMCOK HCIOJb3YeTCs, YTOObl OT(PUILTPOBHIBATH
HEeHYXHbIe COObITUA. COOBITUS MOTYT OBITh MCKIIOUEHBI MO HACHTHU(OUKATOPY
mpolecca, HMACHTU(PUKATOPY  TOJB30BaTeNA, HWIACHTH(PHUKATOPY  TPYIIIHI,
UJCHTU(UKATOPY JIOTMHA IOJIb30BATENS, THUIYy COOOUICHHMS WM KOHTEKCTY
MpeaMeTa.

Bropo# mapameTp onuuu -a — 3TO AEHCTBUE, KOTOPOE JTOJKHO ITPOU30MTH B OTBET

Ha BO3HUKIIEE COOBITHE:

l)never — ayauT He OyAeT TIeHEpUPOBATH HUKAKUX 3amuceid. MoxkeT ObITh
UCIIOJIb30BAHO JIJIsi TOJABJEHUsI TreHepanuu coObituil. OOBIMHO HE00XO0IUMO
MOJIaBIISITh TEHEPAIMI0 BBEPXY CIHCKa, a HE BHU3Y, IOCKOIBKY COOBITHE
UHUIMHPYETCS Ha IEPBOM COBIABILIEM ITPABUIIE;

2) always — YCTAaHOBHUTb KOHTEKCT ayauTa. Bcerna 3anoiaHsATh €ro Bo Bpems BXoja B
CHUCTEeMHBIH BBI30B, M BCErJa TE€HEPHUPOBATh 3alHMCh BO BpEeMs BBIXOAA U3
CUCTEMHOTO BbI30Ba.

Jlanee ykaspIBaeTcs omuus -S, KOTOpas 3aJaeT MMsS CUCTEMHOTO BbBI30BAa, IMpHU
oOpallleHUH K KOTOPOMY JOJDKEH cpabaThiBaTh TPUTTEP (HAMpUMEp, open, close, exit).
BmecTo nMeHn MoXeT ObITh UCTIOIB30BAaHO YMCIOBOE 3HAYEHUE.

HeoOsi3arenpHas omuust -F HCIONB3YeTCA JUISl  yKa3aHUs JOMOJIHHUTEIbHBIX

napaMeTpoB (PUIIbTpAIIU COOBITHS.
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[IprMepb! UCIIONB30BaAHUS:

-l BCACHUSA JKypHalla CO6I)ITHI>1, CBA3aHHBIX C MHCIIOJIB30BAHUEM CHCTEMHOI'O
BBI30Ba open (), U PETUCTPUPOBAHMS MPU ITOM TOJBKO oOpareHus K daiimam
KaTajuora /etc, UCIOJb3yeTCs CIEAYIOIIEE TPaBUIIO:

# auditctl -a always,exit -S open -F path=/etc/

- PETUCTPUPOBATH TOJIBKO T€ COOBITHS, MPU KOTOPBIX (haiiyl OTKPHIBAETCS TOJIBKO HA
3aMuCh U U3MEHEHHUE aTPUOYTOB:

# auditctl -a always,exit -S open -F path=/etc/ -F perm=aw

- 3alIMCBIBATb BCC CUCTCMHBIC BbI3OBBI, HCIIOJIB3YCMBIC OIIPCACIICHHBIM ITPOICCCOM:
auditctl -a always,exit -S all -F pid=1005

- 3aIIMCHIBATh BCE (DAMITBI, OTKPBITHIE ONPEEICHHBIM M0JIb30BATEIEM:
auditctl -a always,exit -S openat -F auid=510

- 3alIMChIBATh HCYAAYHBIC IIOIILITKH BBI30OBA CHUCTEMHOM (bYHKHPIPI 'openat':
auditctl -a exit,always -S openat -F success!=0

- 3aMKUCBIBATh MOMBITKA U3MEHEHUS (haitna (1Ba criocoba):

auditctl -w /etc/shadow -p wa
auditctl -a always,exit -F path=/etc/shadow -F perm=wa

[IpaBmia He 00s3aTeNbHO 3a/4aBaTh, MCIONB3YS KOMAHAHYIO CTpPOKYy. Bo Bpems
crapra ciyx0a auditd yuraer ¢ain /etc/audit/audit.rules, KOTOPBIA COIEPKUT
npaBuia ayauta B opmare auditctl.

B (aiin 3anuceiBaroTcst mpaBuia 0e3 uMeHn koMaHabl. Hampumep:

-w /etc/passwd -p wa

3.8.2.4. KomaHga aureport

Komanna aureport reHepupyeT HUTOrOBbIE OTYETHI HA OCHOBE JIOTOB CIIY)KOBI
ayJuTa, TaKk)Ke MOXKET NMPUHHMAaTh JIaHHBIE CO CTaHAApTHOTO BBOja (stdin) 1o Tex mop,
MOKa Ha BXxoje OynyT HeoOpaOOTaHHBIE NaHHbBIE JIOTOB. B miamnke kaxaoro oryera ajis
Ka)XI0ro cToillla ecTh 3aroioBOK. Bce OT4eThl, KpOME OCHOBHOTO MTOTOBOTO OTYETA,
coJiepkaT HoMepa coObITHI ayauTa. Mcmonb3ys uX, MOXKHO HAaWTH TOJIHBIE JAaHHBIE O
COOBITUH C MIOMOUIBI0 KOMaHMBI ausearch -a <uHomep co6urus>. B ciydae, eciu B
OTYETE CIUIIKOM MHOTO JaHHBIX, MOKHO 33/J1aTh BpeMs Hadayia U BpeMsl OKOHYAHHS IS

YTOUHCHHUA BPEMCHHOI'O ITPOMCIKYTKaA.
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OT‘lCTBI, I'CHCPpUPYEMBIC aureport, MOIYT OBITH MCIOJB30BAHBI KaK I/ICXO,ZIHBIﬁ
MaTcpHral IJI1 IMOJTYYCHUS PAa3BCPHYTHIX OTYCTOB.

CHUHTaKCHUC:

aureport [onumm]

Omniuy KOMaHbl aureport MPUBEACHBI B Ta0IHIIE 7.

Tab6nauma 7— Onmuu KOMaHabI aureport

Ormus Omnucanune
-au, --auth OT4eT 0 MOMBITKAX ayTCHTH(UKAIIAH.
-a, ——avc OTtueT 0 ave COOOIIECHUSX.
—-comm OT4eT 0 BBIIIOJHEHNH KOMAaH/I.
-c, -—-config OTt4et 00 U3MEHEHUIX KOH(UTypaIuu.
-cr, —-crypto OT4eT 0 COOBITHAX, CBSI3aHHBIX C KOJUPOBAHUEM.
-e, ——event OtuyeT 0 COOBITHSAX.
--eéscape <onuusa> DKpaHMPOBATh BHIBOA. BO3MOKHBIE 3HAUECHUS: raw, tty,

shell u shell quote. Kaxxnprit pesxuM BKIIIOYaeT B ceOsl
CUMBOJIBI TIPEABIAYIIETO PEXKUMA U SKPAHUPYET OO0JIbIIIE
cumBoOJIOB. To ecTh shell BkrogaeT Bce CHUMBOJIEI,
dKpaHupyeMble tty, 1 100aBISIET HOBbIE. 3HAYEHUE 11O
YMOJIYaHUIO — tty.

-f, ——file Otuer o ¢aiinax u CoKeTax.

——failed st 06paboTKH B OTYETaX BHIOMPATH TOIBKO HEYTaUHbIE
coObITus. [To yMom4aHuio MOKa3bIBalOTCA KaK yJauHbIE,
TaK U HEYJaYHbIC COOBITHSI.

-h, --host Ortuer 0 XocTax.

-1, ——interpret TpaHciupoBaTh YHCIOBbIE 3HAYEHHS B TEKCTOBBIE
(Hanpumep, UACHTU(PUKATOP MOTB30BATENS Oy IET
TpPaHCIUPOBAH B UM MOJIb30BaTeNs). TpaHCsus
BBITIOJIHSETCS C UCIIOJIb30BaHNEM JIAHHBIX C TOM MAaIlIUHBI,
IJIe 3ayIICH «aureporty.

-if, --input Hcnonb30BaTh yKa3aHHBINA (Al MM KaTalior BMECTO
<¢aun> | <xaranor> JIOTOB ayAnuTa. ITO MOXKET OBITh MOJIE3HO MPU aHATH3E
JIOTOB € JAPYTOM MAIIWHBI WU [TPH aHATH3€ YaCTUYHO
COXPaHEHHBIX JIOTOB.




IIpooonsicenue mabauyvl 7

176
JIKHB.11102-01 99 01

Onuus

Onucanue

-—-input-logs

Hcnonp30BaTh MECTOIONIOKEHKE (haiiia )KypHaia u3
auditd.conf Kak UCXOJHBIE TaHHBIE JJI aHAIU3A. DTO
HE0O0XO0MMO, TIPU UCIIOJIb30BAHUU KOMAH/Ibl aureport B
3aJJaHuM cron.

—-integrity OTYeT 0 COOBITUSX LIETOCTHOCTH.

-k, ——key OT4eT 0 KIIFOYEBBIX CJIOBAxX B IPaBUIIAX.

-1, --login OT4eT 0 MOMBITKaX BXO/A B CHCTEMY.

-m, —-mods OTt4et 00 M3MEHEHHUSX TOJIb30BATEIIBCKUX YICTHBIX
3aMuce.

-n, —-anomaly OtyeTt 00 aHOMAJILHBIX COOBITHAX. DTU COOBITHS

BKJIFOYAIOT MIEPEXO/] CETEBOM KapThl B OECIOPSAI0UHBII
PEXUM U OLIMOKU CETMEHTAIIUH.

--node <umMma y3Jja>

OTOOpa3uTh B OTYETE TOJIBKO COOBITUS CO CTPOKON <UMS
y3na>. [Io ymMonyanuro BKIIFOUEHBI BCE y3ibl. [Jonmyckaercs
NIEPEUYNCIICHNE HECKOJIBKHX Y3JI0B.

-nc, ——no-config

He Bxmmrouats coobiTue CONFIG. CHANGE. Ot1o0
0COOEHHO ITOJIE3HO JIJIS1 KITFOUEBOTO OTYETa, MMOCKOIBKY
MpaBuja ayJuTa BO MHOTHX CITydasX UMEIOT KITFOUCBBIC
MeTKH. VICTIoap30BaHmne 3TOM ONMIIUK N30aBIISIET OT JIOKHBIX
cpabaThIBaHUM.

-p, —-pid

Ortuer o npoueccax.

-r, ——response

Otuer 0 pCaKiuAX Ha aHOMAJIbHBIC COOBITHSL.

-s, ——syscall

OT4YeThl O CHUCTEMHBIX BBI30BaX.

——Success

Jlnst 06paboTKH B OTYETaX BHIOMPATH TOJNIBKO YJaUHbIC
coObITus. [To ymMom4aHuio MoKa3bIBalOTCA KaK yJauHbIe,
TaK U HEYJJaYHbIE COOBITHSI.

—-—summary

['enepupoBaTh UTOTOBBIM OTYET, KOTOPBINA JaeT
MH(GOPMALIMIO TOJBKO O KOJIMYECTBE JIEMEHTOB B TOM WJIU
MHOM oT4eTe. Takol pexuM eCTh HE Y BCEX OTUYETOB.

-t, ——-log

FeHepauHﬂ OTYCTOB O BPECMCHHBIX paMKax KaxKJ0To
oT4cCTAa.

-—tty

OTyeThl 0 HAXKATHIX KJIABHUIIIAX.




Oxonuarnue maoauyvt 7

177
JIKHB.11102-01 99 01

Ormus Onucanune

-te, --end <mara> Hckatb COOBITHS, KOTOPBIE TPOU3OLLIN PaHbILIE (MIH BO

<Bpema> BpeMsl) YKa3aHHOW BpeMeHHOU TOYKU. DopmaT AaThl U
BPEMEHU 3aBUCUT OT PETMOHAJIBHBIX HACTPOEK. B ciyuae,
€CJIM JaTa HE yKa3aHa, TO MOJIpa3yMeBaeTCs TEKYIIUN JEHb
(«today»). B ciryuae, eciu He yka3aHO BpeMs, TO
MOAPA3yMEBAECTCS TEKYIIUA MOMEHT («NOW).

-tm, —-terminal OT4er 0 TepMHUHAIAX.

-ts, --start <mara> HckaTh cOOBITHS, KOTOPBIEC MPOU3OILIN NOCIIE (U BO

<ppema> BpeMsi) YKa3aHHOW BpeMeHHOU TOUKU. DopmaT AaThl U
BPEMEHH 3aBUCHUT OT PETMOHAIBHBIX HACTpoeK. B ciryuae,
€CJIM JlaTa He yKa3aHa, TO MOoJApa3yMeBaeTcsa TEKYLIUN JeHb
(today). B cnydae, eciiu He yka3aHo BpeMmsi, TO
nojpazymeBaeTcs moyHoub (midnight).

-u, —--user OTtuyeT 0 MoJIb30BaTEIIAX.

-v, —-version BriBeCTH BEpCcHIO TPOrpaMMBbl U BBIWTH.

-x, ——executable OtueT 00 UCONMHAEMBIX 00OBEKTAX.

[Ipumeuanue.

Heo0xoaumo HCHoONAb30BaTh HOTALMIO BpeMeHU B (dopmate

«24 gaca», a He «AM/PM». Hanpumep, nata moxxer ObITh 3a1aHa Kak «24.10.2005», a

BpeMs — Kak «18:00:00»:

# aureport -te 03.06.2025 11:24:27

Taxxe AOITYyCKACTCsA UCII0JIb30BAaTh CIACAYIONIHMEC KIIFOUCBBIC CJIOBA:

- now — ceMyac;

-recent — ACCATH MUHYT Ha3a1d;

- boot — BpeMs 3a CEKYHJIy J0 TOTO, KOT/Ia CHCTEMa 3arpyajiach B MOCIEIHUHN pa3;

- today — Ie€pBasg CCKyH/Ja IOCJIC ITOJIYHOYU TCKYIICTO JTHS,

- yesterday — IIepBasi CEKyH/Ia IOCJIE MOJIYHOUYH IPEAbITYIIETrO AHS;

-this-week — mepBasi CEKyHJa IMOCJE MOJIYHOUYU TEPBOrO JIHS TEKyIIeH HeIenu,

nemeﬁ ACHb HCACIIN OIIPCACIIACTCA N3 PCTHOHAJIBHBIX HACTPOCK,

- week-ago — IEPBAs CEKYHJA MTOCJIE MOJIYHOYU POBHO 7 JHEW HA3al;

-this-month — IepBas CCKyHAa IIOCJIC IIOJIYHOYHM IICPBOTO YHUCIIA TCKYUICTO

MecsIIIa;

-this-year — nepBas CCKyHAa IOCJIC IMOJYHOYH IICPBOTO YMUCIIA MCPBOro MECsAla

TEKYIIEero roja.
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3.8.2.5. Komanna ausearch

Komanga ausearch SABIS€TCI HMHCTPYMEHTOM TMOHWCKa IO JKypHalIy ayauTa.
ausearch MOXET TakXe MPUHUMATh JJAHHBIE CO CTaHAapTHOro BBoja (stdin) 1m0 Tex mop,
MoKa Ha BxojAe OyayT HeoOpaOoTaHHbIC JaHHBIE JIOTOB. Bce ycioBuUsA, yKa3aHHBIE B
napameTpax, 00bEAUHSIIOTCS JOTUYECKUM «I».

Kaxnpiii CHCTEMHBIM BBI30B SApa W3 IOJb30BATEIBCKOTO MPOCTPAHCTBA U
BO3BpAIlIEHUE JIAaHHBIX B TOJIb30BATEILCKOE MPOCTPAHCTBO UMEET OJIMH YHUKAIBHBIN (JIJ151
Ka>KJIOTO CUCTEMHOTO BbI30Ba) UICHTU(PUKATOP COOBITHS.

Pasznuunbie yacTu siipa MOTYT J00aBIATH JOMOJHUTENbHBIC 3anucu. Hampumep, B
coOBbITHE ayAuTa JJIsl CHCTEMHOTO BBI30Ba «Open» A00aBIsETCsA 3alUCh PATH C UMEHEM
¢aiina. ausearch NMOKa3bIBAET BCE 3alMCU COOBITUSL BMECTE. DTO O3HAYAET, YTO MpHU
3amnpoce ONMPEIETICHHbBIX 3aIMCEN PE3YJIbTAT MOKET COAEPKATh 3aIUCU SYSCALL.

He Bce Tumbl 3amuceit cojepkatr ykasaHHyro uHbopmainuio. Hanpumep, 3amuch
PATH HE COACPKMUT UM y3J1a MJIK loginuid.

CuHTaKCHUC:

ausearch [omnumm]

Onuuu KOMaHJIbl ausearch IPUBEICHBI B Ta0auUIIE 8.

Taonuima & — Onuuu KOMaHAbl ausearch

Omus Onucanue
-a, ——event Hckatb coObITHS ¢ 3aJaHHBIM UAeHTU()HUKATOPOM coObITHs. B
<UOSHTUOUKATOP COOOIIEHUN: msg=audit (1116360555.329:2401771),
CcoOBBITUA> UaeHTU(UKATOP COOBITUS — YUCTIO TOCTE «:». Bece coObIThs

ayJuTa, CBSI3aHHBIE C OJJHUM CUCTEMHBIM BbI30BOM, UMEIOT
OJIMHAKOBBIN UJACHTH(PUKATOP.

--arch <CPU> Hckate coOBITHSI Ha OCHOBE OIPEAECTIEHHOM apXUTEKTYpbI
nporeccopa. s onpeneneHus apXUTEKTypbl HE0O0XOAUMO

HCII0JIB30BATh KOMAaHAY:
uname -m

B cnyuae, ecnu apxutektypa [I19BM HensBecTHa, HE0OXOAUMO
UCIONIE30BaTh Ta0MHIly 32-X OMTHBIX CUCTEMHBIX BBI30BOB, €CITU
oHa mnonanepxuBaercs I[[9BM, MoxHO wucmonas3oBath b32.
AHaJOTUYHBIM 00pa3oM TPHUMEHSETCs TaOlHIla CHCTEMHBIX
BBI3OBOB b64.

-c, -—comm <comm-name> | Mckatb COOBITHSL C 3aJaHHBIM «COMM name», HMEHEM
UCIIOTHAEMOTO (haiiyia U3 CTPYKTYPHI 3a7a9H.




IIpooonsicenue mabauyvt 8

179
JIKHB.11102-01 99 01

Omnmust

Onucanue

—-—-debug

BriBecTr coobmienust, npomnyuieHHbIe stderr.

-—-checkpoint <darmn
KOHTPOJIBHOV TOUKM>

KonTposbHas Touka — 3TO BBIBOJ MEXAY MOCIEI0BATEIIbHBIMU
BBI30BaMH ausearch, Tak 4To B MOCIEAYIOIMIMX BBI30BAX OYIyT
BBIBOJIUTHCS TOJBKO COOBITHS, HE MOMABIIKE B MIPEABLTYIIIHIA
BBIBOJI.

CoOriTre auditd cocTOUT M3 OMHOM WIJIM HECKOJIBbKHX 3aIlMCEN.
[Tpu obpabotke coObITHs ausearch ompenenseT COOBITHUS Kak
3aBepIICHHBIC U HE3aBEePIICHHBIE. 3aBEpIIEHHOE COOBITHE — ATO
OJTHO COOBITHE 3alUCH WM TO, KOTOPOE IMPOU30LUIO paHbIIE,
4eM 3a 2 CEeKyHJbI 110 CPAaBHEHHIO C TEKYIIUM 00padaThIBaeMbIM
COOBITHEM.

KonTponpHas Touka oOecrieunBaeTcsl MyTeM 3aruCH ITOCIETHETO
3aBEPILICHHOTO COOBITHSI BBIBOJIa BMECTE C HOMEPOM yCTPOIMCTBA
U MHJAEKCOM (aiija TMOCIIEHEr0 3aBEPLIMBLIETOCS COOBITHS B
¢aiin koHTpoNBbHON TOUKH. [Ipm cremyromem BbI30oBe ausearch
3arpy3uT JIaHHbIE KOHTPOJIBHOW TOYKH U TPH 00paboTke (aiiyoB
XKypHaia, OyzieT oTOpachIBaTh BCe 3aBEpIICHHBIE COOBITHS, MTOKA
OHU HE COOTBETCTBYIOT KOHTPOJBHOW TOYKE, B ITOT MOMEHT
ausearch HauHET BEIBOJUTH COOBITHSI.

-e, ——exit <kxon>

HckaTh COOBITHS Ha OCHOBE KOoJga CHMCTCMHOI'O BbI3OBa exit uiaum
€1rno.

-—escape <onumsa>

DKpaHUPOBATh BBIBOJ. BO3MOXKHBIE 3HAUYCHHUS: raw, tty, shell u
shell quote. Kaxplii pexxuM BKITFOYAET B CeOSI CHMBOJIBI
MPEIBIAYILEro PeKUMa U SKpaHUpyeT Oosbile CUMBOIIOB. To
ectb shell BKiItoyaeT Bce CHMBOJIBL, SKpaHUPYEMEIE tty, U
n00aBIIIeT HOBbIE. 3HAUEHHUE 110 YMOTYAHHIO — tty.

-—-extra-keys

Ecnu mapameTp format MMeeT 3HAUEHHE csv, BEIBECTH CTOJIOET
C JIOTIOJTHUTEIHHOU HHPOPMAIIUECH.

Paboraet Toibko ¢ 3anucsmu SYSCALL, koTopsie Obln
3alMcaHbl B pe3ysbTaTe 3alycKa MpaBuiia ayuTa,
OTPEENIEHHOTO KIIFOUOM.

-—extra-labels

Ecnu mapameTtp format UMeeT 3HaUCHUE csv, JOOABUTh
nH(pOPMAIIHIO 0 METKaX CyOBheKTa U 00beKTa (€CIU METKU

CYILECTBYIOT).

-—extra-obj2

Ecnu mapametp format UMeET 3HaUYEHHUE csv, JOOABUTH
WH(pOpMaIHIO 0 BTOPOM 00BEKTE (€CIIM OH CYIIECTBYET).
BTtopoii 00beKT HHOT 1A SBJIIETCS YaCThIO 3aMUCH, HATIPUMED,
MIpH IepEeMMEHOBAaHUY (ailia Wi MOHTUPOBAHUH YCTPOICTBA.

-—extra-time

Ecnm mapameTtp format UMeeT 3HaUEHHUE csv, J00ABUTH
nH(pOpMaIHIO O BpEMEHHU MPOCTOA.

-f, ——file <dpawnmn>

HckaTb coOBITHS C 3aJaHHBIM UMEHEM (paiina.
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Omnmust

Onucanue

-—-format <omnumm>

OtdopMaTupoBaTh COOBITHSI, KOTOPHIE COOTBETCTBYIOT
kputepusm norcka. [lognepxxuBaembie popmaThel: raw, default,
interpret, csv U text. 3Ha4YeHUE raw OIMUCAHO B OIIIUU raw.
[Tpu 3HaueHuu default CTPOKH BBIBOASATCS 0€3
dbopMaTupoBaHus, B BEIBOJIE HCIIOIb3YETCS OJIHA CTPOKA B
KaueCTBE BU3YaJIbHOTO pa3/IeNIUTENs, Jajiee YKa3bIBACTCS METKA
BPEMEHH, a 3aTeM CIIEYIOT 3aIICH COOBITHSI.

3Ha4YCHUE interpret OOBICHSACTCS B ONMCAHUH ONMIUU - 1. [Ipu
3HAYCHUU csv Pe3yNIbTaT MOMCKa BEIBOAUTCS B popmare CSV (ot
anri. Comma-Separated Values — 3HaueHus1, pazeneHHbIE
3amAThIMK). 3HAYCHHE text MPpeoOpa3yeT BhIBO K hopMary
NPEUIOKEHUH, YTO YIPOIIAaeT TOHUMaHKE BBIBOJIA, HO
IIPOMCXOAMT 3TO 32 CYET MOTEPU ACTAICH.

-ga, —-gid-all all-
<MOEeHTUOMKATOP I'pPYINB>

Hckath cOOBITHS C 3aaHHBIM 3P (EKTUBHBIM I OOBIYHBIM
UJACHTH(UKATOPOM TPYIIITHIL.

-ge, ——gid-effective
<50dbeKTUBHLI
UOEHTUOUKATOP T'PYIIIED>

HckaTh coObITHs C 3a1aHHBIM 3()()EKTUBHBIM UAECHTH(PHKATOPOM
TPYIIIBI WM UMEHEM TPYIIIHL.

-gi, --gid <rpynna> HckaTh coOBITHS C 3aITaHHBIM HIICHTH()UKATOPOM TPYIIIIBI WA
UMEHEM TPYIIIBL.

-h, --help Cnpaska.

-hn, ——host <wmmsa ys3ma> | Mckarb coObITHS C 3a1laHHBIM UMEHEM y3iia. Mms y3na moxer
OBbITb UMEHEM Y3113, TOJIHBIM JOMEHHBIM UMEHEM WM HU(PPOBBIM
CETEBBIM aJ[PECOM.

-i, —-—-interpret TpaHcaMpoBaTh YNCIIOBBIE 3HAUEHU B TeKCTOBBIE. Hanpumep,

I/II[eHTI/I(I)I/IKaTOp IMOJIB30BaTCJIA 6YI[6T TPAHCIUPOBAH B UMs
IIOJIB30BAaTECIIA. TpaHCJ'ISIHI/ISI BBITIOJIHACTCA C UCITOJIb30BAHHUEM
JAHHBIX C TOH MallIuHbI, TAC 3alTYIICH «ausearchy.

-if, —--input
<panmi> | <kaTajor>

Hcnonp30BaTh ykazaHHBIN (haiia UM KaTaJlor BMECTO JIOTOB
ayauTa. TO MOXKET ObITh MOJIE3HO NPH aHAJIN3E JIOTOB C JPYroi
MalIvHbI WIX [IPU aHAIU3€ YACTUYHO COXPAHEHHBIX JIOTOB.

-—-input-logs

Hcnonb30Bate MecTomnosoxeHue (aitna xypHaia u3
auditd.conf KaKk UCXOAHBIE aHHbIE Ul aHanu3a. [Ipumensercs
IIPY UCIIOJI30BaHUM KOMaH Il «ausearch» B 3aaHuu cron.

--Jjust-one OcTaHOBUTbCS IOCIIE BbIJIaYH IIEPBOTO COOBITHS,
COOTBETCTBYIOILETO KPUTEPHUAM ITOUCKA.

-k, ——key <kjoueBoe Hckath coObITHS ¢ 3aJaHHBIM KJIFOUEBBIM CJIOBOM.

CJIOBO>

-1, —-line-buffered

COpachIBaTh BBIBOJ ITOCTIE KaXKIOW CTPOKH.
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Omnmust

Onucanue

-m, ——-message <TuUI> |
<CIMCOK TUIIOB>

Hckatb coOBITHS € 3aJaHHBIM TUIIOM, IIPU TOM MOKHO YKa3aTb
CIIMCOK 3HAYEHUH, Pa3/ICJICHHBIX 3ansThIMA. MOYKHO yKa3aThb
HECYIIECTBYIOIIHKI B COOBITHSAX THIT «ALLY», KOTOPBIiA MO3BOJIIET
IIOJIYYUTh BCE COOOLIEHUS CUCTEMBI ayAUTa (CIIMCOK JOIMYCTUMBIX
TUIOB OyZIeT OKa3aH, eclii yKa3aTh 3Ty OMIUI0 03 3HAYCHMUS).
Tumn coobeHnst MoKeT OBITh CTPOKOM MM YiciioM. B crincke
3HAYEHUM 3TOTO NapamMeTpa B KAUeCTBE pa3AesIUTENs
UCTIOJIB3YIOTCS 3aISThIe U TPOOEIBl HEJOMYCTUMBI.

-n, —-node Hckath coOBITHS C onpeieieHHoro y3ia. Jlormyckaercs ykazaHue
HECKOJIBKUX Y3JI0B (JIJIs1 BEIBOJIA IOCTATOYHO COBIMA/ICHHUE JIFOOOTO
y371a).

-p, ——-pid HckaTh COOBITHS C 3aJaHHBIM HICHTH(PUKATOPOM IpoIiecca.

<MOEeHTUOMKATOP

npouecca>

-pp, —-ppid HckaTh COOBITHS C 3aJaHHBIM UACHTU(UKATOPOM POAUTEIIBCKOTO

<MOEeHTUOMKATOP mnpouecca.

npouecca>

-r, ——raw HeoOpaboTannslit BeiBOJ. Mcronb3yercs A U3BICYCHHUS
3arucei I JabHEHUIIero aHajinsa.

-sc, ——success Hckath coOBITHSA ¢ 3aJaHHBIM CHCTEMHBIM BBI30BOM. MOXKHO

<CHUCTEMHEI BHEHS30OB>

yKa3aTh HOMEp WM UMs CUCTEMHOTO BbI3oBa. [Ipu ykazanuu
MMEHH CHCTEMHOTO BbI30Ba, OHO OYAET MPOBEpEeHO 1O TabJmIe
CHUCTEMHBIX BHI30BOB Ha MalllMHE, TJ€ 3alyIIeH ausearch.

--session
<mpmeHTUOUKATOP CeaHca>

Hckath cOOBITHS C 3aJaHHBIM HACHTH(PUKATOPOM CceaHca. DTOT
aTpuOyT yCTaHABIUBAETCS, KOTJA MMOJIb30BaTEh BXOJIUT B
CUCTEMY, U MOXKET CBA3aTh JIF0O0OM Mpoliecc ¢ Onpe1eIeHHbIM
MMEHEM I10JIb30BATEIIS.

-sv, —-success <@pjgar> Hckatb coOBITHS C 3aJaHHBIM (hJ1aroM yCIIEIIHOTO BBHITTOJTHEHHUS.
JonycTrmble 3Ha4eHUS: «yes» (YCIIEUIHO) U «no» (HeyIayHo).
-te, ——end <pmara> HckaTb coOBITHS, KOTOpPBIE IPOU30LIN paHbIle (MU BO BpeMsl)
<BpewMsa> YKa3aHHOM BPEMEHHOM TOUKH. POpMaT JaThl U BPEMEHH 3aBUCUT
OT PETHOHAJIBHBIX HACTPOEK. B citydae, eciu gara He ykas3aHa, TO
nmojpa3yMeBaeTcsl TeKyIui aeHsb («today»). B cmydae, ecnu He
yKa3aHo BpeMs, TO MOAPA3yMEBAETCs TEKYILUH MOMEHT («NOW»).
-ts, —-start <mara> HckaTh cOOBITHS, KOTOPBIE MPOU3OIUTH IMOCTE (UK BO BpEMsI)
<BpemMa> YKa3aHHOW BPEMEHHOM TOYKH.
-tm, —-terminal HckaTb coOBITHS C 3alaHHBIM TepMHHATI0OM. HekoTopblie ciyxObI
<TepMMHaJ> (Takue kak cron U atd) HCIIONB3YIOT UMS CITYKOBI KaK UMsI
TepMUHAaja.
-ua, --uid-all Hckathb cOOBITHS, Y KOTOPBIX JIFOOOW M3 HACHTU(PHUKATOPA
<uneHTUOMKATOP MoJIb30BaTeNs, Y HEKTUBHBIN HIACHTH(PUKATOP MOTB30BATEIS UITH
MoJIb30BATEJA> loginuid (auid) COBNAAAIOT C 3alaHHBIM HJIEHTU()HUKATOPOM

IIOJIB30BaTECIIA.
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<mpeHTUdMKaTOP IrOoCTA>

Omnus Onucanue
-ue, —--uid- Hckatb coObiTus ¢ 3aJaHHBIM 3G (HEKTUBHBIM HACHTU(DUKATOPOM
<230PeKTUBHENM 0JIb30BaTEIIA.
NOEeHTUOMKATOP
II0JIb30BaTeJIa>
-ui, —--uid Hckatb coOBITHS ¢ 3aJaHHBIM UICHTH(PUKATOPOM IOJIH30BATETIS.
<MOeHTUOMKATOP
IIOJIb30BaTesa>
-ul, --loginuid HckaTb cOOBITHS C 3a1laHHBIM HIICHTH()HUKATOPOM MOJIB30BATEII.
<uneHTNOUKATOP Bce nporpaMmbl, KOTOpBIE €r0 UCIIOJIB3YIOT, TOJKHBI
[IoJIb30BaTEJIA> HCIIONB30BaTh pam loginuid.
-uu, —--uuid Hckath coObITHS ¢ 3aJaHHBIM UICHTH(PUKATOPOM TOCTS.

-v, —-verbose IToxa3aTe BEpCHIO U BBIUTH.

--vm, —--vm-name<uMs HckaTb coOBITHS C 3alaHHBIM UMEHEM T'OCTS.

ToCTsa>

-x, ——executable Hckatb coObITHS ¢ 3aJaHHBIM UMEHEM HCIIOIHIEMON IPOrPaMMBI.
<mporpamma’>

[Ipumeuanue. HeobxomguMo HCMOIB30BaTh HOTAIIMIO BpPEeMEHH B ¢opmaTe
«24 gaca», a He «AM/PM». Hanpumep, nara mMoxeT ObITh 3amaHa kak «24.10.2005», a

Bpems — kak «18:00:00:

# ausearch -te 03.06.2025 11:24:27

Taxxe AOITYCKACTCA UCII0Jb30BATh CICAYIOIMNC KIFOYCBBIC CJIOBA!

- now — ceMyac;

- recent — JI€CATh MUHYT Ha3al,

- boot — BpeMs 3a CEKYH]ly O TOr0, KOT/Ia CUCTEMA 3arpy>Kajiach B IIOCIEIHUN pas3;

- today — Ie€pBasg CEKYHJa IMOCJIC NOJIYHOYN TCKYIICTO JHI,

- yesterday — II€pBas CEKyHJa IIOCJIC MOJYHOUYH HNPEAbIAYIICTO TH,

-this-week — MEpBasd CCKyHJA IIOCJIC IIOJYHOYH IICPBOTO AH:A TCKYHICI\(JI HCIOCIIH,

HepBHﬁ ACHDb HCACIHU OIIPEACIIACTCA N3 PCTUOHAJIbHBIX HACTPOCK,

- week-ago — IEPBAs CEKYHJA MTOCJIE MOJIYHOYH POBHO 7 JHEW HA3am;

-this-month — IepBas CCKyHAa IIOCJIC IIOJIYHOYHM IICPBOTO YHCIIA TCKYIICTO

MecsIIIa;

-this-year — nepBas CCKyHJa MOCJIC IMOJYHOYH NEPBOr0O 4YMUCJIa IIEPBOro Mecsma

TEKYLIEro roja.
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3.8.2.6. Komanma autrace

Komanga autrace nmo0aBiseT mpaBujia ayauTa JJis TOro, 4TOOBI CJICAUTH 3a
WCIIOJB30BaHUEM CHCTEMHBIX BBI30BOB B YKa3aHHOM IPOIECCE MOJ00HO TOMY, Kak 3TO
ICJIaCT strace.

[Tocne nobGaBneHus MpaBui, KOMaH/la autrace 3allyCKaeT MPOLECC C YKa3aHHBIMU
apryMeHTamu. PesynpTaThl ayauTta OyayT Ju0o0 B Jjiorax ayauTa (eciau ciyxba ayauta
3amylieHa), 00 B CHUCTEMHBIX JIOTaX. autrace YCTPOEHAa TakK, 4YTO YyAaSIET BCe
NpEeabIAYIIME MTPaBuia ayInuTa, Iepel TeM KakK 3allyCTUTh YKA3aHHBIM MPOLECC U IOCIE
ero 3asepuieHus. [lo3TOMy, B KadeCTBE MOMOJHUTEIBHOW MEPBHI MPEAOCTOPOKHOCTH,
IporpaMma He 3aIyCTHTCS, €CIU Mepe]l ee UCTOJb30BaHUEM IIpaBujia He OYAYyT yIajaeHbI C
MTOMOIIBIO audtictl — 00 3TOM M3BECTUT MPEAYIIPEkKIAIOIICE COOOIICHHE.

Cunrakcuc:

autrace [-r] npouecc [apT'yMEHTH]

Onuust -r MO3BOJISIET OTPAaHUYUTH COOp HHGOPMAIUM O CHUCTEMHBIX BBI30BAX
TOJIBKO TEMH, KOTOPhIE HEOOXOAUMBI JIJIsI aHaJIM3a MCIOJIB30BAHUS PECYPCOB. DTO MOXKET
OBITh MOJIE3HO TMPU MOJCTUPOBAHWU BHEIITATHBIX CHUTYallUM, K TOMY K€ IO3BOJISET
YMEHBIIUTH HArPYy3Ky Ha JIOTH.

[Ipumepsl UCTIOTIB30BAHUA:

- 00BIYHOE MCIO0JIb30BAaHUE MPOrPAMMBI:

autrace /bin/ls /tmp
ausearch --start recent -p 2442 -i

- p&KUM OTrpaHUYeHHOTO cOOpa MHPOPMAIIUU:

autrace -r /bin/ls
ausearch --start recent -p 2450 --raw | aureport --file —--summary
ausearch --start recent -p 2450 --raw | aureport --host --summary

3.8.2.7. HacTpoiika poraiuu J0roB ayauTa
[IpaBuia poTanuu JIOTOB ayquTa HACTpauBaroTCA B daiine

/etc/audit/auditd.conft.
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Hanpumep, nns Toro, 4roObl IpH HEXBaTKE MeECTa Ha JHCKE CTapble 3amlucu

3aTHPATUCh HOBBIMH, HEOOXOIUMO OTPEIAKTUPOBATH Pailsl /etc/audit/auditd.conf:

max log file = 8
space left = 100
space left action = ROTATE

rae:

- max_log file— MakcUMaJbHBINA pazMep ¢aiina xxypHana B MOaiT;

- space left — MUHUMYM CBOOOJHOIO MPOCTPaHCTBA B MOaiiT;

- space left action — JeHCTBUE (B JIaHHOM Ciydae cTapble (hailjibl KypHaIoB

OyIlyT yIanaThCsi, OCBOOOXK 1asi MECTO JIJISI HOBBIX ).

[Tocne penaktupoBaHus (aiisia, AJis TOrO YTOOBI HOBbIE HACTPOMKH BCTYIUJIU B
cuity, HeoOxoaumo niepe3anyctuTs auditd:

# /etc/init.d/auditd restart

3.8.2.8. Porarus noros ceppuca auditd mo pacnucanuio ¢ ucnojb3oBaHueM crond

JUist HacTpOMKM poTaluu JIOroB cepBuca auditd Mo pacnucaHuio ¢ UCIOJIb30BAHUEM
crond HEOOXOAUMO:
1)B  ¢aitie  /etc/audit/auditd.conf  ONIUIO max log file action
yctaHoBUTh B 3HaueHHe IGNORE (ommust IGNORE, orkiroyaeT KOHTPOJb 3a
pazmepom daiina jora):

# vim /etc/audit/auditd.conf
max log file action = IGNORE

2) nast IpUMEHEHUS JaHHOW KOHPUTYpaluyu HEOOXO0IMMO BBIMOJHUTH CIIEAYIOLIYIO
KOMaHJy:
# service auditd restart

3) npoBepuUtTh cocTosiHUs cepBrca auditd BBITIOTHUB CIEIYIONIYI0O KOMAHY:
# systemctl status auditd | grep running

4) npocMoTpeTh  copepxkuMoe  (aiina /etc/crontab, OHO JODKHO OBITh
CJIEIYIOLUM:

# vim /etc/crontab
# run-parts
01 * * * * root run-parts /etc/cron.hourly

02 4 * * * root run-parts /etc/cron.daily
22 4 * * 0 root run-parts /etc/cron.weekly
42 4 1 * * root run-parts /etc/cron.monthly
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S)mns 3agaHUs 4acTOThI poTanuu JioroB cepBuca auditd HEoOXomMMO cO31aTh
CKpHUIT logauditd B KaTajaore /etc/cron. frequency, i€ frequency — 4acTb
MMEHH KaTaJiora, 0003HAYa0IIasi YaCTOTY BHITIOJTHEHHS CKPHUIITA.

Hanpumep, nns exeqHeBHOW poTanuu JoroB cepBuca auditd cmemyeT co3nath B

KaTrajore /etc/cron.daily/ CKpHIT C UMEHEM logauditd:

#!/bin/sh
/sbin/service auditd rotate
EXITVALUE=S$?
if [ SEXITVALUE != 0 ]; then
/usr/bin/logger -t auditd "Beixom ¢ komom: [$SEXITVALUE]"
fi
exit O

Yacth MMEHM KaTajora frequently HEOOXOJIMMO U3MEHHMTh HA hourly, daily,
weekly, monthly, KaK ykazaHO B (¢aije /etc/crontab, yKa3aB T€M CaMbIM
YacTOTY BbINONHEHUS ckpunrta (cMm. mar 4)). Takxe, B ¢aiiie /etc/crontab
MO>KHO JOOABHTH JIIOOYIO JPYTYIO YaCTOTY JIJIsl POTALlUU JIOTOB.

6) yCTaHOBUTb ITpaBa HA BBIMOJHEHHUE CKPUIITY logauditd:
# chmod +x /etc/cron.daily/logauditd
7) 3amycTuthb cepBuc crond:
# systemctl start crond
8) yAOCTOBEPUTHCS, YTO cepBUC crond yCHENTHO 3aIlyIeH, BHITTOJTHUB KOMaH/Y:
# systemctl status crond | grep running
B pesynbTare mpojienaHHBIX JIeUCTBUN JTOKHA MPOU3BOIUTLCS 3amuch (aiia Jiora

cepBuca auditd c 3amanHoi wactoToil. Pasmep ¢aiina jora 3aBUCHUT OT KOJIMYECTBA
COOBITHH, HAKOTUICHHBIX 32 YKa3aHHBIN MTEPUO]T BPEMEHHU.

3.8.3. Ucnonp3oBaHue ayauTa

Jlanee mpuBOATCS MPUMEPHI ayauTa coObITH, KoTophie pukcupyeT KC3 OC.

B 3amucsx kxypHaja ayauTa COACPKUTCS CAeAyromas HHPOpManus: 1aTa U BpeMs
COOBITHS, TUIT U COJEPKAHUE COOBITHS, UACHTU(UKATOP CyOBEKTa MOCTyma (Harpumep,

uid=500 gid=500) U pe3yabTaT COOBITHS (YCIEITHBII/HEYCIICITHBIH).
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3.8.3.1. CoObITH 3alTycKa U 3aBEpIICHUS ayauTa
Komanna nist moucka 3amuceil ayAuTa, CBA3aHHBIX C 3allyCKOM M 3aBEpIICHHEM

byHKIIUM ayauTa:
# ausearch -m DAEMON START -m DAEMON END

time->Fri Aug 3 13:35:19 2024

type=DAEMON START msg=audit (1533292519.132:6245): op=start
ver=2.7.2 format=raw kernel=4.4.86-std-def-alt0.M80C.1
auid=4294967295 pid=378 uid=0 ses=4294967295 res=success
time->Fri Aug 3 18:03:41 2024

type=DAEMON END msg=audit (1533308621.816:6246): op=terminate
auid=0 pid=1 subj=.86-std-def-alt0.M80C.1 auid=4294967295 pid=378
uid=0 ses=4294967295 res=success res=success

time->Mon Aug 6 11:32:01 2024

type=DAEMON START msg=audit (1533544321.724:9778): op=start
ver=2.7.2 format=raw kernel=4.4.86-std-def-alt0.M80C.1
auid=4294967295 pid=371 uid=0 ses=4294967295 res=success
time->Mon Aug 6 18:05:40 2024

type=DAEMON END msg=audit (1533567940.159:9779): op=terminate
auid=0 pid=1 subj=.86-std-def-alt0.M80C.1 auid=4294967295 pid=371
uid=0 ses=4294967295 res=success res=success

3.8.3.2. CobbITus, cBsi3aHHBIE C MO (UKaIel KOHPUTypauu
Komanga s momcka 3amuced  ayaMTa, CBS3aHHBIX € Mojaudukaruei

KOH(Urypanuu:

# ausearch -m config change

time->Tue Aug 21 10:08:08 2024

type=CONFIG CHANGE msg=audit (1534835288.836:126): auid=0 ses=4
op="add rule" key=(null) list=4 res=1

time->Tue Aug 21 10:08:50 2024
type=CONFIG CHANGE msg=audit (1534835330.507:129): auid=0 ses=4
op="add rule" key=(null) list=4 res=1

Komanael co3maHus W TOMCKAa COOBITHH, CBS3aHHBIX C  MOAUUKAIIUCH

KOH(Urypanuu ayaura:

# auditctl -w /etc/audit -p w -k audit config
# ausearch -k audit config
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3.8.3.3. CoObITHs, CBA3aHHBIE C OTIepalluell YTeHUs 3alucel ayuTa

KOMaHI[I)I CO3aHuA MU IIOHMCKa CO6BITHﬁ, CBJ3aHHBIX C onepauueﬁ YTCHUS 3amucen

aynuTa:
# auditctl -w /var/log/audit/ -p r -k audit log

# ausearch -i -k audit log

type=PROCTITLE msg=audit (21.08.2024 16:41:44.439:79)
proctitle=ausearch -i -k audit log

type=PATH msg=audit (21.08.2024 16:41:44.439:79) : item=0
name=/var/log/audit/audit.log inode=528278 dev=08:02
mode=file, 600 ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=CWD msg=audit (21.08.2024 16:41:44.439:79) : cwd=/root

type=SYSCALL msg=audit (21.08.2024 16:41:44.439:79) : syscall=open
success=yes exit=4 a0=0x7ffecf5dl2cb al=0 RDONLY a2=0x0 a3=0x169
items=1 ppid=1847 pid=1995 auid=test uid=root gid=root euid=root
suid=root fsuid=root egid=root sgid=root fsgid=root tty=ptsO
ses=2 comm=ausearch exe=/sbin/ausearch key=audit log
type=PROCTITLE msg=audit (12.09.2024 08:06:49.118:159)
proctitle=ausearch -m DAEMON START

type=PATH msg=audit (12.09.2024 08:06:49.118:159) : item=0
name=/var/log/audit/audit.log.4 inode=136304 dev=08:02
mode=file, 400 ouid=root ogid=root rdev=00:00
obj=generic u:object r:unlabeled:s0 nametype=NORMAL

type=CWD msg=audit (12.09.2024 08:06:49.118:159) : cwd=/root
type=SYSCALL msg=audit (12.09.2024 08:06:49.118:159)

syscall=open success=yes exit=3 al0=0x621c50 al=0 RDONLY a2=0x1b6
a3=0x0 items=1 ppid=3839 pid=3879 auid=user uid=root gid=root
euid=root suid=root fsuid=root egid=root sgid=root fsgid=root
tty=pts0 ses=2 comm=ausearch exe=/sbin/ausearch
subj=generic u:generic r:generic t:s0 key=audit log

[TonpiTaemcst mpounTaTh JAHHBIE ay/IUTa HANMPAMYIO U3 (aitna /var/log/audit OT

UMEHU OOBIYHOTO ITOJI30BATEIS:

$ cat /var/log/audit/audit.log
cat: /var/log/audit/audit.log: OTkasaHO B OOCTYIIE

Komanga myist moucka 3amucei ayauTa, CBSI3aHHBIX C YCIEIIHBIMU/HEYCTEITHBIMU

MOIBITKAMU YTCHMS 3aIIMCEH ayJauTa:

# ausearch -i -k open
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3.8.3.4. CoObITHsI, CBA3aHHBIE CO CIIYXKO00U ayuTa

AyauT perucTpupyer coObITUS CAEAYIOIIETO TUIIA:

- DAEMON ERR — ClIy’k0a ayJuTa OCTaHOBUJIACH U3-3a BHYTPEHHEH OIIHNOKH;

- DAEMON RESUME — CiIy’0a ayauTa BO300OHOBHIIA BEJICHUE KypHAaa;

- DAEMON ROTATE — MPOM30IILIa poTanus (aiyioB xKypHasa ayuTa;

- DAEMON ABORT — CJIy>k0a ayJluTa OCTAaHOBHJIACh U3-3a OIIUOKH.

Komanna nist moncka 3anuceit ayauTa, CBsI3aHHBIX, HAIPUMeEp, C poTanuei Ghanaos

KypHasa ayauTa:

# ausearch -m DAEMON ROTATE

time->Wed Sep 12 11:40:32 2024
type=DAEMON ROTATE msg=audit (1536741632.074:5567): op=rotate-logs
auid=? pid=? subj=?

time->Wed Sep 12 11:47:03 2024
type=DAEMON ROTATE msg=audit (1536742023.793:5569) : op=rotate-logs
auid=? pid=? subj=?

3.8.3.5. CoObITUs, CBSI3aHHBIE C 3aPOCAMHU Ha BBITIOJIHEHHUE Olepaluil Ha 00beKTe

JOCTyIIa
[Ipumepsl KOMaHI CO3JaHUs IIpaBUia M IMOMCKA 3allMCEN ayauTa, CBA3aHHBIX C

3ampocaMu Ha BBINOJHEHUE onepalunid Ha 00bEKTe TOCTYIa:

# auditctl -w /path/to/dir -k FDP_ACC
# ausearch -k FDP ACC

Hanpumep, HacTponM HaOJIOICHUE 32 KATAJIOTOM /testdir:
# auditctl -w /testdir -p rwa -k FDP_ACC
OT uMeHH oJIb30BaTelIA test BEIMOJIHUM KOMAaHIbI:

$ ls /testdir
S echo "">/testdir/123

[Tpumep KoMaH/Ibl TOMCKA HEYCTCIITHBIX COOBITHIA:

# ausearch -k FDP_ACC -sv no

time->Wed Sep 12 12:37:53 2024

type=PROCTITLE msg=audit (1536745073.268:115): proctitle="bash"
type=PATH msg=audit (1536745073.268:115): item=1
name="/testdir/123" nametype=CREATE
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type=PATH msg=audit (1536745073.268:115): item=0 name="/testdir/"
inode=531918 dev=08:02 mode=040755 ouid=0 ogid=0 rdev=00:00
nametype=PARENT

type=CWD msg=audit (1536745073.268:115): cwd="/home/test"
type=SYSCALL msg=audit (1536745073.268:115): arch=c000003e
syscall=2 success=no exit=-13 a0=6c%bf0 al=241 a2=1b6 a3=0
items=2 ppid=1930 pid=2048 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=ptsl ses=2
comm="bash" exe="/bin/bash" key="FDP ACC"

[Ipumep KoOMaH/Ibl TOMCKA YCHEIIHBIX COOBITHIA:

# ausearch -k FDP_ACC -sv yes

time->Wed Sep 12 12:44:14 2024

type=PROCTITLE msg=audit (1536745454.174:121) :
proctitle=6C73002D2D636F6C6F723D6175746F002F746573746469722F
type=PATH msg=audit (1536745454.174:121): item=0 name="/testdir/"
inode=531918 dev=08:02 mode=040755 ouid=0 ogid=0 rdev=00:00
nametype=NORMAL

type=CWD msg=audit (1536745454.174:121): cwd="/home/test"
type=SYSCALL msg=audit (1536745454.174:121): arch=c000003e
syscall=2 success=yes exit=3 a0=622ad0 al=90800 a2=0 a3=507
items=1 ppid=2048 pid=2134 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=ptsl ses=2
comm="1s" exe="/bin/ls" key="FDP ACC"

3.8.3.6. CoObITHUs, CBSI3aHHBIE C SKCIOPTOM UH(MOpMAIIU

KOM&HI[BI CO3JIaHMs IIpaBHJIa U ITOUCKaA 3anucen ayJauTa, CBA3aHHBIX C IIOIBITKAMHU

AKCTIOPTUPOBATH HH(POpPMAITHIO:

# auditctl -a always,exit -S open,openat

# ausearch -x /usr/bin/rsync | head

time->Wed Sep 12 13:10:33 2024

type=PROCTITLE msg=audit (1536747033.889:919):
proctitle=7273796E63002D2D666F726365002D2D69676E6F72652D6572726F7
273002D2D64656C657465002D2D64656C6574652D6578636C75646564002D2D65
78636C7564652D66726F6D3D2F6574632F6261636B75702D6578636C7564652E6
C7374002D2D6261636B7570002D6171525358002F686F6D65002F7661722F6261
636B75

type=PATH msg=audit (1536747033.889:919): item=0
name=686F6D652F757365722FDOAODOBODOBIDOBRED187D0B8D0OB920D181D182D0
BEDOBB inode=532446 dev=08:02 mode=040755 ouid=500 ogid=500
rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536747033.889:919): cwd="/var/backup/latest"
type=SYSCALL msg=audit (1536747033.889:919): arch=c000003e
syscall=2 success=yes exit=0 a0=7ffcfbf44a90 al=90800
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a2=T7ffcfbfd44a90 a3=0 items=1 ppid=2385 pid=2386 auid=501 uid=0
gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=2
comm="rsync" exe="/usr/bin/rsync" key=(null)

3.8.3.7. CoObITHs, CBA3aHHBIE C UH(POPMAILIMOHHBIMU MTOTOKAMHU

MexceTeBoi 9KpaH MOKCT YUUTHIBATb PCIICHUA, IMIPUHUMACMBIC I10

uH(GOPMALIMOHHBIM TTOTOKaM ipu roMoIu crenuaibHoi nenu AUDIT:

# iptables -A INPUT -j AUDIT --type=ACCEPT

[TapameTp type onpenensieT 3Ha4eHue NoJis action B )KypHale ayauTa (ACCEPT=0,
DROP=1, REJECT=2).

Komanna juist mpocMoTpa 3anuceit ayaura:

# ausearch -m NETFILTER PKT

time->Wed Sep 12 10:40:33 2024

type=NETFILTER PKT msg=audit (1536741633.470:287): action=0 hook=1l
len=84 inif=ethO outif=? smac=00:1c:f0:cc:55:dd
dmac=08:00:27:0b:b3:75 macproto=0x0800 saddr=8.8.8.8
daddr=192.168.3.182 1ipid=23860 proto=1 icmptype=0 icmpcode=0

time->Wed Sep 12 10:40:32 2024

type=NETFILTER PKT msg=audit (1536741632.470:286): action=0 hook=1
len=84 inif=eth(0 outif=? smac=00:1c:f0:cc:55:dd
dmac=08:00:27:0b:b3:75 macproto=0x0800 saddr=8.8.8.8
daddr=192.168.3.182 ipid=23606 proto=1 icmptype=0 icmpcode=0

3.8.3.8. CobbITHUs, CBSI3aHHBIE C JOCTHKEHUEM OTPAHMYEHUS HEYCIIEUIHBIX MOMBITOK

ayTeHTU(UKAIINH

B ¢aiine /etc/pam.d/login AOJKHA OBITH CTPOKA:

auth required pam faillock.so authfail deny=n even deny root unlock time=7200
TI€ n — YUCJIO IIOIIBITOK.
KOMaHI[a JJ1 IIOMCKa BaHHCGﬁ, CBA3aHHBIX C HOOCTHKCHHCM OI'PAHMYCHMUA

HCYCIICHIHBIX ITOIIBITOK ayTeHTI/I(l)I/IKaHI/II/II

# ausearch -i -m RESP_ACCT LOCK -m ANOM LOGIN FAILURES
time->Tue Jun 5 14:09:05 2024

type=ANOM LOGIN FAILURES msg=audit (1528200545.665:1362) :
pid=28597 uid=0 auid=4294967295 ses=4294967295

subj=generic u:generic_r:login t:s0 msg='pam faillock uid=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=success'
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time->Tue Jun 5 14:09:05 2024

type=RESP ACCT LOCK msg=audit (1528200545.665:1363): pid=28597
uid=0 auid=4294967295 ses=4294967295

subj=generic u:generic r:login t:s0 msg='pam faillock uid=500
exe="/usr/sbin/sshd" hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=success'

time->Wed Jun 6 13:02:04 2024

type=ANOM LOGIN FAILURES msg=audit (1528282924.132:102): pid=2126
uid=0 auid=4294967295 ses=4294967295

subj=generic u:generic r:login t:s0 msg='pam faillock uid=500
exe="/usr/sbin/lightdm" hostname=? addr=? terminal=:0
res=success'

type=RESP ACCT LOCK msg=audit (10.09.2024 17:05:34.181:156)
pid=3130 uid=root auid=unset ses=unset msg='pam faillock uid=test
exe=/usr/sbin/lightdm hostname=? addr=? terminal=:0 res=success'
type=RESP ACCT LOCK msg=audit (10.09.2024 17:11:17.368:178)
pid=3211 uid=root auid=unset ses=unset msg='pam faillock uid=test
exe=/bin/login hostname=localhost addr=127.0.0.1
terminal=/dev/tty3 res=success'

Komanna moucka coObITUN pa30IOKUPOBKHU ToJib3oBaTeNns (pam faillock -r -

test)CTHHONIUSER_ACCTIlmsg=pam_faillock:

# ausearch -m USER ACCT -x pam faillock

time->Wed Sep 12 14:09:29 2024

type=USER ACCT msg=audit (1536750569.586:21693): pid=2886 uid=0
auid=0 ses=8 msg='pam faillock uid=503 reset=0

exe="/sbin/pam faillock" hostname=host-105.localdomain addr=?
terminal=/dev/tty2 res=success'

3.8.3.9. Co0ObITUs, CBsSI3aHHBIE C OTKJIOHEHHMEM wiu npuHsatueM ObBO mroboro

IIPOBCPCHHOI'O CCKPCTAa U C USMCHCHUAMU 3d/JdHHBIX MCTPHUK Ka4CCTBaA

B ¢aiine /etc/passwdgc.conf yKa3bIBaeTCsl YKMCJIO MOMBITOK BBOJA MApoJis st

MOJIL30BaTEJIEH.

KOMaHI[a CO3aaHu:A ITIpaBrJIa IJIA 3amnucen ayJuTa, CBA3dHHBIX C ITOIbITKAMH YTCHUA

i Monudukaiuu daiina /etc/passwdgc.conf:

# auditctl -w /etc/passwdgc.conf -p rwxa
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Komannma moucka 3amuced ayaura, IIOCIE TMOIBITOK IIOJb30BATENsl W3MEHUTH

I1apoJb, BKIOYaA 3allMCU O HCYCIICITHBIX W YCIICIIHBIX ITOIIBITKAX:

# ausearch -f passwd

time->Tue Sep 11 14:12:47 2024

type=PROCTITLE msg=audit (1536664367.599:82): proctitle="passwd"
type=PATH msg=audit (1536664367.599:82): item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536664367.599:82): cwd="/home/test"
type=SYSCALL msg=audit (1536664367.599:82): arch=c000003e
syscall=2 success=yes exit=3 a0=604f17 al=0 a2=1b6 a3=0 items=1
ppid=2033 pid=2038 auid=501 uid=501 gid=501 euid=501 suid=501
fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2 comm="passwd"
exe="/usr/bin/passwd" key=(null)

time->Tue Sep 11 14:12:51 2024

type=PROCTITLE msg=audit (1536664371.201:83): proctitle="passwd"
type=PATH msg=audit (1536664371.201:83): item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536664371.201:83): cwd="/home/test"
type=SYSCALL msg=audit (1536664371.201:83): arch=c000003e
syscall=2 success=yes exit=4 a0=604f17 al=0 a2=1b6 a3=0 items=1
ppid=2033 pid=2038 auid=501 uid=501 gid=501 euid=501 suid=501
fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2 comm="passwd"
exe="/usr/bin/passwd" key=(null)

B ¢aitnax xypHana Tak ke Oya1yT IpUCYTCTBOBAThH 3alHCH:

# journalctl -r

cen 11 14:12:10 host-105.localdomain audit: PROCTITLE
proctitle="passwd"

cen 11 14:12:12 host-105.localdomain passwd[2034]:

pam_tcb (passwd:chauthtok) : Username obtained: test

ced 11 14:12:12 host-105.localdomain passwd[2034]:

pam_tcb (passwd:chauthtok) : New password not obtained

cen 11 14:12:51 host-105.localdomain audit[2038]: SYSCALL
arch=c000003e syscall=2 success=yes exit=4 a0=604f17 al=0 a2=1bb6
a3=0 items=1 ppid=2033 pid=2038 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=26 sgid=26 fsgid=26 tty=pts2 ses=2
comm="passwd" exe="/usr/bin/passwd" key=(null)

cen 11 14:12:51 host-105.localdomain audit: CWD cwd="/home/test"
cen 11 14:12:51 host-105.l1localdomain audit: PATH item=0
name="/etc/passwdgc.conf" inode=130995 dev=08:02 mode=0100644
ouid=0 ogid=0 rdev=00:00 nametype=NORMAL

cen 11 14:12:51 host-105.localdomain audit: PROCTITLE
proctitle="passwd"

cen 11 14:13:02 host-105.localdomain passwd[2038]:

pam_tcb (passwd:chauthtok) : Username obtained: test
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cen 11 14:13:02 host-105.localdomain passwd[2038]:
pam tcb (passwd:chauthtok): Password for test changed by
test (uid=501)

3.8.3.10. AyauT UCIOIb30BaHUS MEXaHU3Ma ayTeHTU(UKAITUN
Komanna s moucka 3anmuced ayauTa, CBI3aHHBIX C MCIIOJIb30BAHUEM MEXaHH3Ma

ayTeHTU(UKALIUU:

# ausearch -m USER AUTH

type=USER AUTH msg=audit (05.06.2024 10:53:10.996:463) : pid=13905
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication grantors=? acct=user
exe=/usr/sbin/sshd hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=failed'

type=USER AUTH msg=audit (05.06.2024 10:53:16.718:469) : pid=13920
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="op=PAM:authentication grantors=? acct=user
exe=/usr/sbin/sshd hostname=192.168.3.191 addr=192.168.3.191
terminal=ssh res=failed'

type=USER AUTH msg=audit (05.06.2024 10:54:03.485:471) : pid=13873
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg='op=PAM:authentication grantors=? acct=? exe=/bin/login
hostname=localhost addr=127.0.0.1 terminal=/dev/tty5 res=failed'
type=USER AUTH msg=audit (12.09.2024 08:05:39.955:132) : pid=3370
uid=root auid=unset ses=unset subj=generic u:generic r:login t:s0
msg="'op=PAM:authentication

grantors=pam shells,pam succeed if,pam permit,pam faillock,pam mo
unt,pam gnome keyring acct=user exe=/usr/sbin/lightdm hostname=?
addr=? terminal=:0 res=success'

type=USER AUTH msg=audit (12.09.2024 08:05:54.583:152) : pid=3832
uid=user auid=user ses=2 subj=generic u:generic r:generic_ t:s0
msg="'op=PAM:authentication
grantors=pam permit,pam faillock,pam mount acct=root exe=/bin/su
hostname=localhost addr=127.0.0.1 terminal=/dev/pts/0
res=success'

3.8.3.11. AyauT ucnoJyib30BaHUsI MEXaHU3MA UJEHTU(UKAITUN
Komanna st morcka 3anuced ayauTa, CBSI3aHHBIX C MCIIOJIb30BAHUEM MEXaHH3Ma

HJICHTU(UKAITIH ;

# ausearch -m USER LOGIN -i

type=USER LOGIN msg=audit (10.09.2024 16:21:05.455:66) : pid=1294
uid=root auid=root ses=2 msg='op=login id=root exe=/bin/login
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hostname=host-105.1localdomain addr=? terminal=/dev/tty2
res=success'

type=USER_ LOGIN msg=audit (10.09.2024 16:46:38.366:95) : pid=1270
uid=root auid=test ses=5 msg='op=login id=test
exe=/usr/sbin/lightdm hostname=host-105.localdomain addr=?
terminal=/dev/ttyl res=success'

type=USER LOGIN msg=audit (10.09.2024 16:49:10.308:119) : pid=2652
uid=root auid=unset ses=unset msg='op=login acct=test
exe=/bin/login hostname=host-105.localdomain addr=?
terminal=/dev/tty3 res=failed'

type=USER LOGIN msg=audit (10.09.2024 17:11:01.636:166) : pid=2666
uid=root auid=test ses=10 msg='op=login id=test exe=/bin/login
hostname=host-105.1localdomain addr=? terminal=/dev/tty3
res=success'

3.8.3.12. CoObITHs, CBSI3aHHBIE CO CBSA3BIBAHUEM AaTPHOYTOB 0E30MacHOCTH

IIOJIB30BaTCJIA C CY6T>€KTOM

HpI/IMep KOMaHJa CO3daHMA IIpaBHUJIa MW IIOHCKa 3anuceu ayauTa CO6BITHﬁ,

CBSI3aHHBIX CO CBSI3bIBAHMEM aTPHUOYTOB O€30IIaCHOCTH MOJIb30BATEIS C CYOBEKTOM:

# auditctl -a always,exit -S execve -k exec

# ausearch -i -k exec

type=PROCTITLE msg=audit (11.09.2024 16:06:28.583:179)
proctitle=systemctl start cups

type=PATH msg=audit (11.09.2024 16:06:28.583:179) : item=1
name=/1ib64/1d-1inux.s0.2 inode=261639 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=PATH msg=audit (11.09.2024 16:06:28.583:179) : item=0
name=/sbin/systemctl inode=670657 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=CWD msg=audit (11.09.2024 16:06:28.583:179) : cwd=/root
type=EXECVE msg=audit (11.09.2024 16:06:28.583:179) : argc=3
al=systemctl al=start a2=cups

type=SYSCALL msg=audit (11.09.2024 16:06:28.583:179)
syscall=execve success=yes exit=0 a0=0x6b1870 al=0x6call0
a2=0x6bced0 a3=0x59%9e items=2 ppid=3302 pid=3365 auid=test
uid=root gid=root euid=root suid=root fsuid=root egid=root
sgid=root fsgid=root tty=pts2 ses=2 comm=systemctl
exe=/sbin/systemctl key=exec

type=PROCTITLE msg=audit (11.09.2024 16:06:34.034:184)
proctitle=cons.saver /dev/pts/2
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type=PATH msg=audit (11.09.2024 16:06:34.034:184) : item=1
name=/1ib64/1d-11inux-x86-64.s0.2 inode=261639 dev=08:02
mode=file, 755 ouid=root ogid=root rdev=00:00 nametype=NORMAL
type=PATH msg=audit (11.09.2024 16:06:34.034:184) : item=0
name=/usr/lib/mc/cons.saver inode=662639 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=CWD msg=audit (11.09.2024 16:06:34.034:184) : cwd=/home/test
type=EXECVE msg=audit (11.09.2024 16:06:34.034:184) : argc=2
a0=cons.saver al=/dev/pts/2

type=SYSCALL msg=audit (11.09.2024 16:06:34.034:184)
syscall=execve success=yes exit=0 a0=0x746a50 al=0x7fff00£fe2£20
a2=0x732dc0 a3=0x84 items=2 ppid=3368 pid=3369 auid=test uid=test
gid=test euid=test suid=test fsuid=test egid=test sgid=test
fsgid=test tty=pts2 ses=2 comm=cons.saver
exe=/usr/lib/mc/cons.saver key=exec

type=PROCTITLE msg=audit (11.09.2024 16:06:34.020:183)
proctitle=mcedit

type=PATH msg=audit (11.09.2024 16:06:34.020:183) : item=1
name=/11b64/1d-1linux.so.2 inode=261639 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=PATH msg=audit (11.09.2024 16:06:34.020:183) : item=0
name=/usr/bin/mcedit inode=662634 dev=08:02 mode=file, 755
ouid=root ogid=root rdev=00:00 nametype=NORMAL

type=CWD msg=audit (11.09.2024 16:06:34.020:183) : cwd=/home/test
type=EXECVE msg=audit (11.09.2024 16:06:34.020:183) : argc=1
al0=mcedit

type=SYSCALL msg=audit (11.09.2024 16:06:34.020:183)
syscall=execve success=yes exit=0 a0=0x6c6660 al=0x6c6740
a2=0x6a3090 a3=0x59%9e items=2 ppid=2033 pid=3368 auid=test
uid=test gid=test euid=test suid=test fsuid=test egid=test
sgid=test fsgid=test tty=pts2 ses=2 comm=mcedit exe=/usr/bin/mc
key=exec

Mo:kHO HaCTPOUTD Ha6J'IIOI[eHI/Ie 3a CHCTCMHBIMH BbI3OBaMH, HAIIPUMCpP, 3a
M3MEHEHUEM TpaB jaocTyna K ¢ainam. Komanga co3gaHusi mpaBuia B 3aBUCUMOCTH OT
ApXUTEKTYPBHI:

# auditctl -a exit,always -S chmod -S fchmod -S fchmodat -k chmod\*
B atom ciiydae, nmro6oe nzmMeHeHue npas (aitna, Hanpumep, /usr/bin/passwd:

# chmod -x /usr/bin/passwd
6y,£[eT IIPUBOAUTDH K IIOABJICHHUIO HOBOM 3aIICH B JKYPHAJIC ayauTa:

# ausearch -k chmod\~*
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time->Tue Jun 27 13:38:29 2017

type=PROCTITLE msg=audit (1498559909.890:218) :
proctitle=63686D6F64002D78002F7573722F62696E2F706173737764
type=PATH msg=audit (1498559909.890:218): item=0
name="/usr/bin/passwd" inode=528372 dev=08:02 mode=0102711 ouid=0
0gid=26 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1498559909.890:218): cwd="/root"
type=SYSCALL msg=audit (1498559909.890:218): arch=c000003e
syscall=268 success=yes exit=0 aO=ffffffffffffff9c al=60e720
a2=580 a3=3c4 items=1 ppid=11310 pid=15179 auid=0 uid=0 gid=0
euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=tty2 ses=4
comm="chmod" exe="/bin/chmod" key="chmod*"

3.8.3.13. AyauT NOJHOTEKCTOBOM 3allMCH MTPUBUIIETHPOBAHHBIX KOMAH/

JIng  ayauTa  MOJHOTEKCTOBOM  3allMCH  INPUBWIECTHPOBAHHBIX  KOMaH
(xomaHf, YIPaBISAIONIUX CUCTEMHBIMU GYHKIUAMU) CO3/11aTh (aitn
/etc/audit/rules.d/20-privileged.rules C TMpPaBWIOM B 3aBUCHUMOCTH OT
APXUTEKTYPBI:

-a always,exit -F euid=0 -S execve -k privileged

Komanna mnoucka 3amuceil ayaura COOBITHH, CBS3aHHBIX C TIOJIHOTEKCTOBOM
3aIUChI0 IPUBUJIETUPOBAHHBIX KOMAaHI:

ausearch -k privileged

3.8.3.14. CoObITus1, CBA3aHHBIE C 3arpy3KOW/BBITPY3KOH MOTyJIeH

Jist aynuta cOOBITHH, CBA3aHHBIX C 3arpy3KOM/BBITPY3KOM MOJyJIed, MOYKHO

100aBUTH CTPOKU MpaBui B ailsl /etc/audit/rules.d/20-modules.rules:

-w /sbin/insmod -p x -k modules
-w /sbin/rmmod -p x -k modules
-w /sbin/modprobe -p x -k modules

U B 3aBUCUMOCTH OT apXUTEKTYPHI:

-a always,exit -S init module, finit module -F key=module-load
-a always,exit -S delete module -F key=module-unload

Komanb! as1st morcka 3amuceil, CBI3aHHBIX C BBITPY3KOI/3arpy3K0oi MOTyJICH:

# ausearch -i -k modules
# ausearch -1 -k module-load
# ausearch -1 -k module-unload
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3.8.3.15. CoObITHs, cBsi3aHHBIE ¢ MOoaAMbUKaIuel pexuma BoinmojgHeHuss ®bO

Komane! co3manus mpaBuil, CBSI3aHHBIX ¢ MoauduKanuei BeinoHeHuss OBO:
- Mou(UKaIMsI HACTPOCK Ay INTA:
# auditctl -w /etc/systemd/journald.conf -p aw -k journald.conf
- BKJIIOYEHUE/OTKIIIOUECHHE CJIY)K6 ITIpH 3aIlyCKC:
# ausearch -i -m SERVICE STOP, SERVICE START
- MOI[I/I(i)HKaHI/ISI HaCTPOCK BBIACIICHUA cnyqaﬁﬂoﬁ IIaMATHU:
# auditctl -w /proc/sys/kernel/randomize va space -p wa -k randomize
- Moau(UKalKs HACTPOEK ayTeHTU(UKAIIMY U UACHTU(DUKAIIH:
# auditctl -w /etc/pam.d/ -p wa -k auth
Komanna noucka 3anuceit ayiura:
# ausearch -k xJoueBOe CJIOBO

3.8.3.16. CoObITHsI, CBsA3aHHblE C Moau(uUKauueld 3HA4YeHWH  aTpuOyTOB

0€30IacHOCTH

KOMaHI[I)I CO3aHuA IIpaBUjla W IIOHCKaA 3anuceu ayauTa, CBsI3aHHBIX C

MoAu(pUKaLMel 3HaUeHU aTpuOyTOB 0€30MaCHOCTH (KaTajJoru AOJKHBI CYIIECTBOBATH):

# auditctl -w /path/to/dir -p a -k FMT MSA
# ausearch -k FMT MSA

Komannpl co3manusi mpaBwia M TIOMCKAa 3alUCed  ayauTa, CBSI3aHHBIX C
MoaudUKaIMEe HACTPOECK MO YMOJIYAHWIO OTPAaHUYMTENBHBIX MPaBUil U MoIudukanmen
HavyaJbHbIX 3HAYEHUM aTpUOyTOBR:

# auditctl -w /etc/profile -p w -k etcprofile
# ausearch -k etcprofile

KOMaHIIBI CO3JlaHusA IIpaBujla MW IIOUCKaA 3anucen ayauTa, CBA3aHHBIX C

Mo uduKanusMu 3HaueHUH qaHHbIX OBO:

# auditctl -w /etc/tcb -p w -k tcb
# ausearch -k tcb
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[Touck 3ammcei aynuTta, CBS3aHHBIX C MOAMGUKAIKMEH HACTPOCK MEKCETEBOTO

9KpaHa:

# ausearch -i -m NETFILTER CFG

type=PROCTITLE msg=audit (11.09.2024 16:50:28.535:247)
proctitle=iptables -I INPUT -p udp -j ACCEPT

type=SYSCALL msg=audit(11.09.2024 16:50:28.535:247)
syscall=setsockopt success=yes exit=0 al0=0x4 al=ip
az2=IPT SO _SET REPLACE a3=0x67e0e0 items=0 ppid=1994 pid=3687
auid=test uid=root gid=root euid=root suid=root fsuid=root
egid=root sgid=root fsgid=root tty=ptsl ses=2 comm=iptables
exe=/sbin/xtables-multi key=(null)

type=NETFILTER CFG msg=audit (11.09.2024 16:50:28.535:247)
table=filter family=ipv4 entries=4

Jns  3amucu BceX  KOMaHJ, BBEACHHBIX B  KOHCONb (tty), B  daiin

/etc/pam.d/system-auth HEOOXOIUMO JOOABUTH CTPOKY:

session required pam tty audit.so enable=*
Komanpga st moucka 3armceit:

# ausearch -i -m TTY

type=TTY msg=audit (11.09.2024 17:05:27.430:504) : tty pid=4172
uid=root auid=root ses=13 major=4 minor=3 comm=bash
data="1ls", <ret>, <up>, <up>, <ret>

type=TTY msg=audit (11.09.2024 17:06:28.381:588) : tty pid=5271
uid=root auid=root ses=17 major=4 minor=4 comm=bash data="mkdir
tt",<backspace>, "est", <ret>, <up>, <up>, <ret>

Wnu nist BEIBOJA B TaOJIHUITY:

# aureport —--tty
TTY Report

1. 11.09.2024 17:05:27 504 0 ? 13 bash "1ls",<ret>,<up>,<up>,<ret>
2. 11.09.2024 17:06:28 588 0 ? 17 bash "mkdir
tt", <backspace>, "est", <ret>, <up>, <up>, <ret>
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3.8.3.17. CoObITHS, CBSI3aHHBIE C OTPAHUYECHHUEM YHCIIA MMapaJlJIeIbHbIX CEAaHCOB
OTKIIOHEHHE HOBOTO CE€aHCAa, OCHOBAaHHOE HA OTPAHUYCHHM YHUCJa NapajlielIbHBIX

CEaHCOB, HACTPAUBAETCA B /etc/security/limits.conf (CM. TOKyMeHT «PykoBOICTBO
aagmuauctparopa. JIKHB.11102-01 90 01»).

KOMaH,ZIa JJIA IIONCKa 3aHHCGﬁ, CBJ3aHHBIX C OTKIIOHCHHUCM HOBOI'O CCaHCA:

# ausearch -m ANOM LOGIN SESSIONS

time->Wed Sep 12 15:21:19 2024

type=ANOM LOGIN SESSIONS msg=audit (1536754879.189:55295) :
pid=4019 uid=0 auid=4294967295 ses=4294967295

msg="'op=PAM:pam limits acct="test2" exe="/bin/login"
hostname=localhost addr=127.0.0.1 terminal=/dev/tty5 res=failed'

3.8.3.18. CoObITus1, CBA3aHHBIE C U3MEHEHUSIMHU JIaThl U BPEMEHU

JInst perucTpanvv U3MEHEHUN JaThl U BPEMEHHU, HEOOX0IUMO BKIIFOUHTH KOHTPOJIb
HaJl ”3MEHEHHEM 3HAUCHUS BPEMEHMU.

Komanna nis peructpaiu coObITUN, M3MEHEHHSI BDEMEHHU 4epe3 clock settime,

settimeofday M adjtimex:

# auditctl -a exit,always -S clock settime -S settimeofday -S adjtimex
-k FPT STM

Komana noucka 3anucei ayaura:
# ausearch -k FPT STM

time->Thu May 24 18:08:33 2024

type=PROCTITLE msg=audit (1527174513.884:58335):
proctitle=64617465002D2D7365743D323031382D30392D31322031343A33373
A3236

type=SYSCALL msg=audit (1527174513.884:58335): arch=c000003e
syscall=227 success=yes exit=0 a0=0 al=7fff03d63f00 a2=0 a3=581
items=0 ppid=4620 pid=6795 auid=4294967295 uid=0 gid=0 euid=0
suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts6 ses=4294967295
comm="date" exe="/bin/date" key="FPT STM"

time->Wed Sep 12 18:09:23 2024

type=PROCTITLE msg=audit (1536764963.097:58228) :
proctitle=6461746500303532343138303832303138

type=SYSCALL msg=audit (1536764963.097:58228): arch=c000003e
syscall=227 success=yes exit=0 a0=0 al=7ffe0c058bal
a2=T7ffe0c058ac0 a3=581 items=0 ppid=1946 pid=6061 auid=501 uid=0
gid=0 euid=0 suid=0 fsuid=0 egid=0 sgid=0 fsgid=0 tty=pts0 ses=2
comm="date" exe="/bin/date" key="FPT STM"
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KOMaHI[a YAQJICHU IIpaBUjida KOHTPOJIA Ha/l UBMCHCHHNECM 3HAUYCHNA BPCMCHMU !

# auditctl -d exit,always -S clock settime -S settimeofday -S adjtimex -k FPT STM

3.8.3.19. CoObITHsl, CBSI3aHHBIE C MOMBITKAMHU Pa30JOKUPOBAHUS HHTEPAKTUBHOTO

CCaHCa

B ’xypHan mnomagaroT Bce ylayHble W HEyJnadyHble (ecin Oblja MOMBITKAa BBOAA
napoJisi) MOMBITKYA Pa30IOKMPOBAHUS HHTEPAKTUBHOTO CEaHca.
Komanza 115t moucka coObITHI, CBSI3aHHBIX C MOIBITKaMH pa30JI0KHUPOBAaHUS CEaHca

B rpaduueckom uHTEpdeiice:

# journalctl -b | grep mate-screensaver

cen 13 10:53:38 host-105.localdomain mate-screensave[3275]:
UNSPECIFIED (_ progname="mate-screensaver-chkpwd-helper" uid=501
gid=501 egid=24): pam tcb(mate-screensaver:auth): Authentication
failed for teacher from teacher (uid=501)

cern 13 10:53:41 host-105.localdomain mate-screensave[3275]:
UNSPECIFIED ( progname="mate-screensaver-chkpwd-helper" uid=501
gid=501 egid=24) [3275]: pam authenticate (mate-screensaver,
teacher): Authentication failure

cern 13 10:59:02 host-105.localdomain mate-screensave[3314]:
UNSPECIFIED (_ progname="mate-screensaver-chkpwd-helper" uid=501
gid=501 egid=24): pam tcb (mate-screensaver:auth): Authentication
passed for teacher from teacher (uid=501)

Komanpga st morcka coOBITHIH, CBA3aHHBIX C TIOMBITKAMH Pa30JIOKUPOBAHUS ceaHca

B KOHCOJIH:

# journalctl -b | grep vlock

cen 13 11:02:12 host-105.1localdomain vlock[3351]: Locked VC on
tty2 for test2 by (uid=503)

cen 13 11:02:14 host-105.localdomain vlock[3351]:

pam_tcb (vlock:auth): Authentication failed for test2 from

test2 (uid=503)

cen 13 11:02:19 host-105.localdomain vlock[3351]:

pam_tcb (vlock:auth): Authentication passed for test2 from

test2 (uid=503)

cen 13 11:02:19 host-105.1localdomain vlock[3351]: Unlocked VC on
tty2 for test2 by (uid=503)

# ausearch -x vlock -m USER AUTH

time->Wed Sep 12 15:04:38 2024

type=USER AUTH msg=audit (1536753878.151:63250) : pid=7265 uid=0
auid=0 ses=13 msg='op=PAM:authentication grantors=? acct="root"
exe="/usr/bin/vlock" hostname=host-105.localdomain addr=?
terminal=tty2 res=failed’
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time->Wed Sep 12 15:04:43 2024

type=USER AUTH msg=audit (1536753883.223:63266) : pid=7265 uid=0
auid=0 ses=13 msg='op=PAM:authentication grantors=pam tcb
acct="root" exe="/usr/bin/vlock" hostname=host-105.localdomain
addr=? terminal=tty2 res=success'

KOMaH,III)I Cco3aHusl M IIOHCKaA CO6I)ITI/II>1, CBJA3aHHBIX C 6JIOKI/IpOBaHI/I€M

MHTEPAKTUBHOTO CEaHCAa MEXaHU3MOM OJIOKUPOBAHMS Ce€aHCa (B KOHCOJIN):

# auditctl -w /usr/bin/vlock -p x -k block

# ausearch -k block

time->Wed Sep 12 15:56:10 2024

type=CONFIG CHANGE msg=audit (1536756970.362:102): auid=501 ses=4
op="add rule" key="block" list=4 res=1

time->Wed Sep 12 15:56:16 2024

type=PROCTITLE msg=audit (1536756976.527:106) : proctitle="vlock"
type=PATH msg=audit (1536756976.527:106) : item=1 name="/1lib64/1d-
linux-x86-64.s50.2" inode=261639 dev=08:02 mode=0100755 ouid=0
0gid=0 rdev=00:00 nametype=NORMAL

type=PATH msg=audit (1536756976.527:106) : item=0
name="/usr/bin/vlock" inode=662838 dev=08:02 mode=0102711 ouid=0
ogid=24 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536756976.527:106): cwd="/root"

type=EXECVE msg=audit (1536756976.527:106): argc=1 al0="vlock"
type=SYSCALL msg=audit (1536756976.527:106): arch=c000003e
syscall=59 success=yes exit=0 al0=6d4e90 al=6d4ed0 a2=6bf340
a3=59% items=2 ppid=1504 pid=2290 auid=0 uid=0 gid=0 euid=0
suid=0 fsuid=0 egid=24 sgid=24 fsgid=24 tty=tty2 ses=2
comm="vlock" exe="/usr/bin/vlock" key="block"

Komannel co3maHuss ©W  TOMCKAa COOBITHH, CBSI3aHHBIX C  OJIOKUPOBAHUEM
WHTEPAKTUBHOTO CEaHCa MEXaHW3MOM OJIOKMpOBaHMS ceaHca B TpaduyeckoM

uHTepdeiice:

# auditctl -w /usr/bin/mate-screensaver-command -p x -k

block mate

# ausearch -k block mate

time->Wed Sep 12 16:50:20 2024

type=PROCTITLE msg=audit (1536760220.072:172) :
proctitle=6D6174652D73637265656E73617665722D636F6D6D616E64002D2D6
C6F636B
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type=PATH msg=audit (1536760220.072:172): item=1 name="/1lib64/1d-
linux-x86-64.s0.2" inode=261639 dev=08:02 mode=0100755 ouid=0
0gid=0 rdev=00:00 nametype=NORMAL

type=PATH msg=audit (1536760220.072:172): item=0
name="/usr/bin/mate-screensaver-command" inode=699133 dev=08:02
mode=0100755 ouid=0 o0gid=0 rdev=00:00 nametype=NORMAL

type=CWD msg=audit (1536760220.072:172): cwd="/home/user"
type=EXECVE msg=audit (1536760220.072:172): argc=2 al="mate-
screensaver—-command”" al="--lock"

type=SYSCALL msg=audit (1536760220.072:172): arch=c000003e
syscall=59 success=yes exit=0 a0=8cd931 al=8cd980 a2=904470
a3=59%e items=2 ppid=1l pid=5259 auid=501 uid=501 gid=501 euid=501
suid=501 fsuid=501 egid=501 sgid=501 fsgid=501 tty=(none) ses=4
comm="mate-screensave" exe="/usr/bin/mate-screensaver-command"
key="block mate"

3.8.3.20. CoObITHs1, CBA3aHHBIE C BBHIITOJIHEHHEM cOO0Sl U IPEPhIBaHUS 00CITY>KHUBAHUS

Hanpumep, nHunppyem cOoii:

# killall -SEGV cupsd
KOMaHIIa JJIs1 TIOHUCKa 3amnucen ayanuTa, CBA3aHHBIX C BBIIIOJIHCHHCM C605I u

MpepbIBaHUs 00CTY>KUBAHUS:

# ausearch -i -m ANOM ABEND, SERVICE STOP

type=SERVICE STOP msg=audit (11.09.2024 17:28:19.673:749) : pid=1
uid=root auid=unset ses=unset msg='unit=org.cups.cupsd
comm=systemd exe=/1lib/systemd/systemd hostname=? addr=?
terminal=? res=failed'

type=ANOM ABEND msg=audit (11.09.2024 17:28:19.661:748)
auid=unset uid=root gid=root ses=unset pid=3349 comm=cupsd
exe=/usr/sbin/cupsd sig=SIGSEGV

3.8.3.21. CoObITHsl, CBsI3aHHBIE C WCMIOJIB30BaHHEM (DYHKIUN pacrpeaeeHus

PECYPCOB C yU4E€TOM MPUOPUTETHOCTH OOCITYKUBAHUS
Co3ngaHne mpaBuiia M MOUCK 3allCed ayJInuTa, CBA3AHHBIX C MCIOJIb30BAHUEM

(GyHKUMIA pacnipeieNieHUs: PpECYpCOB € Y4E€TOM MPUOPUTETHOCTU 00CITYKMUBAHUS:

# auditctl -a always,exit -S setpriority -k nice
# nice -n 19 factor 1223412456656757
# ausearch -i -k nice
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3.8.3.22. CoObITHsI, CBsS3aHHBIE C oOpaiieHueM K (QYHKIUSAM pacipeaesICHUs

pecypcos, ynpasisiembix @50

Komanzp!l co3nanus mpaBuil U MOUCK 3aIIUCEN ayuTa, CBA3aHHBIX C OOpAlllEHUEM K
GyHKIUSAM pacipeneseHus pecypcos, ynpasisieMbix @bO, B TOM 4uciie B 3aBUCUMOCTH OT

aApXUTEKTYPHI:

# auditctl -a always,exit -S clone -k fork
ausearch -i -k fork

#
# auditctl -a always,exit -S mmap2,brk -k memory
# ausearch -i -k memory

3.8.3.23. CoOblTHA, CBSI3aHHBIC c U3MEHECHHEM uH(popmanuu 0

MOJIB30BATENSIX/TPYIIIAX
Jist  ¢ukcanum COOBITHI, KOTOpPBIE BHOCAT HW3MEHEHHUS B I0JIb30BATEIbCKUE

aKKayHTbI J00aBbTE CIEAYIOIINE CTPOKHU B (DAl /etc/audit/audit.rules:

# audit account changes

-w /etc/group -p wa -k audit account changes

-w /etc/passwd -p wa -k audit account changes

-w /etc/gshadow -p wa -k audit account changes

-w /etc/shadow -p wa -k audit account changes

-w /etc/security/opasswd -p wa -k audit account changes

3.8.3.24. Otuer 000 BceX IMOMBITKAX BXOJa B CHUCTEMY, HM3MEHEHHUS YUYETHBIX

3aucen

KOMaHI[a aureport IMO3BOJIACT BBIBECTH OTUET O BCEX IOIBITKAaX BX0Aa B CUCTEMY:

# aureport -1

Login Report
# date time auild host term exe success event

1. 16.05.2024 13:10:22 -1 host-15.1localdomain /dev/ttyl
/usr/sbin/lightdm yes 80

2. 16.05.2024 20:28:15 root host-15.localdomain /dev/tty2
/bin/login no 214

3. 16.05.2024 20:28:19 -1 host-15.localdomain /dev/tty2
/bin/login yes 224

4. 16.05.2024 20:28:29 newuser host-15.localdomain /dev/tty4
/bin/login no 227

5. 01.06.2024 13:16:30 -1 host-15.localdomain /dev/ttyl
/usr/sbin/lightdm yes 79

6. 01.06.2024 13:17:08 user 192.168.3.191 sshd /usr/sbin/sshd no
85
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7. 01.06.2024 13:17:10 -1 192.168.3.191 /dev/pts/1l /usr/sbin/sshd
yes 94

8. 01.06.2024 13:17:51 root 192.168.3.191 sshd /usr/sbin/sshd no
95

11. 01.06.2024 13:19:00 user host-15.localdomain /dev/tty3
/bin/login no 102

12. 01.06.2024 13:19:07 -1 host-15.localdomain /dev/tty3
/bin/login yes 112

KOMaHI[a IJI1 BBIBOAA OTUCTA O HCYAAYHBIX ITOIBITKAaX BXO0Ad B CUCTCMY:

# aureport -1 --failed
Login Report
# date time auid host term exe success event

1. 16.05.2024 20:28:15 root host-15.localdomain /dev/tty2
/bin/login no 214

2. 16.05.2024 20:28:29 newuser host-15.localdomain /dev/tty4
/bin/login no 227

3. 01.06.2024 13:17:08 user 192.168.3.191 sshd /usr/sbin/sshd no
85

4. 01.06.2024 13:17:51 root 192.168.3.191 sshd /usr/sbin/sshd no
95

5. 01.06.2024 13:19:00 user host-15.localdomain /dev/tty3
/bin/login no 102

KOMaHI[a JJIS BBIBOJA OTUCTA 00 M3MEHEHMAX MOJIb30BATEIILCKHUX YUYCTHBIX 3aMrCei:

# aureport -m
Account Modifications Report

1. 24.05.2024 18:42:41 500 host-15.localdomain pts/0
/usr/bin/passwd testuser yes 101
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3.9. CpencTBa KOHTPOJIS 3aIMyCKa KOMIIOHEHTOB MTPOTPAaMMHOTO 00ecTieueHus

B OC Anpt CI MexaHU3M KOHTPOJIS 3allyCka KOMIIOHEHTOB IPOrpaMMHOTO

oOecrieueHus peann3yeTcs Mpy MOMOIIY porpaMmel control++.

3.9.1. Ilpunuun paboTtsl control++

[Ipu ycraHoBKe pexuMa OrpaHMYEHUN U IpaB (OPMHUPYIOTCS JIAHHBIE,
o0OecreunBaroOIINe BO3MOXHOCTH BO3BpaTa K MCXOJHOMY COCTOSIHHUIO TpU cOpoce
TEeKylero pexuma. Takke NpH KaXIOH YCTAHOBKE DPEKHMA COXPAHSIETCS OINHUCAHHE
YCTaHOBJICHHOT'O PEXHUMA.

[Tpu xaxm0il ycTaHOBKE PEXHMMa MPOUCXOAUT MPEIBAPUTENbHBIN cOPOC TEKYIIETO
pexuma.

[Ipyu 3amycke mporpaMmbl  JJIs  TMEPEKIIOYEHUs  pEXuUMa,  HalpuMmep,
control++ <HazBaHue pexuma>, KOTOPOMY COOTBETCTBYET BapHaHT OIPaHUYEHUU
ulims_Xx, BapuaHT npaB perm Yy U ciieHapuil sh z, nmporpamMma momnbeITaeTCs CKOMUPOBATH
¢daiin /etc/control++/ulimits/ulims x B Karajor /etc/security/limits.d/
(TakuM 00pa3oM, 4yTOObI OH HMMENI HAWBBICIIMK MPUOPUTET CPEIU YK€ HMEIOLIUXCS
(aiiloB OrpaHWYEHUIl), MOMBITAETCS NPUMEHHUTHh IpaBa Ha (ailibl B COOTBETCTBUM C
ONMCaHUEM B /etc/control++/permissions/perm y W 3alyCTUTh CIECHApUH
/etc/control++/permissions/sh z/do. B cilydae HEBO3MOXHOCTH OCYILECTBICHUS
Kakoi-mmbo u3 omepainuidi OyJeT BbIBEJEHO coobiieHue 06 ommbke. Ecnu kakoil-to u3
napaMeTpoB He yKa3aH (Hampumep, Ha3BaHUE CIIeHapusi 000JI0YKH), TO COOTBETCTBYIOIIAS
oreparus He OyJeT BhITOIHATHCA.

[Ipy mnpoBepke COOTBETCTBUS TEKYLIETO COCTOSHHUS CHCTEMBbI IapameTpam
YCTaHOBJICHHOTO paHEEe PEKUMa OCYIIECTBIIAECTCS:

- CpaBHEHHUE COJIEPKUMOTro Haubojee mpuopuTeTHoro ulimits-¢aitina U3 karanora
/etc/security/limits.d/ ¢ cogepkuMbIM ulimits-aiina, coxpaHeHHOTO TpH
YCTaHOBKE JAHHOT'O PEXKUMA;

- CpaBHEHHME TEKYIIUX PEKUMOB Bcex (haiyioB, 3aTPOHYTHIX YCTAHOBKOW JAHHOTO
pexumMa, C TEKyIIMM ONKHCAaHHWEeM TpaB, KOTOPOE HOCHUT Ha3BaHUE

YCTaHOBJICHHOTO TIOJIPEKUMA;
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- 3amyckK test-cleHapusi JAHHOTO PEeXHMa, NPU HAJIMYMU TaKOro cCLeHapus (ero
OTCYTCTBHE HE CUMTAETCS OLIUOKOMN).

Ecnmu kakoil-ro u3 QailioB, NMEPEYUCICHHBIX B ONHUCAHWU TMpaB UId JIaHHOTO
pEeXHUMa, OTCYTCTBYET B CUCTEME, TO YCTAHOBKA JIaHHOT'O PEXKMMa HE OyAET CUUTATHCS I10
OTOW MNpUYMHE HeycnemHoM. Takke, NpH INPOBEPKE COOTBETCTBUSA DPEXKHUMA, IIpaBa
OTCYTCTBYIOLIETrO (haiijla HE CUMTAIOTCSI HECOOTBETCTBYIOUIMMH IpaBaM, yKa3aHHBIM B
ONMCAHUM PEKUMA.

I[Tpumeuanue. Ilocne yCTaHOBKM pexuMa 4YEPHOIO MM O€IOro CIHCKa 0
nepe3arpy3Ku CHCTEMbl BOCCTAHOBJIEHHE LIEIOCTHOCTH CUCTEMBI (€CJIM CHCTEMAa KOHTPOJIS

IIEJIOCTHOCTH ima-evim He MHUITHATN3UPOBaHa) OCYIIECTBIACTCS KOMaH/IO0M:
# integalert fix

Ecim  cucrema  KOHTpoOJiE  IEJOCTHOCTHM  1ma-evm  MHUIMAIU3UPOBAHA,
BOCCTaHOBJICHHE IIEJIOCTHOCTH CUCTEMBI BBITIOJIHAETCS C IOMOIIBIO KOMAaH/IbI:

# integrity-applier

3.9.2. Hacrtpoiika

3.9.2.1. OCHOBHOH pEXUM

[TapameTpsl control++ ONPENIEISAIOTCS (aiinom ini-popmara
/etc/control++/control++.conf. JlaHHBIA (halil COCTOMT U3 CEKIMH ONMUCaHUus
Ka)XJI0r0 U3 pekUMOB. Ha3BaHWe CEKIMM COOTBETCTBYET Ha3BaHUIO pexuMma. Kaxnas u3
CEKIIMM MOKET COCTOSITh M3 ONpeleNieHWs BapuaHTa orpanuueHuid (ulimits), Bapuanrta
Ha0Oopa mpaB (permissions) W 3aMyCKaeMoro CreHapusi 000JOUKHU ISl TaHHOTO pPEeXuMa
(scripts).

Jlanee mpuBeeH NMpuMeEp OMUCAHUS peKKMMa 101 Ha3BaHHeM workstation, KOTOpPHIit
uMeeT Tyl ulimits moA Ha3BaHMEM u x, TUI permissions MOJA Ha3BaHUEM p y U

3aIyCKaeMbIi clieHapuil 000JI04KHY s z/do:

[workstation]
ulimits = u x
permissions = p y
scripts = s z

Bce (aiinmbel HacTpoek MOTYT OBITh OTPEAAKTUPOBAHBI BPYUYHYIO CHCTEMHBIM

aAMUHUCTPATOPOM IMPU HACTPOMKE HYKHBIX KOHPUTYypaLIHil.
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3.9.2.2. Pexxum ULimits

@aitpl ulimits OIS KaXJAOro BapuaHTa OTPaHUYEHUN HaxomsITcs B (paitmax
/etc/control++/ulimits/<HaszBaHme BapmaHTa>.

3.9.2.3. PexumM nipaB Ha ¢aiiisl

daiibl ¢ onrcaHueM Habopa TpaB ABIAIOTCA (aiiamu ini-opMaTa U HaxXOAATCS B
¢daiinmax /etc/control++/permissions/<uaseanue Bapmanra>. OINHCaHHe IMpaB
MOKET COCTOSITh U3 CIEIYIONTNX CEKITUM:

- file — cekmusA, 3ajaromas mpaBa Ha ¢ain, aOCOMIOTHBIA MyTh KOTOPOTO
OTIpEIEIACTCS 3HAYEHUEM path JaHHOUW CEKIINU;

- dir — cekmms, 3ajaromias mpaBa Ha (aliabpl KaTalora U BCEX COJEPKAIINXCS B
HeM (aiiioB (06e3 yuera COACPKUMOIO IMOAKATAJIOrOB), aOCONIOTHBIM MYTh
KOTOPOTO OMpEeesieTcs 3HAaUeHUEM path TaHHOW CEKIINH;

- dir r — BapwamMs CEKUMH dir, 3ajaromias mpaBa HE TOJBKO Ha (Qailsibl
KaTajora, HO U Ha BCe cojeprKaniuecss B HeM (Galibl ¢ YYETOM COIEPKUMOIO
MOIKATAJIOTOB (PEKYpCUBHBIN 00X0/1 IepeBa MOAKATAJIOIOB);

- list — cekmus, 3ajarolias npaBa Ha (ailyibl, COMCOK aOCOJIOTHBIX MyTel
KOTOPBIX 3aJIaH B TEKCTOBOM (haiijie, aOCOMOTHBINA MyTh KOTOPOTO OMpPEIeseTCs
3HaYeHueM path JaHHOM ceKIuu;

- list r — Bapuauus CeKUUM list, 3ajarolias npaBa HE TOJIbKO Ha (ailyibl U3
CIIMCKAa, HO W Ha Bce (halibl MEPEYUCIICHHBIX B HEM KaTaJllOTOB C YYETOM
COJIEPKUMOTO TIOJIKATaJIOTOB;

- whitelist — BapualnMs CEKUUHU list r, I KOTOPOM YCTAHABIMBAEMBIA PEKUM
GbaiiyioB ompeAeneH Kak  CRFEkERICkE (% g3payaeT HEe MEHSATh JAHHBIA OUT
peXruMa), MpH OTOM JUII BCEX OCTAIbHBIX (hailyloB 06a30BOro Karajora
YCTAHABIIMBACTCS PEKUM ** & _HH

- blacklist — BapuanMs CEKUUHU list r, IJI KOTOPOM YCTAHABIMBAEMBIA PEKUM

(baiisIoB OMPEICIICH KaK **-#*_&*_
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[Tomumo 3HaueHusi path nas Bcex CEKUUH MOTYT OBITh ONpeAeNeHbl 3HAYCHUS
CIEAYIOIINX NapaMETPOB:

- owner — Ha3BaHWE YYETHOM 3aMuCH Biajaemblla Qaiina;

- group — Ha3BaHUE TPYIIIbI, K KOTOPOH OTHOCUTCS (hail;

- mode — pexuM (Qailna B popmaTe rwXrwxrwx (Hampumep, rw-rw-rw- O3HauaeT
pa3pennTh BCEM UYTEHHUE U 3alUCh, HO 3alPETUTh BCEM 3aIlyCK JIaHHOTO (ailna;
rwx—-—-—--—- O3HAYaeT pa3peluTh BCe NEHCTBUA Biaaenblly (aiiyia U 3aIpeTUTh
BCE JICMCTBHUS BCEM OCTAIBHBIM. JIJIsT TOro 4TOOBI HE M3MEHSATH KaKOM-TO OHUT
peXMMa, CIEIyET HUCIOJIb30BaTh CUMBOJI *, HAIPUMEP, r**r**r** (O3HAYACT
pa3pennTh BceM YTeHue (aiiia U He MEHSTh OCTaJIbHBIC IPaBa).

EnvHCTBEHHBIM 00s3aTeNbHBIM TapaMeTpoM siBisieTcss path. [lpu oTcyrcTBUUM

ONpeaeeHHs OCTAIIBHBIX TapaMeTPOB JIAHHbIE CBOMCTBA (haiiya He OyAyT U3MEHEHBI.

Jia cekuuit dir M list (@ TakKe BCEX MX Bapualuil) MOXKET ObITh ONpeAesicH
JOTIOJIHUTENbHBIA TapaMeTp excluded paths, ONpPENENSIOMIMA HAa0Op KaTajioros,
COJICP’)KUMOE KOTOPBIX (B TOM YHUCJE COACPKUMOE BIIOKEHHBIX KAaTaJOroB) HE OyaeT
3aTPOHYTO IPUMEHEHHUEM IIPaB, OIIMCAHHBIX JAHHOU CEKLIUEH.

Hna cexkuuit dir, dir r M list r, whitelist, blacklist MOXET OBITh
ONPENEIICH JONOJHUTEIBHBIN IMapaMeTp mode for dirs, ONPENEHAIONIMN PEXUM UL
KAaTaJIOrOB, 3aTparuBaeMbIX IPUMEHEHHWEM IpaB, ONHMCAHHBIX JAaHHOW cekuue (1o
YMOJTYAHUIO PEXKUM JJI KAaTAJIOTOB OMPEAEIAETCS TaK JKe, KaK JJi OOBIYHBIX (DANIIOB).

Jns cexkumid list, list r, whitelist M blacklist MOMXET OBITb OIpEAeNiCH
JOTIOJIHUTENIBHBIN MMapaMeTp base dir, ONPEIEIAIONIMN KaTaJoT, pACCMAaTPUBAEMBIN MpU
MIPUMEHEHUU JAHHOTO PEXUMA MPaB KaK KaTajlor BEPXHETO YPOBHSI.

Hanpumep, B cexuuu whitelist mapamerpy base dir HNpPHUCBOEHO 3HAu€HUE
/home/your home dir/, B cnucke (hailjIoB, K KOTOPHIM JIOJKEH ObITh IPUMEHEH JaHHbBIN
pCXKHUM, yYKa3aHbl JBa yTH — /d1/fl, £2 U excluded paths MNPHUCBOCHO 3HaYeHHE /d0,
TOTJa TpU YCTAHOBKE JaHHOTO pexuma (aiabl /home/your home dir/dl/fl H
/home/your home dir/f2 CTaHyT HCIOJIHSIEMbIMH, Gaiinbl KaTajora

/home/your home dir/d0 (BKIIOYas COJIEPKUMOE BJIOKEHHBIX KaTaJOTOB) COXPAHAT
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CBOM pEXHMM, a BCE OCTalibHble (hbalibpl KaTajora /home/your home dir/ CTaHyT
HEUCIIOJHAEMBbIMU. 3HAUEHUE MMApaMeTpa path CEKIMM list W MPOU3BOJHBIX OT HEE
CEKIMH JTOMKHO MPEACTABIATH CO00M abCOMIOTHBIN MyTh K TEKCTOBOMY (ailiy, Kaxmas
CTpOKa KOTOPOTO MPEJICTaBIIAET cOO0M aOCONIOTHBIN MyTh KaKOTO-1H00 (haiisia CUCTEMBI,
P 3TOM JIOITYCTUMBI KOMMEHTapuu, 0003HaYaeMble KOMOMHAIMEH CUMBOJIOB //.

[Ipumep onmcanus Habopa Mpas:

[file]

path = ~/some dir 1/some file 1
owner = some_user

group = some_ group

mode = rwxXrwx—-—-

[file]

path = ~/some dir 1/some file 2
mode = rw-rw-—-—--

[dir r]

path = ~/some dir 2/

owner = some_user

group = some_group

mode = **x*rxrrx

mode for dirs = r*xr*xr*x

[list]

path = ~/list of executables.txt
excluded paths = "/some path/", "/some other path/"
owner = some_user

group = some_group

mode = **X**X**_

[blacklist]

path = ~/some blacklist.txt
[whitelist]

path = ~/some whitelist.txt

base dir = /mnt/some vol/
excluded paths = /some path inside base dir/

[Ipumeuanue. [Ipu ycTtaHOBKE ITpaB U1l CEKIIMU whitelist CIE€QyeT HOMHUTB,
4YTO IPU HAJIMYMM /etc/control++/scripts/<Hazpanme pexuma>/do — 3aIyCKaeMOTO
CLEHApHs y peXuMa, JaHHBIM (ailsl cueHapus clieqyeT ydyecTh B CIHCKE pa3pelieHHbIX
Uil 3amycka (ailioB WM W3MEHUTh TOPSJIOK JEUCTBUI B IIaBHOM (aiije HacTpoek
(mepeMecTUTh OMpeleiIeHUEe IEePEeMEHHON SCripts BBIIIE ONpEAESICHUS NEPEeMEHHOM
permissions). B mpoTuBHOM ciiydae BO3MOKHa CHUTyalusi, IPU KOTOPOH B pe3ysbTare
YCTAaHOBKHM peXuMa MpaB JaHHbIA (aiiil CTaHET HEUCIOJNHAEMbIM, YTO MpPHUBENET K
HEBO3MOXKHOCTH 3aBEPIICHUS YCTAHOBKU JAHHOI'O PEXUMA.
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3.9.2.4. YopasieHue pexxuMmaMu

VYnpasnenue peKuMaMu, OCYUIECTBJICHUE 3amnucH B KaTajaor
/etc/security/limits.d/, paboTa ¢ control++ BBINONHIETCS OT aAMUHUCTPATOPA.
VYcraHoBKa pexuma:

control++ <Has3BaHUe pexmMa>

COpoc TeKylIero pexuma:

control++ —--reset

OTtoOpaxeHue CMCcKa JOCTYIHBIX PEKUMOB:

control++ --list

[IpoBepka COOTBETCTBUSA COCTOSIHUSI CACTEMBI TEKYILIEMY PEXKUMY:
control++ —--status

OToOpaxkeHne CoeP>KUMOro II1aBHOTO (aiiia HaCTPONUKHU:
control++ —--conf

OTtoOpaxeHue crpaBoYHON HHGOPMAIIUHN:

control++ —--help

3.9.2.5. HacTpoiika pexuma KOHTpOJIS 3alyCcKka KOMIIOHEHTOB IIPOTPaMMHOIO

o0OecrieueHus

TekctoBblil (ailn /etc/control++/black list — YEpHBIA CHHUCOK, Kaxiaas
CTpOKa KOTOPOTO TpPENCTaBisgeT co00N aOCOMIOTHBIM MyTh K (hailly TaHHOW CHCTEMBI.
[lo emuHO# KOMaHIIe MPOM3BOJIUTCS 3alpelieHue 3amycka (HMCIONHEeHHs) Bcex (ailios
YEpPHOTo Crucka (1o yMOTYaHUIO — JJIsl BCEX TMOJIb30BaTENECH ).

TexcToBbIil (ailsl /etc/control++/white list — O€blil CIIUCOK, KaX/Jas CTPOKa
KOTOPOTO MPEACTABISIET CO00M a0COMIOTHBIN MyTh K (haiisly TaHHOW CUCTEMBI.

[Io eauHOW KOMaHAE NPOU3BOJAWTCA 3alpPEIICHHE 3alycka (MCIIOJIHEHMS) BCEX
(aityioB cucrembl, kpome (DailioB Oenoro cmnucka, a mpaBa Ha 3amycK (MCIOJHEHUE)
(aiinoB 6eoro cnuckKa OCTalTCd HEM3MEHHBIMU (TI0 YMOJTYaHUIO, MOKET ObITh U3MEHEHO
HaCTpOWKaMHu).

Hacrpoiika pexxuMa KOHTPOJISl 3allyCKa KOMIIOHEHTOB MPOrPaMMHOI0 00eCreueHUs

BBIMOJIHAETCS OT AIMUHHUCTPATOpA.
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Jlnst HacTpoiku 4YepHOro u (W) OENoro CHUCKa OTPEAaKTUPOBATh COACPKUMOE
cbaﬁﬂa /etc/control++/control++.conf, BKIIOYUB OIIMCAHHUE COOTBETCTBYIOLINUX
pexuUMOB (wl W Dblacklist), KaXAbIi W3 KOTOPBIX HWMEET THUI PErmissions

(mog Ha3BaHUEM wl M bl):

[wl]
permissions = wl
[blacklist]
permissions

bl

[Tpumep CO3/1aHus KOH(UTYPAIIHOHHOTO ¢aitna 6enoro CTHCKa

/etc/control++/permissions/wl:
[whitelist]
path = "/etc/control++/white list"
base dir = "/"
excluded paths = "boot", "dev", "etc", "lost+found", "media",
"mnt", "proc", "run", "srv", "sys", "tmp", "var"
mode for dirs = **x**xxkxx

[Tpumep CO3JIaHus KOH(UTYPaITMOHHOTO ¢aiina YEPHOro CIIMCKa

/etc/control++/permissions/bl:

[blacklist]
path = "/etc/control++/black list"

3anmyCcTUTh FeHEpaLHIo OEJIOT0 CIIUCKA:
bash /etc/control++/wl.sh

[Ipumeuanue. llepen ucmonab30BaHUEM CKPHUINTA TE€HEpAIMU OEJIOr0 CIHCKa
/etc/control++/wl.sh HEOOXOAMMO YCTAaHOBUTH MakeT control++-wl, Haxonsmuiics Ha
KoMIakT-aucke ¢ OC.

B ¢aiin /etc/control++/white list OyIyT 3amuMcaHbl BCE MCIOJIHSAEMbIE
Gbaiiel.  MoxkHO ygmamuTh H3  (Qaina /etc/control++/white list KaKyr-Iu0o
nporpaMmy, Hampumep, /usr/bin/dig (yJaduB COOTBETCTBYIOIIYIO CTPOKY H3 (haiinia
/etc/control++/white list).

CdopmupoBaTh yepHbIit criucok. Hampumep, 3aHecTH B 4YEpHBIN CITUCOK MPOTpamMmy

Mozilla Firefox:

# vim /etc/control++/black list
/usr/bin/firefox
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IIpoCMOTPETH CIIMCOK JOCTYIHBIX PEKUMOB:

# control++ —--list
Available modes:
wl

blacklist

VYcraHoBKa pexuMa IpUMEHEHUs! Y4epHOTo crucka (blacklist):

# control++ blacklist

Setting 'blacklist' mode for the 'permissions'
15 50 5 0w [ DONE ]

Mode set OK

Current mode is 'blacklist'

[Tocne ycTaHOBKM MaHHOTO pPEXHMa, IOJIH30BATEII0 OyIeT 3ampelieH 3ammyck
IporpaMM, MepedyuciIeHHbIX B (ailie /etc/control++/black list (B mpuMepe
Mozilla Firefox).

JI71s1 yCcTaHOBKH pekrMa IPUMEHEHHS 0e1oro cnucka (wl), He00X0IUMO BBITTOJIHUTH

KOMaHJy:

control++ wl

Setting 'wl' mode for the 'permissions'
1 0 e [DONE ]
Mode set OK

Current mode is 'wl'

[IlpuMeyanue. DBrlmonHeHMe  KOMaHObI ~ MOXKET  3aHATH  JOBOJBHO
MIPOJIOJDKUATEIILHOE BpeMs (BpeMsS 3aBHCHT OT KOJMYECTBA YCTAHOBJICHHBIX B CHCTEME
(haitsoB).

[Toce ycTaHOBKM [AaHHOTO peXHMa, IOJIb30BATENI0 OyAeT paspelieH 3amyck
TOJIBKO T€X MPOrpamM, KOTOpbIE MEPEUUCIIeHbl B ailiie /etc/control++/white list, B

MIpUMeEpEe BCE UCTIOTHAEMbIE (haiiiIbl CUCTEMBI, KPOME /usr/bin/dig:
$ dig
bash: /usr/bin/dig: OTkazaHO B OOCTYIIE

$ pwd
/home/user

Jliig cOpoca CyIIeCTBYIOLIETO peXuMa CIEAYET BBIIIOJIHUTh KOMaHAY:

control++ —--reset

Restoring initial state:

Restoring initial state for the 'permissions'
Unit. ..o ie ittt [DONE ]

Mode reset OK
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3.10. HapexxHoe XpaHeHnEe JaHHBIX

AJMUHHUCTPATOP JOJDKEH OINPENETUTh, HAa KAKOM NMEPHUO BO3MOKHA HEJJOCTYITHOCTh
JaHHBIX, U, B COOTBETCTBUM C 3TUM, MPEAOCTABUTh PEKOMEHJALMH 10 HCIOJIb30BAHUIO
CPEICTB MOBBILIEHUSI JOCTYNMHOCTH, Takux Kak RAID-maccuBel. B OC Anbt CII ectb

noanepxkka RAID-maccuBoB.
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4. YKA3AHUA 110 OKCIUIYATALIMA KC3

4.1. Ilopsimok cTapta

KC3 saBisiercst HeoTreMiieMolt yacTbio sgpa OC AnbT CII 1 cucteMHBIX OHOIHOTEK.
Crapt KC3 BrImonHSETCS aBTOMaTH4ecKu mocie 3amycka [I9BM u orpabotku Habopa
nporpamm BIOS.

KC3 3amyckaercs BMecte ¢ OC, mnpoxoas HENOCPEICTBEHHO 4YEpe3 JTallbl
JOCHUCTEMHOW 3arpy3Kd, TECTUPOBAHUS AJIPOM OKpYKEeHHs mpoueccoB U 3anmycka OC, a
TaK)K€ MHUIMAIM3aLUU IEPBUYHOTO Ipoliecca nit.

B cBs3u ¢ 3tuM nopsagok crapra cinyx6 KC3 Hanpsmyro cBsi3aH cO CTapTOM CaMoii
OC u ee si1pa ¥ MPOUCXOTUT CIACAYIOLIUM 00pa30M:

1) anpo 3amyckaercs MporpaMMoil HadyallbHOM 3arpy3Kd, paclakoBBIBaeT ce0sl U
MHULAAIU3UPYET YCTPOMCTBO OTOOpa)KEHUs, 3alyCKAET MPOBEPKY JAPYTroro
000py10BaHusl, IPUCOETUHEHHOTO K KOMIIBIOTEDPY;

2) s1Apo 3arpykaeT MOIyJiu OOHAPY>KEHHBIX YCTPOMCTB;

3) A1po 3amycKaeT IpoLECcCHl SApa;

4) inpo  MOHTUpPYET KOPHEBYIO (paillIoByl0 CHUCTEMY TOJBKO JJIi UTEHUS U
BBITIOJIHSIET MPOBEPKY (PailIoOBOM CUCTEMBI,

5) sIApO MOHTHUPYET KOPHEBYIO (halijIOBYIO CHUCTEMY;

6) siApo 3amyckaeT u3 ¢aiia /sbin/init mpormecc init, ¥ 3TO CUATACTCS HAYAJIOM
3arpy3ku HenocpeactBeHHO OC, BO BpeMsi KOTOpOro (sysinit) BBITOJHSIFOTCS
CIEYIOIINE AEUCTBUA:

- ycTaHaBiuBaeTcsa uMsa MaimuHbl (hostname);

- KOH(UTYpHUpYIOTCS MapaMeTphl 4]1pa;

- YCTaHaBJIMBAETCS PACKJIaJKa KJIaBHUII U CUCTEMHBIN MIPUPT;

- AKTUBUPYIOTCS pa3/ieiibl IOJKAYKH;

- KOpHeBas cucTtema nposepsiercs nporpammoit fsck, u ecnu nmporpamma fsck
omnOOK HEe oOHapyxuia, (aillioBas cucTeMa MOHTUPYETCS B PEXKHUME

YTCHHUE/3aIUCh;
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- TPOBEPSIOTCS 3aBUCHMOCTH MOJAYJIEH spa;
- BBINIOJIHAETCS IIPOBEPKA IPYTUX (PaiIoOBbIX CHCTEM;
- MOHTHUPYIOTCS JIOKaJIbHbIE (ailIOBbIE CUCTEMBI;
- BKJIIOYAIOTCS KBOTHI,
- MOHTHPYETCS pa3Jien MOIKAYKH;
- KC3 pasBepthiBaeTcs BMecTe ¢ HauasioM 3arpy3ku OC.
[TpaBunbHOCTh cTapra KC3 pekoMeHayeTcs NMpOBEpsITh HEMOCPEACTBEHHO IMOCHE

Ka)/10r0 pa3BEPThIBAHUS.
4.2. IIposepka nmpaBmwibHOCTH cTapTa KC3

Pexomenayercst yOequThCs pY MOMOIIM YTUIUTHI Systemctl B TOM, 4TO CUCTEMHBIE
CIIyOBbI 3aIylIEHbl U pabOTAIOT, UX CIIUCOK M COCTOSHHUE HE OTIMYAIOTCA OT OOBIYHOTO
IUTIsL JAHHOW CUCTEMbI (Ha0op CIIy>)kKO MOKET OTJIMYaThCs B 3aBUCHMOCTH OT NapamMeTpOB

YCTAaHOBKHU Y HACTPOUKH).
4.3. Ilepuonnueckas nmpoBepka nenoctHoctu KC3

4.3.1. [lopssmok nmpoBepku

PerynsapHo (He pexe 4yeMm pa3 B JIB€ HEJNENU) aJIMHHHCTPATOPY PEKOMEHIYETCS
BBITIOJIHATH KOHTPOJIb COCTABa YCTAHOBIIEHHOTO MPOTPAMMHOTO O0eCrieYeHHs] Ha TpeIMeT
€ro COOTBETCTBHS TOJUTUKE 0€30MaCHOCTH MPEITPUSITHUSI.

ExXenHeBHO aaMUHUCTPATOPOM JOJDKHO MPOBEPITHCS HAIWYUE BPEIOHOCHOIO
POrpaMMHOr0 OOecreueHusl.

[lepuonnuecku (He pexke 4eM pa3 B MECSI) JOJKHA MPOUMCXOAUTh CMEHA IMapoJien
(Ko110B) MOJIb30BATEIICH/aIMUHUCTPATOPOB.

[lepuonuuecku (He pexe YeM pa3 B HEAEN0) aJIMHHHCTPATOPOM JIOJDKHA
MPOBEPATHCS 1IEJIOCTHOCTH MporpaMmMHoi U nHopmanronHoi yacreit OC Anbt CII.

[Tepuoguuecku (He pexe 4yeM pa3 B MECSI) aAMUHUCTPATOP AOJKEH MPOBOJUTH
TeCTUpOBaHUE (PYHKITUH 3alUThl UHPOPMAIIMH CHUCTEMBI, B KOTOPOH SKCILUTyaTUPYETCS

OC Anpt CIL
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B cayuae oOnapyxkenus ys3Bumocteld B mporpammubix Moayissx OC Anst CII
YCTPAHEHHUE YSA3BUMOCTH OCYIIECTBISIETCS IIyTEM YCTAaHOBKH CEPTU(PHUIIMPOBAHHOTO
OOHOBJIEHUSI, JUOO IyTEM TMPUHATUS MHBIX OPraHU3AIMOHHO-TEXHUYECKUX MEp,
HaIlPaBJIEHHBIX HA 3aTPyJHEHHE BO3MOXXHOCTU 3KCIUTyaTaluu ys3BUMocTd. [Ipu 3TOoM
caMU Mepbl HOCAT BPEMEHHBIM XapaKTep, a WX HCIOJIb30BaHUE AOMYCTUMO JO MOMEHTA
BBIITYCKa COOTBETCTBYIOIIETO OOHOBIICHUSI.

KonTponb 1enoctHocTd HeusMmeHseMbix ¢aitnoB U oOHoBieHnit OC MOXHO

OCYIIIECTBUTH ¢ MTOMOIIbI0 cKkputita verify-checksums cm. 1. 3.6.4.1.

4.3.2. KoHTpOJb 1IETOCTHOCTH (haiiIoB MapoJiei U CIIMCKa TPYIII

®aiinpl yuyeTHBIX 3amuceil u rpynmn (/etc/passwd U /etc/group) MHTEHCUBHO
UCIONB3YIOTCA B Tmponecce aamuHuctpupoBanus, u OC Anwst CII mpenocraBusier

IIPOTPAMMHBIE CPEJICTBA JJII POBEPKHU IIPABUIIBHOCTH UX CHUHTAKCHCA.

4.3.2.1. [IpoBepka 1neiaocTHOCTH (aitIoB maposeit

Qaitn  /etc/passwd TNPOBEpPSIETCS KOMaHAOM pwck. JlaHHas  KoMaHja
MOCJIEIOBATENbHO AHATM3UPYET 3aMUCH U MIPOBEPSIET, UTO KAXKas 3aUCh COJICPKHUT:

- IPaBUJIBHOE KOJIMYECTBO ITOJIEH;

- YHUKAQJIbHOE UMS TTOJIb30BATEIS;

- IEUCTBUTENIbHBIC UACHTU(PUKATOPHI MTOJIH30BATENCH U TPYIIIL;

- ICUCTBUTEIILHYIO IEPBUYHYIO TPYIIY;

- ICUCTBUTEIILHBIA JOMAIIIHUIN KaTaJor;

- IEVCTBUTEIIbHBIA KOMaH IHBIN ITPOLIECCOP.

Jns mpoBeneHUss TecTa HEOOXOAMMO AaBTOPU30BATHCS B CHUCTEME OT HMMEHU
aMUHHCTpATopa (root), OTKPBITh (haill /etc/passwd B TEKCTOBOM penakrope mcedit u
BBIIOJIHUTH CIICIYIOIIUE U3MEHEHUS:

- UBMEHHUTD CTPOKY adm:x:3:4:adm:/var/adm:/dev/null

Ha adm:x: adm:/var/adm:/dev/null
- IBMCHHUTb CTPOKY bin:x:1:1:bin:/dev/null

Ha adm:x:1:1:bin:/dev/null
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- U3BMCHUTDb CTPOKY daemon:x:2:2:daemon:/:/dev/null

Ha daemon:x:22222:22222:daemon:/:/dev/null

- U3MCHUTDb CTPOKYmail:x:8:12:mail:/var/spool/mail:/dev/null
Hamail:x:8:12:mail test:/var/spool/mail:/dev/null

- U3MCHUTD CTPOKY ftp:x:14:50:FTP User:/var/ftp:/dev/null

Ha ftp:x:14:50:FTP User:/var/ftp test:/dev/null

- U3BMCHUTD CTPOKY news:x:9:13:news:/var/spool/news:/dev/null
Hanews:x:9:13:news:/var/spool/news:/bin/bash test

COXpaHI/ITB BHECEHHBIC M3MECHCHUS U BRIUTHU U3 pc€aaKkTopa.

3anycTuTh mporpaMmy pwck B peXHME «TOJBKO YTEHHE» IS MPOCMOTpa BCEX

OLIMOOK:

pwck -r

OxunaeMble pe3yJbTaThl: pe3ysbTaT pabOThl MporpamMmbl pwck momKeH OBITh
BbIBeJIeH Ha KOHCOoJIb. OC AnbT CII nomkHa 0OHApYKUTh BCE CHHTAKCUYECKUE OIIMOKU U

BBIBCCTH WX HA KOHCOJIb:

pwck: shadow files will not be checked (tcb)

IoJib30BaTesSIb daemon: TIpylna 22222 He CYHIEeCTBYEeT

HeBepHas 3anmck B Qalnie napoJien

yoanuTs CTpoky 'adm:x: adm:/var/adm:/dev/null'? Her
nojib3oBarTess 'lp': karasor '/var/spool/lpd' He cymecTByeT

rnojib30BaTesyib 'news': karasor '/var/spool/news' He cymecTByeT
noneps3o0BaTeNb 'news': xartasor '/bin/bash test' He cymecTsyer
nojib3o0BaTes b 'uucp': karasmor '/var/spool/uucp' He cymecTByeT
noneps3oBarTens 'ftp': karanor '/var/ftp test' He cymecTByerT
nonbs3oBaTesnbt 'named': karasor '/var/lib/named' He cymecTByeT
nojbs3o0oBaTesb 'mailman': xaranor '/usr/share/mailman' He
CyllecTByeT

nonb3oBaTesnbt 'xfs': karanor '/etc/X11l/fs' He cymecTByeT
nojb3o0BaTesb 'postgres': karanor '/var/lib/pgsql' He cyumecTByeT
nojb30BaTesib 'gdm': karasor '/var/lib/gdm' He cymecTByeT
nojib3oBaTes b 'exim': karasmor '/var/spool/exim' He cymecTByeT
none3oBaTesis 'colord': karanor '/var/colord' He cymecTByeT

pwck: M3MeHEeHUM He BHECEHO

[Ipumeuanue. B OCAnpT CII nns XpaHeHMs XdSUIMPOBAaHHBIX Mapojei
ucrnonb3yercss tcb u mosTomMy ailin /etc/shadow HE HCHOJB3YyeTCs, a (Dailssl
/etc/tcb/*/shadow mporpammoir pwck He mposepsitorcs. Kpome Toro, co3gaercs psj
MIPEIOTPEACIICHHBIX YUYETHBIX 3aIMCei, JOMaITHUE KaTajJoTh ISl KOTOPBIX TOSIBISIFOTCS
TOJIBKO TOCJI€ YCTAHOBKH COOCTBEHHO MAKETOB CO CIIyKOaMHU.
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4.3.2.2. ITpoBepKa EIOCTHOCTH CIUCKA TPYIII

KomMaHmoi#t grpck BBIIOJIHSETCS TPOBEpKa GaiiioB /etc/group M /etc/gshadow.
JlaHHasi KOMaHJa TOCJIEIOBATENbHO aHAJU3UPYET 3alMCU W MPOBEPSET, UYTO Kaxaas
3aIUCh COACPIKUT:

- MPaBUJIBHOE KOJIMYECTBO MOJIEH;

- YHUKQJIbHOE UMS TPYIIIIbI;

- IEUCTBUTEIIBHBIN CITUCOK WICHOB U aIMUHUCTPATOPOB.

Jlnst mpoBeneHUsl TecTa 3aliTH B CHCTEMY C YYETHOM 3aluChi0 aJMUHHCTpaTopa
(root), OTKpBITH (aili /etc/group B TEKCTOBOM penakTope mcedit W BBINOJHUTH
CIEAYIOIINE UBMEHEHUS

- UI3MEHUTD CTPOKY daemon:x:2:root

Ha daemon:root
- UI3MEHUTD CTPOKY adm:x:4:root
Ha root:x:4:root

CoxpaHUTh BHECCHHBIC N3MEHEHUS U BBIMTH U3 PEIaKTOpPa.

3anmycTuTh NporpaMMmy grpck B peKrMMe «TOJIbKO YTEHHUE» JUIsl MPOCMOTpa BCeX
OILIKUOOK:

grpck -r

OxumaemMple pe3yNbTaThl: PE3yJNbTaT PabOTHI MPOrpaMMbl grpck MOKEH OBIThH
BbIBeIcH Ha KOHCOIb. OC AnwT CII momkHa 00HAPYKHUTH BCE CHHTAKCHUECKHE OIMOKH U

BBIBCCTH WX HA KOHCOJIb:

IOBTOPAKIAACH 3alucChk B Qanjie TPy

yIoanmmTh CTpoky 'root:x:0:'? Her

IOBTOPAKIAACH 3alMCh B Qanye Ipyll

yOaJluThk CTpoky ' daemon:root'? Her

'root' usyen rpymnmu 'root' B /etc/group HO He B /etc/gshadow
HeBepHas 3anmMcb B OQanje Ipynn

yIoaJluThb CTpoky 'daemon:root'? Her

OTCYTCTBYET COOTBETCTByIlasd Ipynna B damnne /etc/group
yIoaJluThb CTpoOoky 'daemon:x::root'? Her

OTCYTCTBYET COOTBETCTByIAa Tpylna B odalne /etc/group
YyOAJIUTh CTPOKy 'adm:x::root'? Her

grpck: M3MeHEHMIM He BHECEHO
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5. OBHOBJIEHHME OC AJIbT CII

Cucrempl, UMEIOLIME BBIXOJ B ceTh VIHTepHET, mony4aroT OOHOBIEHUS U3
NyOJIMYHOTO PEMO3UTOPUS B COOTBETCTBHMM C BBIOPAHHOM BETKOM [UIsl HY>KHOTO
IUCTpUOYTHUBA.

[IpuMeuyanue. AKTyanbHasi CChUIKAa Ha PEMO3UTOPHUM yKazaHa B (opmyJsipe.
Tekymias Bepcus TUCTpUOYyTHBA yKazaHa B JIUPEKTOPHM /etc/apt/sources.list.d/ B
KOH(UTYpaIMOHHOM (paiisie OnMcaHusi HCTOYHUKOB C PACIIMPEHUEM . 1ist.

Jlig cuctem, He UMEIOLUX BbIXOJa B CeTh VIHTEpHET, pEKOMEHyeTCs YCTAHOBUTh
OTIENbHBIN cepBep 0OHOBIeHUH Ha 6aze OC Aubt ClI, HaxoasIIMICS BHE 3aIUILEHHOTO
KOHTYpa, U OPraHU30BaTh OTPAaHUYECHHBIA JTOCTYII K 3TOMY cepBepy. Hactpoiika cepsepa
OOHOBJIEHUH OCYyHIECTBISIETCS Npu nomomu Moayis «CepBep OOHOBIEHUN» (IAKeT
alterator-mirror) aycC (cm. JIOKYMEHT «PykxoBOACTBO aIMUHHUCTpATOpA.
JIKHB.11102-01 90 01»).

NudopmupoBanre norpedutesned O Mepax, HalpaBICHHBIX HAa HEUTpaIU3aluio
BbIsiBJIEHHBIX ysa3BUMocTell OC AnbT CII, u BbllyckaeMbIX OOHOBJICHUSIX, BIMSIOIIMX Ha
oezonacHocth, OC AnbT CII, BbIIONHSETCS MyTeM MyOJUKalMU WHGOOpPMAIMU Ha
oduumansHOoM caiite uzgenus (https://altsp.su) WIK IO MEKTPOHHON MOYTE.

JlanHble OOHOBJIEHUS JOBOJATCA 0 MOTpeOuTeneil yepes3 myOIuyHblid perno3uTOpHil
710 MPOBENIEHUSI COOTBETCTBYIOIIUX MCIBITAHUN M3JENHs IO TpeOOBaHUSAM O€30MaCHOCTH
uH(popmanuu.

[Tocne npoBeneHNsT UCHBITAHUN MPEAIPUATUE-U3TOTOBUTENIb MOXKET MPEAOCTABUTH
noTpeduTensiMm oOHOBIeHUs wuiu oOHOBIeHHBIN auctpubytus OC Anbt CII B BuAC
ANIEKTPOHHOM CCBUIKH JIJISl CAMOCTOSATENIbHOTO CKauBaHMS.

[Tpu nonyuenun o6HOBieHM OC AnwT CII, mpomeammx mpoienypy UCIbITAaHHHI
no TpeOoBaHUsIM Oe30macHOCTH HHGOPMAIMU, MEpea UX YCTAaHOBKOM HEO0OXOIUMO
MPOBEPUTH MOJJIMHHOCTh U ILIEJIOCTHOCTh MOJYYEHHBIX OOHOBJIEHHI C MCIOJIb30BAaHUEM

AITOPUTMOB, YKA3aHHBIX NPECAIIPUATUCM-U3TOTOBUTCIICM.
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B cnyyae HEBO3MOXXHOCTH YCTAaHOBKM KPHUTHYECKOTO OOHOBIIEHHUS JOJIKHBI OBITH
pa3paboTanbl orpannyenus no npuMmenennto OC Anpt CII, KoTOpbIEe JOKHBI OTpaXKaThCs
B HOPMATHBHBIX JIOKyMEHTaX U (WIM) TMOJUTHKE OE30MacHOCTH OpraHu3aluu-
oTpeOuTeNs.

BrimonHenue OOHOBICHHMS OCYHIECTBISIETCS B COOTBETCTBUM C JOKYMEHTOM

«PyxoBonctBo agmunuctparopa. JIKHB.11102-01 90 01».
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[IEPEYEHH COKPAIIIEHNH
APM — aBTOMAaTU3UPOBAHHOE pabouee MeCTo;
1| — 0a3a JaHHBIX;
KC3 — KOMIUIEKC CPEJICTB 3aIUThL;
HCJI — HECAHKI[MOHUPOBAHHBIN JOCTYII;
oC — OmepalMoHHas CUCTEMA;
1 — IIPOrPaMMHOE U3JIEIINE;
IIK — [IPOrPaMMHBIN KOMILUIEKC;
ITP 1 — [IPAaBUJIO pa3rpaHUYCHUs TOCTYIIA;
I[15BM — DJIEKTPOHHAs BBIYUCIUTENIbHAS MAIIMHA;
01N — (yHKIMH O€301TaCHOCTH 00BEKTA;
OC — (bailsioBas cucTema;

aycC — LIEHTP YIIPABJIEHUS CUCTEMOM.
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